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About the Toolkit  
 

The Anti -Rumour Toolkit is a collection of 20  online tools that help youth workers and 
young people to:  

¶ Identify conspiracy theories and disinformation  
¶ Learn about currently circulating fake news  
¶ Strengthen media literacy and gain awareness r egarding disinformation methods  

and manipulation tactics  

The included tools are online applications (e.g. chatbots, search engi nes) that help with 
verifiying information that is found online, serious games that strengthen media literacy 
and information literacy, tools that hel ƽϓŌǳģƇǜģǔŌϓǈƚǜǀĿŌǈϋϓĿǀŌņűľűƇűǔǺΨϓas websites that 
regularly pu blish fact -checking articles as well as tool s that can help detect AI -
generated content. We cluster these tools into three categories: Online Fact -Checking 
Tools,  Serious Games  and Tools to Identify AI -generated content . 

Each tool is accompanied by instructions  on how to use it as well as informatio n on its 
strengths and weaknesses, contexts of use, supported languages and  suggested age 
groups  for users. For the more complex tools, the Anti -Rumour toolkit also pr ovides 
short tutorial videos  that can be found in the interactive version of the toolkit on the 
project website . 

The Anti -Rumour consortium selected these 20  tools based on the needs of youth 
workers and educators in the four partner countries, which were assessed via an online 
survey, while keeping a balance between different types of tools, supported languages 
and suitability for usage in Cyprus, Germany, Gr eece and Spain. 

 

About Anti -Rumour  
The Anti-Rumour  project is funded by the Erasmus+ program, and is implemented by 
project partners from Germany, Cyprus, Greece and Spain. It raises awareness regarding 
fake news  and conspiracy theories with a focus on dis information surrounding 
environmental awareness and social inclusion. The project addresses young people , 
youth organisations and media educators  in particular.  

In addition to the Anti -Rumour Toolkit, the project consortium has developed a 
guidebook  on disinformation  and conspiracy theories , a serious game to strengthen 
media skills and a learning module that can be used in media education workshops . 

 

All project resources can be found on the project website: www.anti -rumour.eu  

 

Project Partners:  

¶ Challedu , Greece 
¶ Citizens in Power (C.I.P.), Cyprus 
¶ Dramblys , Spain 
¶ Stiftung Digitale Chancen (SDC) , Germany - coordinator  

https://creativecommons.org/licenses/by-sa/4.0/
https://anti-rumour.eu/
https://anti-rumour.eu/
http://www.anti-rumour.eu/
https://challedu.com/en/
https://citizensinpower.org/
https://dramblys.org/
https://www.digitale-chancen.de/


   

 

Anti-Rumour Toolkit  4 CC-BY-SA 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

https://creativecommons.org/licenses/by-sa/4.0/


   

 

Anti-Rumour Toolkit  5 CC-BY-SA 

IFCN Chatbots on WhatsApp  
 

Chatbot-assisted fact -checking service via 
WhatsApp by various IFCN organisations  

 

Type of Tool:    Fact-Checking Tool   

Languages:    English, German, Greek, Spanish, and more   

Age Group:    16+ years  

Organization:   WhatsApp LLC; Parent organization: Meta   

 

 

 

https://faq.whatsapp.com/5059120540855664/  

 

 

 

Description:   

WhatsApp partners with various organizations of the 
International Fact -Checking Network to provide a chat -based 
fact -checking service. Users can send information and claims 
that they encounter online or offline to one of the participating 
fact -checking org anizations, preferably from the country where 
the information originated. This process works via an automated 
chatbot. If the bot recognizes a topic on which the organization 
has published fact -checking articles, it will automatically send 
the correspondin g articles. If not, the organization will check the 
query manually and send a matching fact -checking article, if 
there are any, at a later time. Users also have the option to 
subscribe to regular fact -checking newsletters or get a list of the 
latest fact -checking article by the organisation.   

 

 

 

Strengths :  

¶ Easily accessible for WhatsApp users   
¶ :ģƑϓľŌϓŌģǈűƇǺϓǜǈŌņϓψƚƑϓǔŬŌϓťƚωϓǴŬŌƑϓǜǈŌǀǈϓŤűƑņϓǈǜǈƽűĿűƚǜǈϓ

information in their daily lives  
¶ Reliable fact -checks from organisations that adhere to the 

IFCN Code of  Principles   
¶ Immediate results if c hatbot recognizes disinformation  
¶ If there are no existing fact -check articles, the organization 

might research the topic and send the article  back to the 
user once published  

¶ Accessible in many European countries and lang uages  

https://creativecommons.org/licenses/by-sa/4.0/
https://faq.whatsapp.com/5059120540855664/
https://faq.whatsapp.com/5059120540855664/
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Limitations : 

¶ If the chatbot does not immediately recognize that there are 
existing fact -check articles on a subject, results will be sent 
ƏģƑǜģƇƇǺϓľǺϓƚǀťģƑűȄģǔűƚƑǈϋϓǔŌģƏϓģƑņϓĿģƑϓǔģƄŌϓǈƚƏŌϓǔűƏŌ 

¶ Each organisation must be messaged individually, there is no 
option to send a query to multiple organisations   

 

 

 

Context of Use:  

The IFCN Chatbots can be used whenever users encounter 
suspicious information online or offline. Depending on the 
organisation, possible chatbot input can include written 
questions and topic, pictures, videos, links and voice messages. 
This allows users to forward questionable articles, videos or 
pictures that they received via messenger or found on social 
media or other websites directly to a fact -checking organization.   
 

How to Use : 

 

1. Find the number for a fact -checking organization in your country. Here is a list of 
organizations from Germany, Greece and Spain:  

Germany CORRECTIV   +49 151 17535184  

Germany AFP Faktencheck   +49 172 2524054  

Germany dpa Faktencheck   +49 160 3476409  

Greece Ellinika Hoaxes  +30 698 3517195  

Spain  AFP Factual   +52 (1) 55 7908 2889  

Spain  EFE Verifica (Agencia EFE) +34 648 434 618  

Spain  Maldita    +34 644 229 319  

Spain  Newtral    +34 627 280 815  

2. More organizations from other EU and non -EU countries can be found here: 
https://faq.whatsapp.com/5059120540855664    
 

3. §ŌǈǈģťŌϓǺƚǜǀϓĿŬƚǈŌƑϓƚǀťģƑűǈģǔűƚƑϓƚƑϓČŬģǔǈ ƽƽέϓ ϓǈűƏƽƇŌϓψfűωϓűǈϓǈǜŤŤűĿűŌƑǔϓǔƚϓǈǔģǀǔϓ
the automated chat.   

 
4. The automated chat will differ a little by organization. Most chatbots will send you 
ģϓƏŌƑǜΨϓǴŬŌǀŌϓǺƚǜϓĿģƑϓǈŌƇŌĿǔϓľŌǔǴŌŌƑϓņűŤŤŌǀŌƑǔϓƚƽǔűƚƑǈΨϓǈǜĿŬϓģǈϓψ:ŬŌĿƄϓĿƇģűƏωΨϓ
ψ§ƚǈǔϓǀŌĿŌƑǔϓŤģĿǔ-ĿŬŌĿƄǈωΨϓψàǜľǈĿǀűľŌϓǔƚϓŤģĿǔ-ĿŬŌĿƄϓƑŌǴǈƇŌǔǔŌǀωΨϓψ ľƚǜǔϓǔŬűǈϓ
ĿŬģǔľƚǔωϓ 

https://creativecommons.org/licenses/by-sa/4.0/
https://faq.whatsapp.com/5059120540855664
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5. To fact -check a claim, picture or video, 
ǈŌƇŌĿǔϓψ:ŬŌĿƄϓĿƇģűƏωβϓǔŬŌϓĿŬģǔľƚǔϓǴűƇƇϓǔŬŌƑϓģǈƄϓ
you to send  information and/or media files  

 

6. If the chatbot recog nizes the topic and 
finds a corresponding fact -check article by the 
organization, it will immediately send you a link 
to an article  

 
7. kŤϓűǔϓņƚŌǈƑϋǔϓǀŌĿƚťƑűȄŌϓǔŬŌϓǔƚƽűĿΨϓǺƚǜϓǴűƇƇϓ
get a message saying the organization will text 
you back once they find a matc hing article or 
once they write a new article on the topic  

 

 

 

 

 

 

 

 

 

 

 

 
Further information:  

 

Information on the service by WhatsApp: 
https://faq.whatsapp.com/5059120540855
664   

What is the International Fact -Checking 
Network IFCN?: 
https://www.poynter.org/ifcn   

 

Similar Tools: 

 

AFP Fact Check  

Newtral  

CORRECTIV.Faktencheck  

Greece Fact Check  

EU vs Disinfo  

Google Fact Check Explorer  

 

 

  

https://creativecommons.org/licenses/by-sa/4.0/
https://faq.whatsapp.com/5059120540855664
https://faq.whatsapp.com/5059120540855664
https://www.poynter.org/ifcn
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Google Fact Check Explorer  
 

Search engine exclusively for fact-checking 
articles 

 

Type of Tool:    Fact-Checking Tool   

Languages:    English, German, Greek, Spanish, and more   

Age Group:    13+ years  

Organization:   Google LLC ; Parent organization: Alphabet  Inc., USA 

 

 

 

https://toolbox.google.com/factcheck/explorer  

 

 

 

Description:   

Google Fact Check Explorer is a simple, but powerful search 
engine for checking claims and information. By searching for 
keywords, users get the most recent corresponding articles by 
fact -checking organizations with a short overview of where the 
claim orig inated, which organisation checked the claim and their 
rating of its truthfulness. Google Fact Check Results can also be 
found in the regular Google Search.  

 

 

Strengths :  

¶ Easy to use and user -friendly  
¶ Large amount of fact -checking articles used as a basis 

for Google Fact Check Explorer  
¶ Fast results with concise ratings in the search overview, 
ǈǜĿŬϓģǈϓψκƏƚǈǔƇǺλϓǔǀǜŌωΨϓψκƏƚǈǔƇǺλϓŤģƇǈŌωΨϓψƏűǈƇŌģņűƑťωϓƚǀϓ
ψƏűǈǈűƑťϓĿƚƑǔŌǹǔω 

¶ Users can follow the link to the fact -checking article to 
get detailed information  

¶ Fact-check results in Google Search can debunk 
disinformation in the day -to-day use of Google  

 

https://creativecommons.org/licenses/by-sa/4.0/
https://toolbox.google.com/factcheck/explorer
https://toolbox.google.com/factcheck/explorer
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Limitations : 

¶ Fact-check result in Google Search could be overlooked  
¶ Eligibilty of fact -check organisations is determined by 

Google Algorithms, based on a list  of guidelines, which 
could be complicated for the average user to 
comprehend  

 

 

 

Context of Use:  

_ƚƚťƇŌϓ^ģĿǔϓ:ŬŌĿƄϓGǹƽƇƚǀŌǀϓĿģƑϓľŌϓǜǈŌņϓűƑϓǜǈŌǀǈϋϓņģűƇǺϓƇűǳŌǈΨϓ
ǈűƑĿŌϓűǔϋǈϓŌģǈǺϓǔƚϓǜǈŌϓģƑņϓƽǀƚņǜĿŌǈϓƿǜűĿƄϓǀŌǈǜƇǔǈέϓ ǴģǀŌƑŌǈǈϓŤƚǀϓ
fact -check ratings in Google Search can be helpful to find cct -
checking information when users are not actively looking for 
verification. Due to its immediate results, Google Fact Check 
Explorer can also be used in a classroom setting, e.g. where 
students are tasked with checking vari ous claims and finding out 
about their origins. .  

How to Use : 

Google Fact Check Explorer  

1. Type in one or several keywords  
2. Google Fact Check Explorer provides a list of matching claims and corresponding fact -

checking articles  
3. Check ɆRatingɇ for a quick result or click on the link of the articleɃs name for further 

information  
 

 

Tips: 

¶ ItɃs possible to filter results by ɆAll Languagesɇ, English or the UI language of your 
Google account (I.e. German, Greek, Spanish, and many more)  

¶ If you want to display only the results by a specific organisation, you can use the site 
result function: type in Ɇsite:URLɇ (e.g. site:correctiv.org) after your keywords to get 
results from this publisher only  

¶ If you want to browse through all recent fact -checks, click on ɆRecent fact checksɇ on the 
homepage of Google Fact Check Explorer  

https://creativecommons.org/licenses/by-sa/4.0/
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Google Search  

1. Type in your keywords in the Google Search bar  
2. Pay attention to the results: if a result is an eligible fact check, Google will display a line 

below the result saying ɆFact check by Organization XY:Ʌ with a rating such as Ɇ(mostly) 
trueɇ, Ɇ(mostly) falseɇ, Ɇmisleadingɇ or Ɇmissing contextɇ 
 

 

 

 

 

 

 
Further information:  

 
About Google Fact Check Tools: 
https://toolbox.google.com/factcheck/ab
out#fce -included   

Similar Tools: 

 

AFP Fact Check  

Newtral  

CORRECTIV.Faktencheck  

Greece Fact Check  

EU vs Disinfo  

IFCN Chatbots on WhatsApp  

 
 

  

https://creativecommons.org/licenses/by-sa/4.0/
https://toolbox.google.com/factcheck/about#fce-included
https://toolbox.google.com/factcheck/about#fce-included
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NewsGuard  
 

Browser extension that rates the credibility of 
news and information websites  

 

Type of Tool:    Credibility  Tool   

Languages:    English, German, French, Italian   

Age Group:    13+ years  

Organization:   NewsGuard Technologies Inc.  

 

 

 

https://www.newsguardtech.com/edge/  

 

 

 

Description:   

NewsGuard is a browser extension that provides information on 
credibility, transparency and background of news websites in 
that account for 95% of engagement with news in the U.S., U.K., 
Canada, France, Germany, Austria and Italy. It displays a 
credibility score next to search engine results and social media 
posts and provides detailed information on the news source on 
its website. The extension is f ree for Microsoft Edge. For other 
browsers it has a monthly subscription fee.  

 

 

Strengths :  

¶ Very transparent on its ratings and how they are created  
¶ Provides both a short evaluation and score for quick use, 

as well as very detailed information on its score based on 
credibility, transparency and history  

¶ Reports on how often a site is proven to have published 
false information  

¶ Helpful for everyday use to get fast information on a 
source when coming across articles in search results or 
social media feeds  

¶ àŬƚǴǈϓģϓǴŌľǈűǔŌϋǈϓƽƚƇűǔűĿģƇϓƇŌģƑűƑťϓűŤϓűǔϓŬģǈϓģƑǺ 
¶ By engaging with the detailed background information, 

users can develop an understanding on a broader level 
what makes news sources credible  

https://creativecommons.org/licenses/by-sa/4.0/
https://www.newsguardtech.com/edge/
https://www.newsguardtech.com/edge/
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Limitations : 

¶ Only free to use on Microsoft Edge  
¶ Only works for  major news websites in the U.S., U.K., 

Canada, France, Germany, Austria and Italy; sometimes it 
ǴƚƑϋǔϓŬģǳŌϓģƑǺϓűƑŤƚǀƏģǔűƚƑϓƚƑϓǈƏģƇƇŌǀϓľƇƚťǈϓģƑņϓ
websites  

¶ Does not help to distinguish which information is false, 
only gives an idea whether a source is trustw orthy  

 

 

 

Context of Use:  

NewsGuard is mainly helpful in everyday use when coming 
across news articles in search engines or social media feeds. 
However, it can also be incorporated in classroom or workshop 
activities. Students could research NewsGuard ratings for news 
websites they know and/or use frequently or check their social 
ƏŌņűģϓŤŌŌņǈϓǔƚϓŤűƑņϓƚǜǔϓģľƚǜǔϓǔŬŌϓĿǀŌņűľűƇűǔǺϓƚŤϓƽƚǈǔǈϋϓǈƚǜǀĿŌǈϓ
that they find there.  

How to Use : 

Install:  

1. Go to https://www.newsguardtech.com/edge/  on your Microsoft Edge browser (free); 
NewsGuard for Google Chrome, Mozilla Firefox and Apple Safari can be found here 
(subscription based): https://www.newsguardtech.com/how -it-works/   

2. On the Microsoft Edge Add -Ons page, click on ɆGetɇ > ɆAdd extensionɇ to add NewsGuard 
to your browser  

3. To permanently display NewsGuard in your browser extensions, click on th e jigsaw icon 
in the toolbar and click on the Ɇshow in toolbarɇ icon 

Use:  

1. NewsGuard Ratings can be found in search engines in regular results or news results 
next to a result from a news website with an existing rating  

 

https://creativecommons.org/licenses/by-sa/4.0/
https://www.newsguardtech.com/edge/
https://www.newsguardtech.com/how-it-works/
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2. Ratings can also be found next to  articles that are shared on social media platforms 
whenever the source has an existing NewsGuard rating  

 

3. Click on the rating icon to see a preview of the detailed information on the news website  
 

 

 

 

 

https://creativecommons.org/licenses/by-sa/4.0/
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4. Click on ɆSee the full nutrition labelɇ to get to the NewsGuard website with complete 
background information on credibility and transparency of the news website  

 

 

 
Further information:  

 
More information on the NewsGuard rating 
process and criteria: 
https://www.newsguardtech.com/ratings/
rating -process -criteria/    

 
FAQ on Newsguard: 
https://www.newsguardtech.com/news gu
ard-faq/   

Similar Tools: 

 
Greek Hoaxes Detector  

 

  

https://creativecommons.org/licenses/by-sa/4.0/
https://www.newsguardtech.com/ratings/rating-process-criteria/
https://www.newsguardtech.com/ratings/rating-process-criteria/
https://www.newsguardtech.com/newsguard-faq/
https://www.newsguardtech.com/newsguard-faq/
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TinEye 
 

Reverse image search engine that can help 
verify image sources and context  
 

Type of Tool:    Other (Reverse Image Search)  

Languages:    English  

Age Group:    13+ years  

Organization:   Idée Inc. 

 

 

 

https://tineye.com   

 

 

 

Description:   

TinEye is a reverse image search engine that can be used for 
fact -checking images. By uploading or inputting an image, it 
helps verify its authenticity and track its usage across the web. It 
identifies modified images, detects manipulations, and thereby 
aids in uncovering misinformation, verifying image sources and 
context.  

 

 

Strengths :  

¶ TinEye uses advanced algorithms that can identify 
alterations or manipulations in images, aiding in 
debunking misinformation or identifying edited content  

¶ TinEye has a vast database, which makes it more likely to 
find similar images and give detailed results  

¶ User-friendly interface with different options to upload 
and quickly search for  images  
 

 

Limitations : 

¶ Advanced media literacy is necessary to proficiently use 
TinEye for fact -checking; It's important to combine 
TinEye with other fact -checking methods and reliable 
sources to ensure accurate results  

 

 

https://creativecommons.org/licenses/by-sa/4.0/
https://tineye.com/
https://tineye.com/
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Context of Use:  

TinEye can be useful for daily usage, for example when coming 
across pictures on social media that seem questionable or likely 
to have been manipulated, AI -generated or when an image 
could have been used in the wrong context. With TinEye, users 
can find out if the pi cture is not the original and has been edited, 
find fact -checking articles that cover the image in question or 
find out the true context of a picture. TinEye can also be 
incorporated in workshops or classroom activities where 
students are tasked with resea rching a set of images and finding 
out whether they are manipulated or whether if an image has 
been used in the correct context.  

How to Use : 

 

1. Go to https://tineye.com/  on a browser of your choice  
2. To search for an image, you have different options:  

a. Upload an image from your device  
b. Drag and drop an image from a different browser tab  
c. Enter an image URL  
d. Copy and paste a video from your clipboard  

 

3. ĒƚǜϓĿģƑϓǈƚǀǔϓǔŬŌϓǀŌǈǜƇǔǈϓľǺϓψ9Ōǈǔϓ§ģǔĿŬωΨϓψ§ƚǈǔϓ:ŬģƑťŌņωΨϓψ©ŌǴŌǈǔωΨϓψ²ƇņŌǈǔωϓƚǀϓ
ψ9űťťŌǈǔϓűƏģťŌω 

4. You can also filter by websites, e.g. to only see results from a specific trustworthy 
news website  

5. Check the results:  
a. In which contexts has the image been published online and by whom?  
b. Can you find links to artic les from credible news sources that contain the 

image? Read the article and see if they deem the image to be fake 
(potentially check credibility of the news source with NewsGuard for Edge  

c. Check the date: If a questionable article or social media posts claims a 
ƽŬƚǔƚϓǈŬƚǴǈϓĿǜǀǀŌƑǔϓŌǳŌƑǔǈΨϓíűƑGǺŌϋǈϓűƑŤƚǀƏģǔűƚƑϓψŤűǀǈǔϓŤƚǜƑņϓƚƑΩωϓĿģƑϓťűǳŌϓ
ŬűƑǔǈϓűŤϓǔŬŌϓűƏģťŌϓűǈϓǜǈŌņϓűƑϓǔŬŌϓǴǀƚƑťϓĿƚƑǔŌǹǔΨϓǴŬŌƑϓűǔϋǈϓűƑϓŤģĿǔϓģƑϓƚƇņŌǀϓ
photo  

 

https://creativecommons.org/licenses/by-sa/4.0/
https://tineye.com/
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1 Alleged photo of a demonstration during the COVID-19 pandemic is in fact a photo from a street parade in 2019 

 

 
Further information:  

 

About TinEye: https://tineye.com/about  

Similar Tools: 

 

IFCN chatbots on WhatsApp 

InVID 

 
 

  

https://creativecommons.org/licenses/by-sa/4.0/
https://tineye.com/about
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InVID Verification Plugin  
 

Browser extension with multiple features to help 
verify social media content  
 

Type of Tool:    Fact-Checking Tool   

Languages:    English, Spanish, Greek, and more   

Age Group:    16+ years  

Organization:   InVID project (Ho rizon project with 9 consortium  
   partners)  

 

 

 

https://www.invid -project.eu/tools -and -services/invid -verification -plugin/  

 

 

 

Description:   

InVID Verification Plugin is a multi -faceted research tool that can 
be added to Google Chrome. It includes several tools for 
analysing and researching information on videos from YouTube 
and Facebook, as well as multiple tools for research on images. 
The video tools allow users to find extensive metadata for 
videos and perform reverse image searches on thumbnails as 
well as single frames from any video.  

 

 

Strengths :  

¶ Can facilitate the verification of online videos  
¶ Combines several tools and third -party services for a 

comprehensive fact -checking toolkit  
¶ Simplifies reverse image searches on video content  
¶ Supports reverse image search with all major search 

engines (such as Google, TinEye, Yandex)  
¶ Is continuously updated with new tools due to new 

Horizon funding until 2025  
 

 

Limitations : 

¶ Complex toolkit that may not be intuitive to use and to 
interpret its results for inexperienced or younger users  

¶ Can give helpful information, but for the complete picture 
and a reliable evaluation, users need to rely on further 
research and/or their own judgement   

¶ Does not support research on Twitter videos anymore 
ņǜŌϓǔƚϓĿŬģƑťŌǈϓƚŤϓíǴűǔǔŌǀϋǈϓ ÕkϓƽƚƇűĿǺϓ 

https://creativecommons.org/licenses/by-sa/4.0/
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https://www.invid-project.eu/tools-and-services/invid-verification-plugin/
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Context of Use: 

InVID verification plugin can be used by advanced fact -checkers 
whenever they encounter videos or images on social media that 
are likely to present false (visual) information. InVID also provides 
suggested classroom activities that make use of the plugin. 
kƑċkAϋǈϓǔŌģĿŬűƑťϓǀŌǈƚǜǀĿŌǈϓĿģƑϓľŌϓŤƚǜƑņϓǴűǔŬűƑϓǔŬŌϓƽƇǜťűƑϓ
κψ:ƇģǈǈǀƚƚƏωϓϹϓψíŌģĿŬűƑťωλέ 

How to Use : 
 

Install:    

1. Go to https://www.invid -project.eu/tools -and-services/invid -verification -
plugin/    

2. :ƇűĿƄϓƚƑϓψ:ŬǀƚƏŌωϓľǜǔǔƚƑϓǜƑņŌǀϓψ_ŌǔϓǔŬŌϓǔƚƚƇΪω   

3. kƑϓǔŬŌϓ:ŬǀƚƏŌϓČŌľϓàǔƚǀŌΨϓĿƇűĿƄϓƚƑϓψ ņņϓǔƚϓ:ŬǀƚƏŌω  

4. Find the plugin in your Chrome extensions (puzzle piece icon in navigation 
bar) ģƑņϓĿƇűĿƄϓƚƑϓψ^ģƄŌϓƑŌǴǈϓņŌľǜƑƄŌǀϓľǺϓkƑċkAϓЏϓČŌċŌǀűŤǺωϓϹϓψ²ƽŌƑϓíƚƚƇľƚǹωϓ
to open the plug -in  

Note: We describe the use of some of InVIDs video verification tools. The plug-in includes 
many more tools, e.g. for image verification. Tutorials on all the diffe rent tools can be found 
ŬƌηǋŧŇηέéǓǋƕƺŬĞƂήηǂŇĺǋŬƕƌηǫŬǋŧŬƌηǋŧŇηƷƂǓŠ-in.  

 

Keyframes   

1. :ƇűĿƄϓƚƑϓψċűņŌƚωϓϹϓψ|ŌǺŤǀģƏŌǈω  

2. Insert a video link or upload a file from your device   

3. Find a frame that you would like to perform a reverse image search on. You 
can switch ľŌǔǴŌŌƑϓψàŬƚǴϓAŌǔģűƇŌņϓċűŌǴωϓģƑņϓψàŬƚǴϓàűƏƽƇŌϓċűŌǴωϓǔƚϓģņƁǜǈǔϓ
the number of frames you can choose from   

4. Right-ĿƇűĿƄϓƚƑϓǔŬŌϓĿŬƚǈŌƑϓŤǀģƏŌΨϓĿŬƚƚǈŌϓψ^ģƄŌϓƑŌǴǈϓņŌľǜƑƄŌǀϓľǺϓkƑċkAϓЏϓ
ČŌċŌǀűŤǺωϓģƑņϓĿŬƚƚǈŌϓǔŬŌϓǈŌģǀĿŬϓŌƑťűƑŌϓǺƚǜϓǴƚǜƇņϓƇűƄŌϓǔƚϓǜǈŌϓκŌέťέϓ_ƚƚťƇŌΨ 
TinEye, Yandex)  

https://creativecommons.org/licenses/by-sa/4.0/
https://www.invid-project.eu/tools-and-services/invid-verification-plugin/
https://www.invid-project.eu/tools-and-services/invid-verification-plugin/
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5. Continue your research with the search engine: Find out context 
information, potential fact -checking articles etc. (check out our tutorial for 
TinEye  to find out more about how to use reverse image search engines)   

  

 

1The search results were filtered by website to only display results from snopes.com, a fact -
checking website   

  

 

 

Thumbnails   

https://creativecommons.org/licenses/by-sa/4.0/
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1. :ƇűĿƄϓƚƑϓψċűņŌƚωϓϹϓψíŬǜƏľƑģűƇǈω  

2. Insert the URL of a YouTube video of which you would like to verify its 
thumbnail image   

3. Below the search bar, choose one or multiple reverse image search 
ŌƑťűƑŌǈϓǔŬģǔϓǺƚǜϓǴƚǜƇņϓƇűƄŌϓǔƚϓǜǈŌβϓņűǈģľƇŌϓψ²ƽŌƑϓíģľǈωϓűŤϓǺƚǜϓǴƚǜƇņϓƇűƄŌϓǔƚϓ
manually choose the thumbnail you would like to verify   

  

4. Click on a thumbnail to open all selected reverse image search engines i n 
new tabs   

5. Continue your research with the search engine: Find out context 
information, potential fact -checking articles etc. (check out our tutorial for 
TinEye  to find out more about how to use Reverse Image search engines)   

  

 
Further information:  

 
InVID project consortium: 
https://www.invid -project.eu/consortium/   
   
More tutorials and teaching resources can 
be found within the plug -in 

Similar Tools: 

 
TinEye 

 

  

https://creativecommons.org/licenses/by-sa/4.0/
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Verschwörungschecker  
 

A set of questions helps to test the truth of any 
conspiracy theory you come across  
 

Type of Tool:    Fact-Checking Tool   

Languages:    German  

Age Group:    13+ years  

Organization:   Amadeu Antonio Stiftung & allcodesarebeautiful 
(Berlin-based web agency), Germany  

 

 

 

https://verschwoerungschecker.org   

 

 

 

Description:   

The ConspiracyChecker ν Truth or Nonsense? (German: 
VerschwörungsChecker) is a quiz -like web -based application 
that guides you through a set of critical questions to help you 
check any conspiracy narrative by yourself. The tool helps to 
critically reflect on conspiracy narratives and shows how 
conspiracy theories work. The ConspiracyChecker was created 
as part of the Amadeu Antonio Foundation's project debunk - 
countering conspiracy -theory antisemitism. After answering all 
the questions a barometer shows ho w likely the narrative/claim 
is to be nonsense or true. 

 

 

Strengths :  

¶ Easy to use and user -friendly  
¶ No preparation or installation necessary, you can start 

straight away and can use it with any device with internet 
connection  

¶ The tool teaches how to ask the right critical questions of 
a message to check its truthfulness  

¶ For each question, the question mark icon provides 
additional detailed explanation of why the question is 
being asked and how it can help debunk the conspiracy 
narrative  

¶ The background inf ormation gives an insight into the 
psychology of conspiracy narratives and how they work  

¶ In addition to the question set, there are FAQs on the 
most important questions about conspiracy narratives, a 
glossary with explanations of terms and a list of helpful 
further links on the site.  

https://creativecommons.org/licenses/by-sa/4.0/
https://verschwoerungschecker.org/
https://verschwoerungschecker.org/


 

Anti-Rumour Toolkit  23 CC-BY-SA 

 

 

Limitations : 

¶ As the creators of the tool point out: The 
ConspiracyChecker only shows probabilities and is no 
guarantee for a correct result. You still have to think for 
yourself.  

 

 

 

Context of Use:  

VerschwörungsChecker can be used individually as well as in a 
class or course setting where groups of students can test 
different conspiracy theories and thus train their critical thinking. 
It can also be of use when someone in your personal 
environment te lls you about a conspiracy theory he or she tends 
to believe. Together you can go through the questionnaire and 
step by step debunk the conspiracy theory.  

How to Use : 
 

1. Open https://verschwoerungschecker.org/  in your browser  
2. :ƇűĿƄϓƚƑϓψzŌǔȄǔϓĿŬŌĿƄŌƑω 
3. Decide on a conspiracy theory that you want to check. With the selected 
ĿƚƑǈƽűǀģĿǺϓǔŬŌƚǀǺϓƚƑϓǺƚǜǀϓƏűƑņΨϓĿƇűĿƄϓƚƑϓψ~ƚǈϓťŌŬǔϋǈΪω 

4. The test guides you through various questions. Read t hem carefully, take your 
time thinking about your case and choose your answer by clicking on it. Click on 
ψČŌűǔŌǀωέ 
 

 

 

 

 

https://creativecommons.org/licenses/by-sa/4.0/
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5. At the end you receive a barometer that shows you how likely your conspiracy 
theory is nonsense or true. Careful: the result is only an estimation based on your 
selected answers.  
 

 

Tips: 

¶ The blue progress bar on top of the site shows how many questions you have left  
¶ If you find it hard to answer some questions, use the question mark icon to 

understand why this question is being asked  to better understand the psychology 
behind conspiracy theories.  

 

 

 

 

¶ Use the glossary, FAQs and link selection to learn more about conspiracy theories  

https://creativecommons.org/licenses/by-sa/4.0/
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Further information:  

 
Link selection: 
https://verschwoerungschecker.org/links/    
 
FAQ: 
https://verschwoerungschecker.org/faq/    

 
Glossary: 
https://verschwoerungschecker.org/gloss
ar/   

Similar Tools: 

 
AFP Fact Check 
CORRECTIV.Faktencheck 
Greece Fact Check  
IFCN chatbots on WhatsApp  
BadNews  

 

  

https://creativecommons.org/licenses/by-sa/4.0/
https://verschwoerungschecker.org/links/
https://verschwoerungschecker.org/faq/
https://verschwoerungschecker.org/glossar/
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Newtral  
 

The most pressing issues of present events in 
Spain and of international interest (i.e., politics, 
elections, immigration).  
 

Type of Tool:    Libraries of Fact -Checking Articles  

Languages:    Spanish  

Age Group:    16+ years  

Organization:   Newtral (media startup)  

 

 

 

https://www.newtral.es/  

 

 

 

Description:   

Newtral is a fact -checking library run by journalists that checks 
statements and claims that politicians make publicly, be it in 
mass media and/or social media. Non -true statements that are 
found are classified as:  

Fake: false information  

Half-truth: true information but mixed with untrue elements, or 
pieces of other important information have been omitted  

Deceptive: true information placed out of context . The classified 
news is accompanied by a research article that contrasts the 
claim with  true data from official sources and gives explanations 
why it is fake, half -true or deceptive.  

Though mainly focusing on politics, the page offers other 
pressing topics such as immigration, environmental issues, 
economy, equality, war in Ukraine etc. By clicking these 
categories readers can be informed of the latest news by 
trustworthy sources.  

 

 

Strengths :  

¶ Rigorous fact -checking process, knowledgeable experts, 
extensive coverage, a solid reputation, and collaborative 
efforts.  

¶ Being part of the International Fact -Checking Network 
(IFCN), enhances Newtral's credibility and reputation as a 
trusted fact -checking organization.  

¶ It screens and contrasts all government -official 
declarations and decisions (be it in media/mass media or 

https://creativecommons.org/licenses/by-sa/4.0/
https://www.newtral.es/
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social networks). T he same happens for communications 
of deputies or members of political parties.  

¶ It distinguishes between truths, half -truths and hoaxes, 
thus offering a certain degree of "education" on being 
more analytical and able to distinguish the way how 
truthful inf ormation placed out of context may lean into 
disinformation.  

¶ By creating innovative fact -checking formats (the 
creation of a fact -checking game is on the way), 
educational programs, partnerships with international 
organizations, and integrating new technol ogies, Newtral 
amplifies the impact in countering misinformation and 
promoting accurate information. Being part of the 
International Fact -Checking Network (IFCN), enhances 
Newtral's credibility and reputation as a trusted fact -
checking organization.  
 

 

Limitations : 

¶ The fact -check browser mainly focuses on politics and 
other social topics screened through politics and how 
they interact with it.  

¶ Other areas such as climate change, gender issues, 
science etc., are addressed through daily articles and 
analysis but do not appear in the fact -check browser.  

 

 

Context of Use:  

Newtral acts like a library that publishes every day the issues 
that are in the center of attention and public debate as well as 
fake and half fake claims made (or claimed to be made ) by 
deputes and other actors of the Spanish political scene in their 
official social media or in public declarations. The screened 
news is classified as "fake", "half -truth", and "deceptive". Every 
classified declaration is accompanied with an analysis th at 
identifies the incorrect elements and how these mislead from 
the truth and the context of the conversation or question asked 
at the moment. Some of the analysis is complex and may be a 
great exercise to use in workshops to illustrate how correct 
narratives and official data can be twisted into "manufacturing" 
untrue results. For instance, half -truths retrieved from Newtral  
may be presented to workshop participants to analyze on their 
own and in the end to be contrasted with the analysis done by 
the page . 

 
 
 

 

 

https://creativecommons.org/licenses/by-sa/4.0/
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How to Use : 
 

1. Go to www.newtral.es   
 

2. Click on "Verificacion" / Fact -checks.  

  

 

3. By clicking on Fact Checks, the user is able to screen declarations from public 
political figures that omit part of the truth, present the information in the wrong 
context or are simply not true.   

4. By clicking on the declaration, an explanatory article written by a member of 
Newtral will analyze and explain why the declaration is false, half true or 
deceptiv e.  

5. In order to check other fake news related to other topics such as immigration, 
environment etc., the user may click on the "Fakes" tab and scroll through the 
news that have been debunked in the period of their choice.   

6. The information can be filtered a ccording to a time period of choice.   
7. The user may also check all the news that have been checked and the balance of 

their truthfulness.  

https://creativecommons.org/licenses/by-sa/4.0/
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8. Finally, during the fact -checking of political declarations, the user is asked 
continuously to submit statements made by politicians for veracity checking.  

 

 

 

Further information:  

 
More information at the tool's website.  

Similar Tools: 

 
EU vs Disinfo 
AFP fact check  
CORRECTIV.faktencheck 
Greece Fact Check  
European Digital Media Observatory  

 

  

https://creativecommons.org/licenses/by-sa/4.0/
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EUvsDisinfo  
 

European anti-disinformation project with fact -
checking articles and resources on 
disinformation and information warfare  
 

Type of Tool:    Libraries of Fact -Checking Articles  

Languages:    English, Spanish, German, and many more  

Age Group:    15+ years  

Organization:   East StratCom Task Force by European External  
   Action Service (EEAS) 

 

 

 

https://euvsdisinfo.eu/  

 

 

 

Description:   

EUvsDisinfo is a project by the East StratCom Task Force of the 
European External Action Service (EEAS). It focuses on 
debunking Russian propaganda and disinformation with regular 
fact -check articles and provides various resources to learn 
about disinformation and information warfare in general.  

 

 

 

Strengths :  

¶ In-depth analys is and fact -checks on Russian 
disinformation  

¶ Disinformation database with useful search features  
¶ fŌƇƽŤǜƇϓψ~ŌģǀƑωϓǈŌĿǔűƚƑϓǴűǔŬϓǀŌǈƚǜǀĿŌǈϓƚƑϓƑģǀǀģǔűǳŌǈϓģƑņϓ

tactics of disinformation and propaganda  
¶ Provides strategies and checklists on how to spot and 

deal  with disinformation  
¶ extensive collection of studies and reports on pro -

Kremlin disinformation  
 

https://creativecommons.org/licenses/by-sa/4.0/
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Limitations : 

¶ narrower coverage of currently circulating disinformation 
due to focus on pro -Kremlin propaganda  

¶ ψàǔǜņűŌǈϓЏϓØŌƽƚǀǔǈωϓģƑņϓψ~ŌģǀƑωϓǈŌĿǔűƚƑϓģǀŌϓƿǜűǔŌϓ
academic and therefore mainly suitable for older 
students  

 

 

Context of Use:  

EUvsDisinfo can be used like a news website: users can get daily 
information on current circulating pro -Kremlin propaganda. It is 
also suitable for research on pro -Kremlin disinformation thanks 
ǔƚϓψAűǈűƑŤƚǀƏģǔűƚƑϓņģǔģľģǈŌωϓģƑņϓģƑϓŌǹǔŌƑǈűǳŌϓĿƚƇƇŌĿǔűƚƑϓƚŤϓ
ǈǔǜņűŌǈϓģƑņϓǀŌƽƚǀǔǈέϓíŬŌϓψ~ŌģǀƑωϓǈŌĿǔűƚƑϓĿģƑϓľŌϓǜǈŌņϓŤƚǀϓ
autodidactic use to learn more about tactics and narratives of 
propagand a. Parts of it (e.g. the disinformation quiz and 
disinformation checklists) can also be incorporated in classroom 
activities.  

 

How to Use : 

 
¶ Go to https://euvsdisinfo.eu  and choose your preferred language in the top right 

corner  
¶ Fact-ĿŬŌĿƄϓģǀǔűĿƇŌǈϓģƑņϓƑŌǴǈϓĿģƑϓľŌϓŤƚǜƑņϓǜƑņŌǀϓψ©ŌǴǈϓЏϓ ƑģƇǺǈűǈω 

o Find the most recent articles on the front page  
o 9ǀƚǴǈŌϓľǺϓǔƚƽűĿϓľǺϓǜǈűƑťϓǔŬŌϓņǀƚƽņƚǴƑϓƏŌƑǜϓľŌƇƚǴϓψ©ŌǴǈϓЏϓ ƑģƇǺǈűǈω 

 

 
¶ Research ǀŌǈƚǜǀĿŌǈϓģƑņϓģǀǔűĿƇŌǈϓǴűǔŬϓǔŬŌϓψAűǈűƑŤƚϓAģǔģľģǈŌωϓκģĿĿŌǈǈűľƇŌϓűƑϓǴŌľǈűǔŌϓ

menu at the top)  
¶ Type in relevant keywords in the search bar  
¶ Use available options to search for resources in specific languages, from 

specific timeframes, from specific regions, and  sort by date, relevance or 
title  

 

https://creativecommons.org/licenses/by-sa/4.0/
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¶ Read up on (academic) publications related to the spread of pro -Kremlin 
ņűǈűƑŤƚǀƏģǔűƚƑϓűƑϓǔŬŌϓψàǔǜņűŌǈϓЏϓØŌƽƚǀǔǈωϓƽģťŌϓκģĿĿŌǈǈűľƇŌϓűƑϓǴŌľǈűǔŌϓƏŌƑǜϓģǔϓǔŬŌϓ
top) 
¶ Find a topic you want to learn more about in the left colum n 
¶ Click on the corresponding box on the right to reveal a list of studies and 

reports on this topic  

 

 

 
 
 

https://creativecommons.org/licenses/by-sa/4.0/
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¶ ~ŌģǀƑϓģľƚǜǔϓņűǈűƑŤƚǀƏģǔűƚƑϓģƑņϓƽǀƚƽģťģƑņģϓƚƑϓǔŬŌϓψ~ŌģǀƑωϓƽģťŌϓκģĿĿŌǈǈűľƇŌϓűƑϓ
website menu at the top)  
¶ ^űƑņϓģǀǔűĿƇŌǈϓűƑϓǔŬŌϓψôƑņŌǀǈǔģƑņωϓǈŌĿǔűƚƑϓƚƑϓťŌƑeral topics related to 
ņűǈűƑŤƚǀƏģǔűƚƑϓǈǜĿŬϓģǈϓψ©ģǀǀģǔűǳŌǈϓģƑņϓØŬŌǔƚǀűĿϓƚŤϓAűǈűƑŤƚǀƏģǔűƚƑωΨϓψíģĿǔűĿǈΨϓ
íŌĿŬƑűƿǜŌǈϓģƑņϓÕǀƚĿŌņǜǀŌǈϓƚŤϓAűǈűƑŤƚǀƏģǔűƚƑωϓģƑņϓψÕǀƚ-Kremlin Media 
GĿƚǈǺǈǔŌƏω 

¶ Find helpful resources on spotting and dealing with disinformation in the 
ψØŌǈƽƚƑņωϓǈŌĿǔűƚƑ 

¶ Test your fact -ĿŬŌĿƄűƑťϓǈƄűƇƇǈϓǴűǔŬϓǔŬŌϓAűǈűƑŤƚǀƏģǔűƚƑϓ×ǜűȄϓűƑϓǔŬŌϓψÕǀģĿǔűĿŌωϓǈŌĿǔűƚƑ 

 

¶ Alternatively, it is also possible to subscribe to the DISINFO REVIEW to receive a 
weekly update on pro -Kremlin disinformation via mail  

 

 

Further information:  

 
About EUvsDisinfo : 
https://euvsdisinfo.eu/about/   

 
About the European External Action Service 
(EEAS): https://www.eeas.europa.eu/_en   

Similar Tools: 

 
Google Fact Check Explorer  
CORRECTIV.Faktencheck 
Newtral  
Greece Fact Check  
European Digital Media Observatory  

 

  

https://creativecommons.org/licenses/by-sa/4.0/
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European Digital Media   
   Observatory  

 

European project with various publications on 
disinformation and a map of European fact -
checking organisations  
 

Type of Tool:    Libraries of Fact -Checking Articles  

Languages:    English 

Age Group:    15+ years  

Organization:   EDMO project (based at the European University 
   kƑǈǔűǔǜǔŌϋǈϓàĿŬƚƚƇϓƚŤϓíǀģƑǈƑģǔűƚƑģƇϓ_ƚǳŌǀƑģƑĿŌϓǴűǔŬϓ
   several European consortium partners)  

 

 

 

https://edmo.eu/   

 

 

 

Description:   

The European Digital Media Observatory (EDMO) is an EU -
ŤǜƑņŌņϓƽǀƚƁŌĿǔϓľģǈŌņϓģǔϓǔŬŌϓGǜǀƚƽŌģƑϓôƑűǳŌǀǈűǔǺϓkƑǈǔűǔǜǔŌϋǈϓ
School of Transnational Governance with several European 
consortium partners. It provides several publications on 
disinformation such as fact -checking briefs with an overview of 
the disinformation narratives with highest circulations and 
reports on overarching topics, such as disinformation  landscapes 
of EU countries or fact -checking technology. It also collects 
European fact -checking organisations in a comprehensive map.  

 

 

Strengths :  

¶ Monthly fact -checking briefs debunk the highest 
circulating disinformation narratives in Europe  

¶ Helpful for getting a broader, overarching picture and 
strengthening general understanding of disinformation 
and current trends  

¶ Map of European organisations helpful for researching 
fact -checking resources in specific countries  
 

https://creativecommons.org/licenses/by-sa/4.0/
https://edmo.eu/
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Limitations : 

¶ only available in English  
¶ many publications are quite academic and therefore only 

suitable for older students (17+ years)  

 

 

Context of Use:  

EDMO can be used to get a broader picture of current 
disinformation trends in Europe. Users can find out which 
narratives are circulating in different European countries and find 
general resources on disinformation and strategies to fight it. 
GA§²ϋǈϓƚǀťģƑűǈģǔűƚƑϓƏģƽϓĿģƑϓľŌϓǜǈŌņϓǔƚϓŤűƑņϓŤģĿǔ-checking 
organisations in different countries for further research. Most of 
these fact -checking organisations publish their own fact -checks 
on their websites on specific topics.   

 

How to Use : 

 
¶ Find fact -ĿŬŌĿƄϓľǀűŌŤǈϓǜƑņŌǀϓψ§ŌƑǜϓϹϓÕǜľƇűĿģǔűƚƑǈϓϹϓ^ģĿǔ-ĿŬŌĿƄűƑťϓľǀűŌŤǈωϓƚǀϓ

follow: https://edmo.eu/fact -checking -briefs/    
o Browse through the monthly issues to learn about disinformation 

narratives with highest circulations each month in EU countries  
o Use the integrated PDF viewer to go through the slides of each brief  

 

 

 

 

 

 

https://creativecommons.org/licenses/by-sa/4.0/
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¶ ^űƑņϓűƑǳŌǈǔűťģǔűƚƑǈϓǜƑņŌǀϓψ§ŌƑǜϓϹϓÕǜľƇűĿģǔűƚƑǈϓϹϓkƑǳŌǈǔűťģǔűƚƑǈωϓƚǀϓŤƚƇƇƚǴΧϓ
https://edmo.eu/investigations/      

o Browse through investigations to get insights on specific topics most 
targeted by disinformation   

o Use the search bar on the right to search for keywords  
o ôǈŌϓǔŬŌϓψ ǀĿŬűǳŌǈωϓņǀƚƽņƚǴƑϓƏŌƑǜϓƚƑϓǔŬŌϓǀűťŬǔϓǔƚϓņűǈƽƇģǺϓűƑǳŌǈǔűťģǔűƚƑǈϓ

from specific months  
 

 
 

¶ ^űƑņϓǀŌƽƚǀǔǈϓǜƑņŌǀϓψ§ŌƑǜϓϹϓÕǜľƇűĿģǔűƚƑǈϓϹϓØŌƽƚǀǔǈωϓƚǀϓŤƚƇƇƚǴϓǔŬűǈϓlink: 
https://edmo.eu/reports/   

o Browse through reports to get analysis on overarching disinformation 
topics  

o Use the search bar to search for keywords, filter by report type, author 
and/or publication year  
 

 

 

 

 

https://creativecommons.org/licenses/by-sa/4.0/
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¶ Find map of fact -checking organizati ƚƑǈϓǜƑņŌǀϓψ§ŌƑǜϓϹϓØŌƽƚǈűǔƚǀűŌǈϓϹϓ^ģĿǔ-
ĿŬŌĿƄűƑťϓģĿǔűǳűǔűŌǈωϓƚǀϓŤƚƇƇƚǴϓǔŬűǈϓƇűƑƄΧϓŬǔǔƽǈΧγγŌņƏƚέŌǜγŤģĿǔ-checking -activities/   

o Use the map and table to find fact -checking organizations in specific 
European countries  

o §ģƽϓŌƑǔǀűŌǈϓņƚϓƑƚǔϓŬģǳŌϓģϓĿƇűĿƄģľƇŌϓƇűƑƄέϓkƑϓƚǀņŌǀϓǔƚϓťŌǔϓǔƚϓģƑϓƚǀťģƑűǈģǔűƚƑϋǈϓ
website find the organization in the table down below and click on its 
name  

 

 

Further information:  

 
About EDMO: https://edmo.eu/edmo -at-
a-glance/   

Similar Tools: 

 
Google Fact Check Explorer  
CORRECTIV.Faktencheck  
Newtral  
Greece Fact Check  
EUvsDisinfo 

 

  

https://creativecommons.org/licenses/by-sa/4.0/
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Greek Hoaxes  Detector    
 

A Chrome plugin that warns users against 
possibly untrustworthy news sources (for Greek 
media only). 
 

Type of Tool:    Fact-Checking Tool  

Languages:    Greek 

Age Group:    13+ years  

Organization:   ψɚɫɬɢɣɠ ɥɠ ɣɞɪѶɨɫɣɨɩɢɣɠ ɞɬɚɢɪɢɚ ɣɞɦɬɪɨ  
   ɣɚɬɚɩɨɤɞɥɠɫɠɫ ɬɠɫ ɩɚɪɚɩɤɠɪɨɮɨɪɠɫɠɫω 

 

 

 

https://www.ellinikahoaxes.gr/   

 

 

 

Description:   

Greek Hoaxes Detector is a free add -on that provides warnings 
about the credibility of websites. The application identifies 
unreliable sources in categories such as satire, conspiracy 
theories, pseudoscience, misinformation, clickbait, and hate 
speech rhetoric. When visiting a website, users receive 
indications at the top of their screens. The application works on 
social media platforms like Facebook and can recognize both 
posts and comments, as well as decipher shortened links. By 
clicking on provided links, users are redirected to the 
application's website, where articles from previously researched 
sources are displayed. The application has been evaluated and 
approved by Google and the Mozilla c ommunity. It is currently 
supported on Chrome, Opera, Avast Secure Browser, and Firefox 
for both desktop and mobile devices (with limited  functionality 
on social media) . 

 

 

Strengths :  

¶ Easy to use 
¶ It provides instant information on different types of fake 

news  
¶ Fast results; there is no reported impact on the browsing  
¶ It includes both an online web fact -checking library and a 

plugin/add -on function  
 

https://creativecommons.org/licenses/by-sa/4.0/
https://www.ellinikahoaxes.gr/
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Limitations : 

¶ Greek Hoaxes Detectors works onl y for Greek news 
media  

¶ It does not provide fact -checking analysis for all social 
media  

 

 

Context of Use:  

_ǀŌŌƄϓfƚģǹŌǈϓAŌǔŌĿǔƚǀϓĿģƑϓľŌϓǜǈŌņϓűƑϓǜǈŌǀǈϋϓņģűƇǺϓƇűǳŌǈϓģǈϓǔŬŌǺϓ
scroll the internet since it offers a plug -in fact -checking tool. In 
addition, users can check the Greek Hoaxer Detector website to 
find information on daily news updates and check whether the 
news they read is true or if they include elements of fake news 
and misinformation.  

 

How to Use : 

 
1. Go to the Chrome Web Store and search for the Greek Hoaxes Detector.  

 
2. Click Add to Chrome.  
3. Add the Greek Hoaxes Detector as a plugin on the Google Chrome Search Engine.  

 

4. The Greek Hoaxes Detector will provide a rating, indicating untrustworthy Greek 
online sources.  

 

https://creativecommons.org/licenses/by-sa/4.0/
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Further information:  

 
About Greek Hoaxes Detector: 
https://www.ellinikahoaxes.gr/about -us/ .  

Similar Tools: 

 
Google Fact Checker  
CORRECTIV.Faktencheck 
Greece Fact Check  
EU vs Disinfo 
IFCN chatbots on WhatsApp  

 

https://creativecommons.org/licenses/by-sa/4.0/
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AFP Fact Check  
 

News websites for a variety of languages and 
countries by Agence France-Presse (AFP) 
 

Type of Tool:    Libraries of Fact -Checking Articles  

Languages:    English, Spanish, German, Greek, and more  

Age Group:    15+ years  

Organization:   Agence France -Presse (Private organization with 
   special status, operating under commercial rules)  

 

 

 

https://factcheck.afp.com/   

 

 

 

Description:   

The Agence France -Press (AFP) provides several news websites  
with fact -check articles for different languages and countries. 
The website can be browsed by most recent articles or filtered 
by topics and regions. Users can also search for keywords and 
topics . 

 

 

Strengths :  

¶ High-quality journalism by award -winning news agency  
¶ Available for a variety of languages and countries  
¶ Each sub-site focuses on disinformation circulating in the 

corresponding countries  
¶ Browsing articles by region can be a helpful feature  

 

 

Limitations : 

¶ Limited features for browsing topics and searching for 
keywords  

 

https://creativecommons.org/licenses/by-sa/4.0/
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Context of Use:  

AFP Fact Check can be used like a news website: users can get 
daily information on current topics and circulating disinformation. 
It is a good resource to stay up to date on fake news and to be 
informed on a wide variety of topics that users might encounte r 
in their daily use of (social) media. AFP Fact Check can also be 
used to search for specific articles. However, using overarching 
fact -check search engines such as Google Fact Check Explorer 
(which includes articles from AFP) would be the preferable 
opti on for specific search queries.   

 

How to Use : 

 
¶ Find the AFP sub -page for your language/country:  

o Greek: https://factcheckgreek.afp.com    
o German: https://faktencheck.afp.com   
o Spanish: https://factual.afp.com   
o English: https://factcheck.afp.com     

¶ §ƚǀŌϓƇģƑťǜģťŌǈϓĿģƑϓľŌϓŤƚǜƑņϓǜƑņŌǀϓψ§ŌƑǜϓϹϓ~ģƑťǜģťŌǈωϓκǔƚƽϓƇŌŤǔϓĿƚǀƑŌǀλϓ 
¶ Find most recent fact -check articles on the front page  
¶ Browse fact -check articles by region, topics or top news by using the menu on 

the top of the page  
¶ Search for specific keywords and topics by clicking on the search icon in the top 

right corner  

 

 

 

 

https://creativecommons.org/licenses/by-sa/4.0/
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Further information:  

 
About AFP: 
https://factcheck.afp.com/about -afp    

 
^ÕϋǈϓŌņűǔƚǀűģƇϓģƑņϓŌǔŬűĿģƇϓǈǔģƑņģǀņǈΧϓ

https://factcheck.afp.com/afps -editorial -
and-ethical -standards   

Similar Tools: 

 
IFCN chatbots on WhatsApp  
Google Fact Check Explorer  
CORRECTIV.Faktencheck  
Newtral  
Greece Fact Check  
EU vs Disinfo 

 

  

https://creativecommons.org/licenses/by-sa/4.0/
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CORRECTIV.Faktencheck  
 

German news website with large catalogue of 
fact -check articles  
 

Type of Tool:    Libraries of Fact -Checking Articles  

Languages:    German 

Age Group:    15+ years  

Organization:   CORRECTIV gGmbH (non-profit company)  

 

 

 

https://correctiv.org/faktencheck   

 

 

 

Description:   

CORRECTIV.Faktencheck is a news website by the non -profit 
investigative journalism company CORRECTIV that publishes 
daily fact -check articles on current circulating misinformation. 
The website can be browsed by most recent articles or filtered 
by topics such as climate, Russia/Ukraine, Covid -19 and more. 
CORRECTIV also publishes background articles on the 
mechanisms, trends and actors of disinformation as well as 
regular fact -checking tips for everyday  use. 

 

 

Strengths :  

¶ High-quality, independent journalism  
¶ Covers a wide variety of current fake news and 

conspiracy theories  
¶ Background articles provide a wider context for current 

disinformation trends   
¶ Users can send in misinformation for CORRECTIV to 

research and potentially include in their fact -checks  
 

 

Limitations : 

¶ Only available in German and focus on disinformation 
circulating in German public sphere  

¶ Limited features for browsing and searching for articles  

 

https://creativecommons.org/licenses/by-sa/4.0/
https://correctiv.org/faktencheck
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Context of Use:  

CORRECTIV.Faktencheck can be used like a news website: users 
can get daily information on current topics and circulating 
disinformation. It is a good resource for German speakers  to stay 
up to date on fake news and to be informed on a wide variety of 
topics that they might encounter in their daily use of (social) 
media. CORRECTIV.Faktencheck can also be used to search for 
specific articles. However, using overarching fact -check se arch 
engines such as Google Fact Check Explorer (which includes 
articles from CORRECTIV) would be the preferable option for 
specific search queries. CORRECTIV also offers a WhatsApp 
chatbot to fact -check claims, images and videos or send in false 
claims fo r CORRECTIV to potentially cover in a fact -check article.  

 

How to Use : 

 
¶ Go to https://correctiv.org/faktencheck   
¶ ^űƑņϓƏƚǈǔϓǀŌĿŌƑǔϓģǀǔűĿƇŌǈϓǜƑņŌǀϓψ ƄǔǜŌƇƇŌϓ ǀǔűƄŌƇωϓ 

 

¶ ^űƑņϓƏƚǈǔϓǀŌĿŌƑǔϓľģĿƄťǀƚǜƑņϓģǀǔűĿƇŌǈϓǜƑņŌǀϓψfűƑǔŌǀťǀǜƑņωϓ 
¶ Find fact -ĿŬŌĿƄűƑťϓǔűƽǈϓǜƑņŌǀϓψ^ģƄǔŌƑĿŬŌĿƄ-íűƽƽǈωϓ 

https://creativecommons.org/licenses/by-sa/4.0/
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¶ Browse by topics by using the topics menu below the cover picture  
¶ Search for keywords and topics by clicking on the search icon in the top right 

corner  
¶ Alternatively, users can subscribe to one of the CORRECTIV newsletters ν they 

can choose between the Daily and Weekly option, or receive topic -specific 
newsletters, such as fact checks on climate, the New Right or economics and 
lobbying.   
 

 

 

Further information:  

 
About CORRECTIV: 
https://correctiv.org/ueber -uns/     

 
CORRECTIV WhatsApp chatbot: 
https://api.whatsapp.com/send/?phone=4
915117535184&text&type=phone_number&a
pp_absent=0   

Similar Tools: 

 
IFCN chatbots on WhatsApp  
Google Fact Check Explorer  
AFP Fact Check  
Newtral  
Greece Fact Check  
EU vs Disinfo 

 

  

https://creativecommons.org/licenses/by-sa/4.0/
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Greece Fact Check  
 

An independent fact -checking blog for Greek 
online news media 
 

Type of Tool:    Libraries of Fact -Checking Articles  

Languages:    Greek 

Age Group:    15+ years  

Organization:   ɚɫɬɢɣɠ ɥɠ ɣɞɪѶɨɫɣɨɩɢɣɠ ɞɬɚɢɪɢɚ ɣɞɦɬɪɨ  
   ɣɚɬɚɩɨɤɞɥɠɫɠɫ ɬɠɫ ɩɚɪɚɩɤɠɪɨɮɨɪɠɫɠɫω 

 

 

 

https://www.factchecker.gr/   

 

 

 

Description:   

Greece Fact Check is independent blog that researches and 
fact -checks news circulating on social media and mainstream 
media. It was founded in 2017. The main goal of  the Greece Fact 
Check is to fight against misinformation. It also targets to provide 
readers with information on how they can develop critical 
thinking skills, eval uate, and distinguish fake news . 

 

 

Strengths :  

¶ Easy to use  
¶ It provides instant information on different types of fake 

news   
¶ It includes Fact -ĿŬŌĿƄűƑťϓƇűľǀģǀűŌǈϓƚƑϓϊ^ģƄŌϓ©ŌǴǈϋΨϓ
ϊ§űǈƇŌģņűƑťϓűƑŤƚǀƏģǔűƚƑϋΨϓϊ²ƑƇűƑŌϓàĿģƏǈϋΨϓϊ:ƚƑǈƽűǀģĿǺϓ
íŬŌƚǀűŌǈϋϓģƑņϓϊ§ŌņűĿģƇϓǀŌƇģǔŌņϓƑŌǴǈϋϓ 

¶ It includes an online web fact -checking librar y and it is 
also connected with a WhatsApp Fact Check chatbot  
 

 

Limitations : 

¶ It does not explain to users how to fact -check an online 
source on their own  

¶ Fact-checking reports are only in Greek  

 

https://creativecommons.org/licenses/by-sa/4.0/
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Context of Use:  

Greece Fact Check is an online tool that can be used to 
investigate and identify fake news, misinformation and 
conspiracy theories in Greek and Cypriot news media and social 
media channels. Greece Fact Check publishes fact -checking 
articles on daily basis on their website, on a variety of topics, and 
information about the team that works on these fact -checks can 
also be found on their website . 

 

How to Use : 

Greece Fact Check  

1. Enter the Greece Fact Check website:  https://www.factchecker.gr/  
2. Explore the fact -checking library and read about the most recent fake 

news and misinformation that were spread online  
3. Type in one or several keywords to read about specific news  
4. Greece Fact Check provides a list of matching claims and corresponding 

fact -checking articles  
5. GģĿŬϓǈƚǜǀĿŌϓǈǔģǔŌǈϓűŤϓűǔϋǈϓǔǀǜŌϓƚǀϓŤģƄŌϓģƑņϓƽǀƚǳűņŌǈϓĿƇŌģǀϓņŌǔģűƇǈϓƚŤϓǔŬŌϓ

misinformation and fake news included in the online sources.  
 
Tips: 
¶ kǔϋǈϓƽƚǈǈűľƇŌϓǔƚϓǈŌģǀĿŬϓǈƽŌĿűŤűĿϓƚƑƇűƑŌϓƑŌǴǈϓǴŌľǈűǔŌǈϓģƑņϓĿŬŌĿƄϓűŤϓǔŬŌǺϓŬģǳŌϓ

previously spread fake news and mis leading information  
¶ The WhatsApp account that is linked to Greece Fact Check is the same as 

the Greek account of the IFCN chatbots on WhatsApp  
¶ Although the Greece Fact Check provides fact -checking reports in Greek, 

they analyse and identify misleading inf ormation that relates to both local 
and worldwide news  
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Greece Fact Check WhatsApp  

1. ÕǀŌǈǈϓƚƑϓǔŬŌϓϊČŬģǔǈ ƽƽϋϓľǜǔǔƚƑϓģƑņϓƚƽŌƑϓǔŬŌϓČŬģǔǈ ƽƽϓƚƑƇűƑŌϓľǀƚǴǈŌǀϓκƚǀϓ
application)  

 

2. Greece Fact Check WhatsApp is connected to the IFCN chatbots on WhatsApp .  
3. Type in a message or copy -paste an online news website to get a response on its 

validity  

 

 

https://creativecommons.org/licenses/by-sa/4.0/
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Further information:  

 
About Google Fact Check Tools: 
https://www.factchecker.gr/about -us/   

Similar Tools: 

 
Google Fact Checker  
CORRECTIV.Faktencheck 
Greek Hoaxes Detector  
IFCN chatbots on WhatsApp  
Newtral  

 

  

https://creativecommons.org/licenses/by-sa/4.0/
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Bad News  
 

A digital role -playing game in which you 
deliberately spread fake news in order to learn 
common manipulation techniques  
 

Type of Tool:    Serious Game 

Languages:    English, German, Greek, and more  

Age Group:    14+ years  

Organization:   Tilt & Cambridge Social Decision -Making Lab,  
   Netherlands  

 

 

 

https://www.getbadnews.com   

 

 

 

Description:   

ψfƚǴϓľģņϓģǀŌϓǺƚǜήωϓkƑϓǔŬŌϓľǀƚǴǈŌǀ-based serious game Bad 
News you take on the role of a person who deliberately wants to 
spread false news in order to gain as much reach and as many 
followers as possible. The aim of the digital role playing game is 
to expose the tactics and manipulation techniques that are used 
ǔƚϓƏűǈƇŌģņϓƽŌƚƽƇŌέϓkǔϓǴƚǀƄǈϓģǈϓģϓƽǈǺĿŬƚƇƚťűĿģƇϓψǳģĿĿűƑŌωϓģťģűƑǈǔϓ
disinformation: playing it builds cognitive resistance against 
common forms of manipulation that you may encounter onli ne.  

 

 

Strengths :  

¶ No preparation or installation necessary, you can use it in 
any browser with internet connection  

¶ Easy to use ν the virtual guide guides you through 
questions and tasks, you only have to decide and chose 
what action you want to perform  

¶ Innovative and entertaining approach ν playing the bad 
guy is very fascinating to youngsters  

¶ Changing perspective he lps to better understand the 
psychology of spreading fake news  

¶ Gaining badges fosters motivation and at the same time 
easily explains the basic tactics of manipulation  
 

https://creativecommons.org/licenses/by-sa/4.0/
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Limitations : 

¶ It takes time to complete the game, cannot be done in 
between  

 

 

Context of Use:  

Since it takes a bit of time to finish the game, it can be used well 
in classroom or non -formal course settings, where two or more 
people play together and try to reach as many followers and 
credibility as possible. More information on how to use the game 
in a classroom setting can be fou ƑņϓűƑϓǔŬŌϓņŌǳŌƇƚƽŌǀǈϋϓűƑŤƚǈŬŌŌǔ. 

 

 

How to Use : 

1. Open https://www.getbadnews.com in your browser   
2. :ƇűĿƄϓƚƑϓψàǔģǀǔω  
3. Communicate with your digital guide by choosing an answer that suits you   

  

4. By choosing answers and deciding on the next steps (scandalous tweets or 
headlines, using a bot army etc.), you can earn up to six badges   

https://creativecommons.org/licenses/by-sa/4.0/
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Tips :  

¶ The left columns shows the status of your followers and credibility   
¶ Test your knowledge by answering the quick quiz in the beginning and the end of 
 the game   

 

 

Further information:  

 
9ģņϓ©ŌǴǈϓkƑǔǀƚņǜĿǔűƚƑϓκĿƇűĿƄϓƚƑϓψ ľƚǜǔωλΧϓ
https://www.getbadnews.com/en/intro    

Similar Tools: 

 
Verschwörungschecker  
EscapeFake  
No More Haters  
Fact Finders  

 

  

https://creativecommons.org/licenses/by-sa/4.0/
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Fact Finders  
 

Serious Game that teaches research skills and 
critical thinking regarding historical events  
 

Type of Tool:    Serious Game 

Languages:    English, Spanish, Greek, German, and more  

Age Group:    11+ years  

Organization:   RePAST, a Horizon EU-project with a consortium of 9 
   Universities, 2 SMEs and an NGO from 12 EU Member 
   States 

 

 

 

https://factfinders.seriousgames.net/   

 

 

 

Description:   

Fact Finders is a serious game (available on Android, iOS and as 
a browser game) aiming at teaching students about researching 
complex historical narratives. The game immerses students in 
scenarios  where they explore and analyse different perspectives 
and sources of information. By engaging in critical research, 
students develop their own understanding of historical events 
and their multifaceted nature. The game is designed for 
secondary school stud ents, fostering critical thinking, historical 
analysis, and an appreciation for diverse perspectives on 
historical events.  

 

 

Strengths :  

¶ Teaches the importance of in -depth research and 
comparison of different perspectives to get the full 
picture  

¶ Teaches ŌǳģƇǜģǔűƑťϓģϓǈƚǜǀĿŌϋǈϓĿǀŌņűľűƇűǔǺϓģƑņϓǀŌƇŌǳģƑĿŌϓ
for answering a specific research question  

¶ Engaging game mechanics make students stay 
interested for game duration of 30 minutes  

¶ Fictional scenario of Borduria is helpful for teaching 
general, overarching ski lls while the scenario of Cyprus 
after 1974 is helpful for practicing research with a real 
historical event  

¶ Available as an app on mobile devices (Android, iOS) and 
as a browser game  

https://creativecommons.org/licenses/by-sa/4.0/
https://factfinders.seriousgames.net/
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Limitations : 

¶ teaches general critical thinking and research skills, 
which is linked to media literacy, but does not explicitly 
focus on media literacy regarding disinformation  

¶ only two scenarios available  

 

 

Context of Use:  

Fact Finders can be played individually or in a classroom setting. 
The timer of 30 minutes per scenario makes it easy to 
implement the game as an activity in workshops or classroom 
settings. Each player can download a final report of their findings 
after playing. These reports and the overall game experience as 
well as what students learned (e.g. wh at makes a source 
credible? How to decide whether a piece of information is 
relevant or not) can be discussed as a group.  

 

 

How to Use : 

 

1. :ƇűĿƄϓƚƑϓψÕƇģǺϓ©ƚǴωϓƚƑϓǔŬŌϓťģƏŌϋǈϓǴŌľǈűǔŌ 
2. Choose your in -ťģƏŌϓƇģƑťǜģťŌϓģƑņϓĿƇűĿƄϓψÕƇģǺϓ©ƚǴω 
3. Choose one of the available cases ν real-world scenario of Cyprus after 1974 or 

fictional scenario of Borduria  
4. A short tutorial gives you an overview of the player interface  
5. Click on a source you would like to investigate. Some sources only become 

available, if you have already investigates other sources  

 

6. :ƚƏƽƇŌǔŌϓģϓľģĿƄťǀƚǜƑņϓĿŬŌĿƄΨϓľǺϓĿƇűĿƄűƑťϓƚƑϓψ:ŬŌĿƄϓ9ģĿƄťǀƚǜƑņωΨϓģƑņϓǀŌĿŌűǳŌϓ
four pieces of information on the source.  

https://creativecommons.org/licenses/by-sa/4.0/
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7. Once you have all four pieces of information, evaluate the sources credibility at 
the bottom of the screen. You will receive points based on how accurate your 
evaluation was.  

 

8. ŤǔŌǀϓǔŬŌϓľģĿƄťǀƚǜƑņϓĿŬŌĿƄΨϓǺƚǜϓĿģƑϓǈǔģǀǔϓűƑǳŌǈǔűťģǔűƑťέϓ:ƇűĿƄϓƚƑϓψűƑǳŌǈǔűťģǔŌωϓǔƚϓ
receive facts, opinions about the subject matter. For each piece of information, 
you will have t ƚϓņŌĿűņŌϓǴŬŌǔŬŌǀϓűǔϋǈϓǀŌƇŌǳģƑǔϓŤƚǀϓǺƚǜǀϓǀŌǈŌģǀĿŬϓƿǜŌǈǔűƚƑϓƚǀϓƑƚǔέϓ
Drag the information card to the left to discard the information (irrelevant) or to 
the right to keep the information (relevant)  

 

9. Continue your research by clicking on further sources on the  source map, 
checking their background and investigate their information.  
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10. ²ƑĿŌϓǔŬŌϓǔűƏŌǀϓŬģǈϓǀǜƑϓņƚǴƑϓƚǀϓǺƚǜϓŤŌŌƇϓƇűƄŌϓǺƚǜϋǳŌϓťģǔŬŌǀŌņϓŌƑƚǜťŬϓűƑŤƚǀƏģǔűƚƑϓ
ŤƚǀϓǺƚǜǀϓǀŌǈŌģǀĿŬϓƿǜŌǈǔűƚƑΨϓĿƇűĿƄϓƚƑϓψĒƚǜǀϓģƑǈǴŌǀωϓǔƚϓǈŌŌϓģƇƇϓǔŬŌϓƽűŌĿŌǈϓƚŤϓ
information you gath ered in your research. Choose up to three primary clues that 
you find most relevant for your research question. You can then click on 
ψ:ƚƑĿƇǜņŌϓűƑǳŌǈǔűťģǔűƚƑωϓǔƚϓǀŌĿŌűǳŌϓǺƚǜǀϓŤűƑģƇϓǈĿƚǀŌϓģƑņϓģϓÕA^ϓǀŌƽƚǀǔϓƚƑϓǺƚǜǀϓ
research.  

 

 

 

Further information:  

 
^ģĿűƇűǔģǔƚǀϋǈϓ_ǜűņŌϓŤƚǀϓ^ģĿǔϓ^űƑņŌǀǈΧϓ
https://factfinders.seriousgames.net/wp -
content/uploads/2021/02/FactFinders_fa
cilitators -guide _20210215.pdf  

 
Fact Finders on Android: 
https://play.google.com/store/apps/detai
ls?id=com.SeriousGamesInteractive.FactFin
ders  
 
Fact Finders on iOS: 
https://apps.apple.com/dk/app/fact -
finders/id1538147667    
 
Project website of RePAST: 
https://www.repast.eu/   

Similar Tools: 

 
No More Haters  
Escape Fake 
Bad News  
Verschwörungschecker  

 

  

https://creativecommons.org/licenses/by-sa/4.0/
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No More Haters  
 

Serious Game with three game modes 
surrounding disinformation and hate speech  
 

Type of Tool:    Serious Game 

Languages:    English, Spanish 

Age Group:    14+ years  

Organization:   fad (non-profit private institution) and maldita.es (non -
   profit news organisation)  

 

 

 

https://www.nomorehaters.es   

 

 

 

Description:   

No More Haters is a project by two non -profit organisations 
supported by Google.org that researches the impact of hate 
speech and disinformation and provides three game modes 
aiming to educate young people on these issues. In the Game 
§ƚņŌϓψ×ǜűȄȄȄωΨϓǜǈŌǀǈϓģǀŌϓģǈƄŌņϓǔƚϓģƑģƇǺǈŌϓǈűǔǜģǔűƚƑǈϓƚŤϓŬģǔŌϓ
speech and disinformation and find an adequate wa y of 
ǀŌǈƽƚƑņűƑťέϓkƑϓψíǀǜŌϓƚǀϓŤģƇǈŌωΨϓƽƇģǺŌǀǈϓƏǜǈǔϓņŌĿűņŌϓǴŬŌǔŬŌǀϓģϓ
ĿƇģűƏϓűǈϓǔǀǜŌϓƚǀϓŤģƇǈŌέϓkƑϓψfģǔŌϓČŬŌŌƇωΨϓƽƇģǺŌǀǈϓƏǜǈǔϓŤűƑņϓǔŌǀƏǈϓ
that describe different aspects of hate speech. The application is 
accessible via browser everywhere or as an Android and iO S app 
(only available when located in Spain).  

 

 

Strengths :  

¶ Very easy to use; simple, yet fun game mechanics  
¶ ψ×ǜűȄȄȄωϓĿƚƏľűƑŌǈϓŬģǔŌϓǈƽŌŌĿŬϓģƑņϓņűǈűƑŤƚǀƏģǔűƚƑϓģƑņϓ

shows how they are often interconnected  
¶ ψíǀǜŌϓƚǀϓ^ģƇǈŌωϓűǈϓģϓǈűƏƽƇŌϓƿǜűȄϓťģƏŌϓǔŬģǔϓņŌľǜƑƄǈϓ

circulating misinformation   
¶ ψíŬŌϓfģǔŌϓČŬŌŌƇωϓǔŌģĿŬŌǈϓĿƚƑĿŌƽǔǈϓģƑņϓǔŌǀƏűƑƚƇƚťǺϓ

sourrounding hate speech  
¶ ψ:Ƈģǈǈϓ§ƚņŌωϓģƇƇƚǴǈϓŤƚǀϓǔŬŌϓģƽƽϓǔƚϓľŌϓǜǈŌņϓűƑϓĿƇģǈǈǀƚƚƏϓ

settings  

https://creativecommons.org/licenses/by-sa/4.0/
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Limitations : 

¶ Not exclusively fo r tackling disinformation, focus is on 
hate speech, even though there are interconnections  

¶ Mobile app (Android, iOS) only available in Spain, browser 
app accessible everywhere  

¶ Many questions and scenarios refer to Spanish politics 
and societal issues  

¶ ψíǀǜŌϓƚǀϓŤģƇǈŌωϓĿģƑϓľŌϓģϓľűǔϓǔƚƚϓǈǜƽŌǀŤűĿűģƇϓŤƚǀϓǈǔǜņŌƑǔǈϓ
that have some knowledge on disinformation already  

 

 

Context of Use:  

Due to its short game mechanics, NoMoreHaters can be played 
individually on the go. It can also be used in classroom or 
workshop settings where students are given some time to play 
the different game modes. Insights and learnings can then be 
shared in the ťǀƚǜƽέϓ ƇǔŌǀƑģǔűǳŌƇǺΨϓψ:Ƈģǈǈϓ§ƚņŌωϓĿģƑϓľŌϓǜǈŌņϓǔƚϓ
play the game together, divided by teams, in a group setting. A 
guide on how to use the application in classroom settings can be 
found here.   

 

 

How to Use : 

 

1. Go to https://play.nomorehaters.es/  
2. àǴűǔĿŬϓǔƚϓGƑťƇűǈŬϓľǺϓĿƇűĿƄűƑťϓƚƑϓǔŬŌϓƽǀƚŤűƇŌϓűĿƚƑϓűƑϓǔŬŌϓǔƚƽϓǀűťŬǔϓĿƚǀƑŌǀϓϹϓψàǴűǔĿŬϓǔƚϓ
GƑťƇűǈŬω 

3. (optional for solo play, required for class mode): Set up an account by clicking on 
the profile icon in the top right corner Ϲϓψ~ƚť-kƑϓǴűǔŬϓǜǈŌǀƑģƏŌω 

4. ^ƚǀϓψ:Ƈģǈǈϓ§ƚņŌωΧϓ:ƇűĿƄϓƚƑϓǔŬŌϓƽǀƚŤűƇŌϓűĿƚƑϓűƑϓǔŬŌϓǔƚƽϓǀűťŬǔϓĿƚǀƑŌǀϓϹϓψÕǀƚŤűƇŌωϓϹϓψ:Ƈģǈǈϓ
§ƚņŌωέϓfŌǀŌϓǺƚǜϓĿģƑϓŌűǔŬŌǀϓƁƚűƑϓģƑϓŌǹűǈǔűƑťϓǀƚƚƏϓƚǀϓκģǈϓģϓǔŌģĿŬŌǀλΨϓĿǀŌģǔŌϓģϓƑŌǴϓ
room  

5. ^ƚǀϓàűƑťƇŌϓÕƇģǺΧϓ:ŬƚƚǈŌϓģϓťģƏŌϓƏƚņŌϓģƑņϓĿƇűĿƄϓƚƑϓψÕƇģǺω 
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The Hate Wheel  

1. Read the definition and try to find the correct term that is described. Type in your 
ģƑǈǴŌǀϓűƑϓǔŬŌϓľƇģƑƄϓǈƽģĿŌǈϓģƑņϓĿƇűĿƄϓψ:ŬŌĿƄω 

2. kŤϓǺƚǜϓģǀŌϓǈǔǜĿƄΨϓĿƇűĿƄϓƚƑϓψ:ƇǜŌωϓűƑϓǔŬŌϓǔƚƽϓǀűťŬǔϓĿƚǀƑŌǀϓǔƚϓŬģǳŌϓƚƑŌϓƇŌǔǔŌǀϓģņņŌņϓ 
3. If you cannot ǈƚƇǳŌϓģϓǴƚǀņΨϓĿƇűĿƄϓƚƑϓψǈƄűƽω 
4. Finish the whole wheel with 26 words to check your end result in the top right 

corner  

 

True or False  

1. Read the claim and decide whether it is true or false. Give your answer by clicking 
on the buttons on the bottom of the scre en. 

2. After each claim, you will get a notification whether your answer was correct or not.  
3. Finish 10 claims to get your end result  
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Quizzz 

1. ØŌģņϓǔŬŌϓťűǳŌƑϓǈĿŌƑģǀűƚϓģƑņϓĿƇűĿƄϓƚƑϓψ©Ōǹǔω 
2. Choose one of the three given options on how to best deal with this situation  
3. You will see whether your chosen option was the best option. On the bottom, you 

can see which types of hate speech are described here  

 

 

 

Further information:  

 
Results of the NoMoreHaters research 
project: 
https://www.nomorehaters.es/investigatio
n-en.html   
 
Resources and Guides on hate speech:  
https://www.nomorehaters.es/resources -
en.html   
 
NoMoreHaters Teaching Guide (incl. 
classroom activities with the application): 
https://nomorehaters.es/docs/TEACHING
GUIDE_NMH.pdf  

Similar Tools: 

 
Fact Finders   
Escape Fake  
Bad News  
Verschwörungschecker  

 

  

https://creativecommons.org/licenses/by-sa/4.0/
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Escape Fake  
 

Escape Fake is a free-to-play augmented reality 
game, which takes players through a digital 
escape room to fix the future by debunking fake 
news 
 

Type of Tool:    Serious Game 

Languages:    English, German, Italian, Hungarian, Romanian  

Age Group:    12+ years  

Organization:   Polycular GmbH, Austria  

 

 

 

https://escapefake.org/   

 

 

 

Description:   

Escape Fake is a free-to-play augmented reality game, which 
takes players through  a digital escape room to fix the future by 
debunking fake news. By playing the game you learn a lot about 
fake news, deep fakes, phishing and many more. There are two 
virtual rooms with various puzzles and quizzes to solve. The 
game puts the player in a n ot-too -distant future where humanity 
is living in a post -truth world. It starts with a friend request on 
social media from Hannah, a quantum reality hacker. By 
scanning the printed markers, combining 3D objects and 
answering quizzes, players have to uncove r the truth in order to 
ψŌǈĿģƽŌϓǔŬŌϓŤģƄŌωέ 

 

 

 

Strengths :  

¶ Innovative approach of using Augmented Reality 
technology within an escape room setting to learn 
something about fake news  

¶ Using an imaginative dystopian future, the game shows 
where the spread of  fake news can lead and why it is 
important to protect yourself from it. You learn what to 
look out for when consuming news, what makes good 
journalism and how you can expose fake news.  
 

https://creativecommons.org/licenses/by-sa/4.0/
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¶ The game deals with the topic of fake news in a playful 
way and offer s many points for implementation in 
practice.  

¶ In the interactive approach, the player must become 
active and solve puzzles, uncover fakes and thus 
experiences self -efficacy.  
 

 

Limitations : 

¶ a device is needed that supports Augmented Reality  
¶ It takes time  to prepare (you need to print the markers 

and place them in the room) and to play the game (the 
game consists of two escape rooms; each room takes 
about 30 min to play)  

 

 

Context of Use:  

Escape Fake is a good tool for workshops and school classes to 
strengthen media literacy and fake news education. It can also 
be played in non -formal education contexts, as family or alone. 
The creators recommend using the game in a 1,5 to 2 -hour 
workshop format and pairing 2 -3 players as a team, using one 
device. You ca n introduce the topic with a short input on fake 
news and then continue with the game. Alternatively, you can 
start directly with the game, after giving a basic briefing, and 
follow -up with theory at the end.  

 

 

How to Use : 

 

¶ Download & install the app Esca pe Fake on your mobile device:  
o iOS: https://itunes.apple.com/at/app/escape -fake/id1462271723?mt=8 
o Android: 

https://play.google.com/store/apps/details?id=com.polycular.escapefak
e 

¶ Download the Marker -Set (here) or Marker -Set NEW  and print it on A4 or A3. 
These markers are images that need to be scanned with your mobile device for 
the augmented reality experience.  

¶ Place the prints in th e room on the ground or on the wall like it is noted on the 
printed documents. Stay at least 50 cm away from the markers in order to them to 
functional properly.  

¶ First of all, allow the app to access the camera.  
¶ Play the game: Start chatting with Hannah an d select answers to communicate 

with her.  
 
 
 
 

https://creativecommons.org/licenses/by-sa/4.0/
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¶ The app uses Augmented Reality technologies. By scanning the Markers, 3D 
virtual rooms and objects will appear on your camera view, which you can interact 
with, collect and get hints from Hannah. Some items ha ve to be combined with 
other objects from the inventory by dragging and dropping them. Let Hannah 
help you and guide you through the different rooms to debunk fake news.  

 
 

 

 

 

https://creativecommons.org/licenses/by-sa/4.0/


 

Anti-Rumour Toolkit  66 CC-BY-SA 

Tips 

¶ Please note that there is a limited time period for the rooms.  
¶ In each room there are other objects on the Markers. If objects are too small, use your 

smartphone or tablet to move closer to the Marker.  
¶ By achieving goals, a quiz will start to challenge your knowledge. It can only be 

completed when the player gives the right a nswers with unlimited chances to repeat 
the quiz. 

¶ If you need a more detailed introduction on how to play the game, you can watch 
the video tutorial on YouTube: How to play Escapefake - Walkthrough  

 

 

Further information:  

 
¶ Trailer: 

https://www.youtube.com/watch?v=
wmnF1_xoFP4  

¶ Video Tutorial (ENG): 
https://www.youtube.com/watch?v=n
WQFtEFqgPU  

¶ Video Tutorial (GER): 
https://www.youtube.com/watch?v=5i
XKTii0q5E  

Similar Tools: 

 
Fact Finders  
No more Haters  
Bad News  

 

  

https://creativecommons.org/licenses/by-sa/4.0/
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DeepFake -o-Meter  
 

Tool for detecting AI -generated videos, audio 
and images 
 

Type of Tool:    AI recognition tool  

Languages:    English 

Age Group:    16+ years  

Organization:   Media Forensic Lab (MDF L) at University at  
   Buffalo, USA 

 

 

 

https://zinc.cse.buffalo.edu/ubmdfl/deep -o-meter   

 

 

 

Description:   

DeepFake -o-Meter helps users detect deepfake content in 
videos, audio and images. After signing up, users can upload 
files and choose from different detector models. The tool then 
shows the likelihood of the content being AI generated. Users 
can check their submission history and choose whether to share 
the uploaded data with the tool creators or not.  

 

 

Strengths :  

¶ Free to use; open, non -commercial platform  
¶ integrates many different detectors and models from 

different universities and institutes  
¶ data privacy: users can choose not to share uploaded 

data with MDFL  
¶ works for images, videos and audio in one single tool / 

interface  
 

 

Limitations : 

¶ Setting up a (free) account is required  
¶ Files can only be uploaded, pasting links is not supported  
¶ UI is not fully intuitive; descriptions and info texts are 

quite technical  
¶ Results should be treated with caution, since it is only a 

probability  

https://creativecommons.org/licenses/by-sa/4.0/
https://zinc.cse.buffalo.edu/ubmdfl/deep-o-meter
https://zinc.cse.buffalo.edu/ubmdfl/deep-o-meter
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Context of Use:  

The DeepFake -o-Meter can be u sed when encountering videos, 
audio, or images that appear to have been generated with the 
help of AI. The tool can give users an idea of whether a piece of 
media was created by a human or by artificial intelligence (AI). 
While the DeepFake -o-Meter does no t evaluate the truthfulness 
of the content, recognizing AI -generated media is important, as 
AI can be used to produce disinformation on a large scale.  

The DeepFake -o-Meter is also valuable in workshop or 
classroom settings. Participants or students can cre ate their own 
AI generated media, such as AI generated text -to-speech audio 
or AI generated images, and use the detector to analyze their 
creations. They can experiment with different edits to see how 
changes impact the detection results. This tool is help ful for 
illustrating the current state of AI recognition, showing that while 
detection can be quite reliable, especially for certain types of 
media, the effectiveness may vary depending on the content 
and the methods used to generate it.  

 

How to Use : 

 

1. Go to https://zinc.cse.buffalo.edu/ubmdfl/deep -o-meter   
2. Create a free account, verify your e -mail -address and log -in 
3. Upload a file (image, video or audio) by clicking on the box on the left  
4. Depending on your file type, the tool will give you a couple of detector models to 

choose from. Hovering over a model will show you a short description. You can 
sort by Alphabet, Year, Performance or Running Time. Choose a detector by 
clicking on it.  

5. Below  the submit button, you can choose whether to share data with the 
ôƑűǳŌǀǈűǔǺϓģǔϓ9ǜŤŤģƇƚϓƚǀϓƑƚǔέϓ:ƇűĿƄϓψàǜľƏűǔωέ 

https://creativecommons.org/licenses/by-sa/4.0/
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6. A couple of seconds after submitting, you will get a probability percentage in the 
ψØŌǈǜƇǔωϓĿƚƇǜƏƑΨϓűƑņűĿģǔűƑťϓŬƚǴϓƇűƄŌƇǺϓűǔϓűǈϓǔŬģǔϓǔŬűǈϓĿƚntent is AI generated.  

 

7. :ƇűĿƄϓψ:ŬŌĿƄϓàǜľƏűǈǈűƚƑϓfűǈǔƚǀǺωϓǔƚϓǈŌŌϓƽǀŌǳűƚǜǈƇǺϓŌǳģƇǜģǔŌņϓƏŌņűģέϓ:ƇűĿƄϓ
ψôƽƇƚģņϓ ƑƚǔŬŌǀϓ^űƇŌωϓǔƚϓĿŬŌĿƄϓģƑƚǔŬŌǀϓǳűņŌƚΨϓűƏģťŌϓƚǀϓģǜņűƚϓŤűƇŌέ 
 

 

https://creativecommons.org/licenses/by-sa/4.0/
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Further information:  

 
Academic paper by the creators describing 
the design and function  of DeepFake -o-
meter: 
https://www.researchgate.net/publication
/353107171_DeepFake-o-
meter_An_Open_Platform_for_DeepFake_
Detection   

Similar Tools: 
 

GPTZero AI Detector  

Content at Scale AI Detector  

 

  

https://creativecommons.org/licenses/by-sa/4.0/
https://www.researchgate.net/publication/353107171_DeepFake-o-meter_An_Open_Platform_for_DeepFake_Detection
https://www.researchgate.net/publication/353107171_DeepFake-o-meter_An_Open_Platform_for_DeepFake_Detection
https://www.researchgate.net/publication/353107171_DeepFake-o-meter_An_Open_Platform_for_DeepFake_Detection
https://www.researchgate.net/publication/353107171_DeepFake-o-meter_An_Open_Platform_for_DeepFake_Detection
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GPTZero 
 

Tool for detecting AI -generated text  
 

Type of Tool:    AI recognition tool  

Languages:    English 

Age Group:    16+ years  

Organization:   GPTZero Inc. 

 

 

 

www.gptzero.me   

 

 

 

Description:   

GPTZero is an easy to use text scanner evaluating the probability 
that a text is created by artificial intelligence (AI). With a free 
ģĿĿƚǜƑǔΨϓģϓψņŌŌƽϓǈĿģƑƑŌǀωϓǈŬƚǴǈϓģϓǈŌƑǔŌƑĿŌ-by-sentence 
evaluation. The Detector is quite reliable when checking English 
texts. In other languages, the rating should be treated with 
caution.  

 

 

Strengths :  

¶ Free to use without signing up for 7 scans per day  
¶ (Paid) account unlocks more features such as deep  scan 

with sentence -by-sentence evaluation  
¶ Quite reliable for English texts  

 

 

Limitations : 

¶ Not very reliable for languages other than English (Free 
version; paid plan offers a multilanguage scanner for 
French and Spanish) 

¶ Clearly a commercial product ν pushing the user to get 
an account and sign up for a paid plan  

 

https://creativecommons.org/licenses/by-sa/4.0/
http://www.gptzero.me/
gptzero.me
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Context of Use:  

GPTZero can be used when coming across articles, posts or 
other texts that seem to be created with the help of AI. 
Especially with English texts, GPTZero can give you an ide a 
whether or not a text was written by a human. With regards to 
disinformation, any AI detection tool will not help with evaluating 
the truthfulness of the content, of course. However, it can be 
helpful to be aware of AI generated content, since AI can be 
used to generate disinformation at scale.  

GPTZero can be used in a workshop or classroom setting. 
Participants/students can create their own AI -generated 
content and check their creations with the AI Detector. They can 
test out how editing the text themse lves changes the rating. 
GPTZero can be helpful for highlighting the current status of AI -
recognition: There are quite reliable options for English, but not 
for other languages.  

 

How to Use : 

 

1. Go to gptzero.me  
2. Paste the text you would like to check into ǔŬŌϓǔŌǹǔľƚǹϓģƑņϓĿƇűĿƄϓψ:ŬŌĿƄϓƚǀűťűƑω 
3. Consult the result. On the right, you can see an overall rating and probability 

whether the content was AI -generated or written by a human.   

https://creativecommons.org/licenses/by-sa/4.0/
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Further information:  

 
GPTZero FAQs: https://gptzero.me/faq   
  
Other AI detectors for text that work 
similarly and share the same strength and 
weaknesses: 
https://undetectable.ai   
https://co ntentatscale.ai/ai -content -
detector   

Similar Tools: 
 

Content at Scale AI Detector  

DeepFake -o-Meter  

 

  

https://creativecommons.org/licenses/by-sa/4.0/
https://gptzero.me/faq
https://undetectable.ai/
https://contentatscale.ai/ai-content-detector
https://contentatscale.ai/ai-content-detector


 

Anti-Rumour Toolkit  75 CC-BY-SA 

Content at Scale AI Image Detector  
 

Tool for detecting AI -generated images  
 

Type of Tool:    AI recognition tool  

Languages:    English 

Age Group:    16+ years  

Organization:   Workado LLC, USA  

 

 

 

https://contentatscale.ai/ai -image -detector/   

 

 

 

Description:   

Content at Scale offers a simple AI check tool for images. The 
tool predicts whether an image was photographed / designed 
by a human or if it is AI generated by programs such as DALL -E, 
Midjourney or StableDiffusion. It analyzes pixel details, 
smoothness, and various patterns associated with AI generated 
images to identify whether an image  has been created by AI.  

 

 

Strengths :  

¶ Free to use  
¶ Very easy to use with simple UI design  
¶ Quite reliable for images with high resolution  

 

 

Limitations : 

¶ No further context or info on why the image appears to 
be AI generated (or not) besides a probability score  

¶ Clearly a commercial product ν pushing the user to get 
an account and sign up for a paid plan  

¶ Results should be treated with caution ν űǔϋǈϓƚƑƇǺϓģϓ
probability  

 

https://creativecommons.org/licenses/by-sa/4.0/
https://contentatscale.ai/ai-image-detector/
https://contentatscale.ai/ai-image-detector/
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Context of Use:  

Content at Scale's AI image detector can be a useful tool when 
you suspect an image might have been generated by AI. The 
detector examines various aspects of the image, such as pixel 
details, smoothness, and patterns, to det ermine if AI was 
involved in its creation. While it's important to understand that 
this tool cannot assess the accuracy or truthfulness of the 
image's content, identifying AI -generated images can be cru cial 
in day-to-day media usage.  

In educational setting s like workshops or classrooms, Content at 
àĿģƇŌϋǈϓ kϓűƏģťŌϓņŌǔŌĿǔƚǀϓĿģƑϓľŌϓģƑϓŌŤŤŌĿǔűǳŌϓǀŌǈƚǜǀĿŌέϓ
Participants or students can create AI -generated images and 
use the detector to analyze their work. By experimenting with 
different image modifications, they  can learn how these changes 
impact the detection results, gaining a better understanding of 
the current capabilities and limitations of AI recognition 
technology..  

 

How to Use : 

 

1. Go to https://contentatscale.ai/ai -image -detector/   
2. Paste the image URL into the text field or choose image from your files  
3. :ƇűĿƄϓψ:ŬŌĿƄϓŤƚǀϓ kω 
4. Consult the result. On the left you can see a probability of how likely it is that this 

image is AI generated or huma nly crafted  
  

 

https://creativecommons.org/licenses/by-sa/4.0/
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Further information:  

 
Content at Scale also offers an AI Text 
Checker, similar to GPTZero that is 
described in this toolkit. The same 
strengths and limitations apply: 
https://c ontentatscale.ai/ai -content -
detector/   

Similar Tools: 
 

GPTZero AI Detector  

DeepFake -O-Meter  

 

  

https://creativecommons.org/licenses/by-sa/4.0/
https://contentatscale.ai/ai-content-detector/
https://contentatscale.ai/ai-content-detector/
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