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About the Toolkit

The Anti-Rumour Toolkit is a collection of 20 online tools that help youth workers and
young people to:

1 Identify conspiracy theories and disinformation

1 Learn about currently circulating fake news

1 Strengthen media literacy and gain awareness r egarding disinformation methods
and manipulation tactics

The included tools are online applications (e.g. chatbots, search engi  nes) that help with

verifiying information that is found online, serious games that strengthen media literacy

and information literacy, tools that hel 5 'YOdzg Cl ¢ i O'YLjt U lagwehgitesvthat On G I G CG U |
regularly pu blish fact -checking articles as well as tool s that can help detect Al -

generated content. We cluster these tools into three categories: ~ Online Fact -Checking

Tools, Serious Games and Tools to Identify Al -generated content

Each tool is accompanied by instructions on how to use it as well as informatio n on its
strengths and weaknesses, contexts of use, supported languages and suggested age
groups for users. For the more complex tools, the Anti  -Rumour toolkit also pr ovides
short tutorial videos that can be found in the interactive version of the toolkit on the
project website

The Anti-Rumour consortium selected these 20 tools based on the needs of youth
workers and educators in the four partner countries, which were assessed via an online
survey, while keeping a balance between different types of tools, supported languages
and suitability for usage in Cyprus, Germany, Gr eece and Spain.

About Anti -Rumour

The Anti-Rumour project is funded by the Erasmus+ program, and is implemented by
project partners from Germany, Cyprus, Greece and Spain. It raises awareness regarding
fake news and conspiracy theories with a focus on dis information surrounding
environmental awareness and social inclusion. The project addresses young people
youth organisations and media educators in particular.

In addition to the Anti -Rumour Toolkit, the project consortium has developed a
guidebook on disinformation and conspiracy theories, aserious game to strengthen
media skills and a learning module that can be used in media education workshops .

All project resources can be found on the project website: www.anti -rumour.eu

Project Partners:

Challedu , Greece
Citizens in Power (C.I.P.) Cyprus

Dramblys , Spain
Stiftung Digitale Chancen (SDC) , Germany - coordinator

=A =4 =8 =4
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IFCN Chatbots on WhatsApp

Chatbot-assisted fact-checking service via
WhatsApp by various IFCN organisations

Type of Tool: Fact-Checking Tool

Languages: English, German, Greek, Spanish, and more
Age Group: 16+ years

Organization: WhatsApp LLC; Parent organization: Meta

.. go to the tool

https://fag.whatsapp.com/5059120540855664/

Anti-Rumour Toolkit

Description:

WhatsApp partners with various organizations of the
International Fact -Checking Network to provide a chat -based
fact-checking service. Users can send information and claims
that they encounter online or offline to one of the participating
fact-checking org anizations, preferably from the country where
the information originated. This process works via an automated
chatbot. If the bot recognizes a topic on which the organization
has published fact -checking articles, it will automatically send
the correspondin g articles. If not, the organization will check the
query manually and send a matching fact -checking article, if
there are any, at a later time. Users also have the option to
subscribe to regular fact -checking newsletters or get a list of the
latest fact -checking article by the organisation.

Strengths :

9 Easily accessible for WhatsApp users

T : gFYI OYOgLjGCAYULOn Yyt FYUUOYY
information in their daily lives

1 Reliable fact -checks from organisations that adhere to the

IFCN Code of Principles

Immediate results if ¢ hatbot recognizes disinformation

If there are no existing fact -check articles, the organization

might research the topic and send the article  back to the

user once published

9 Accessible in many European countries and lang uages

5 CC-BY-SA
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Limitations :

9 If the chatbot does not immediately recognize that there are
existing fact -check articles on a subject, results will be sent
QYgFUYgCCAYI AYt I t gFGEguUdt FLjO Yucd

9 Each organisation must be messaged individually, there is no
option to send a query to multiple organisations

— Context of Use:

The IFCN Chatbots can be used whenever users encounter
suspicious information online or offline. Depending on the
organisation, possible chatbot input can include written

questions and topic, pictures, videos, links and voice messages.
This allows users to forward questionable articles, videos or
pictures that they received via messenger or found on social
media or other websites directly to a fact -checking organization.

How to Use :

1. Find the number for a fact -checking organization in your country. Here is a list of
organizations from Germany, Greece and Spain:

Germany CORRECTIV +49 151 17535184
Germany AFP Faktencheck +49 172 2524054
Germany dpa Faktencheck +49 160 3476409
Greece Ellinika Hoaxes +30 698 3517195
Spain AFP Factual +52 (1) 55 7908 2889
Spain EFE Verifica (Agencia EFE) +34 648 434 618
Spain Maldita +34 644 229 319
Spain Newtral +34 627 280 815

2. More organizations from other EU and non -EU countries can be found here:
https://faq.whatsapp.com/5059120540855664

3. 8§ OLjLjg t OYAL U1l YL Ut LIOFYt I t gFGLGgudGt FYt FYCUgULj] 55 ¢
the automated chat.

4. The automated chat will differ a little by organization. Most chatbots will send you
g YOOFUWYGUOI OYAt GYLGgF YLIOCOL b Yl OulGMOg Win@ighiradu YWY
P&t Lt Yl O4 QP LGy a i FLLE0 8 OFYAIG LY GOl ww'yYy [t U
LOgulrttwy
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5. To fact-check a claim, picture or video,
LIOCOLUYY: UOLBbYLCgUGBOwBYUUOYLUY
asse eine Behauptung uberpruten. you to send information and/or media files

174

Schicke mir das Foto, das Video, die
Sprachnachricht oder die Textnachricht, : ;
die ich fir Dich Gberpriifen soll. Du 6 If the chatpot recog nizes the_\ topic and
kannst auch kurz aufschreiben, worum finds a corresponding fact -check article by the

es geht. Achte bei Texten bitte darauf, . . . o . .
dse sie ichtall zu lng 2ind-Eonst organization, it will immediately send you a link

kommen meine Schaltkreise ganz to an article
durcheinander g§ s
April 2023 kiltester April seit 92 Jahren 7. k TYGU'Ynt O LiF 0 U Yl oLt t Fda EOYlU
17:42 /'

get a message saying the organization will text
you back once they find a matc hing article or
Germany + dpa-factchecking

L cho il 5 once they write a new article on the topic

£ Dazu kann ich auf die Schnelle keine

passende Antwort finden. Ich werde
Deine Nachricht an die menschlichen
Kolleginnen und Kollegen in der dpa
Faktencheck-Redaktion weiterleiten.
Wenn sie Falschinformationen finden,
schreiben sie in der Regel einen

neuen Faktencheck, der dann auf
unserer Homepage veroffentlicht wird:
https://dpa-factchecking.com/germany/

Ich melde mich nochmal bei Dir, wenn
wir eine Antwort auf Deine Frage haben.

17:42

(® Nachricht > @ o

v

Further information: Similar Tools:
Information on the service by WhatsApp: AFP Fact Check
gtgzs://faq.Whatsapp.com/5059 120540855 Newtral

What is the International Fact -Checking CORRECTIV.Faktencheck
Network IFCN?: Greece Fact Check

https://www.poynter.org/ifcn

EU vs Disinfo
Google Fact Check Explorer
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Google Fact Check Tools  Google Fact Check Explorer

Search engine exclusively for fact-checking

articles
Type of Tool: Fact-Checking Tool
Languages: English, German, Greek, Spanish, and more
Age Group: 13+ years
Organization: Google LLC; Parent organization: Alphabet Inc., USA

.1, go to the tool

https://toolbox.google.com/factcheck/explorer

Description:

I
N\ / Google Fact Check Explorer is a simple, but powerful search
D engine for checking claims and information. By searching for
== keywords, users get the most recent corresponding articles by
O fact-checking organizations with a short overview of where the
\ claim orig inated, which organisation checked the claim and their
| rating of its truthfulness. Google Fact Check Results can also be
found in the regular Google Search.

Strengths :

9 Easy to use and user -friendly

9 Large amount of fact -checking articles used as a basis
for Google Fact Check Explorer

9 Fast results with concise ratings in the search overview,
LoLUOYYL' YUk SOt LUCAANYU!l 0 0wWYUPK
POuLjLIGFt YLt FUOnU w

9 Users can follow the link to the fact -checking article to
get detailed information

9 Fact-check results in Google Search can debunk
disinformation in the day -to-day use of Google

Anti-Rumour Toolkit 8 CC-BY-SA
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Limitations :

9 Fact-check result in Google Search could be overlooked

1 Eligibilty of fact -check organisations is determined by
Google Algorithms, based on a list of guidelines, which
could be complicated for the average user to
comprehend

— Context of Use:

tttCcoOvYrgLUY: UOLBYGASCHI Ol YLGgF"
LIGFLOYGuoLYOgLAYUt YULIOYgFn Ysl tr
fact-check ratings in Google Search can be helpful to find cct -
checking information when users are not actively looking for
verification. Due to its immediate results, Google Fact Check
Explorer can also be used in a classroom setting, e.g. where
students are tasked with checking vari ous claims and finding out
about their origins. .

How to Use :

Google Fact Check Explorer

1.
2.

Tips:

Type in one or several keywords

Google Fact Check Explorer provides a list of matching claims and corresponding fact -

checking articles

CheckFRatingg¢g for a quick result or click on the I
information

Google Fact Check Tools

Explorer Fact Check Explorer
Markup Tool wildfires carbon site:politifact.com Q

APls
English v

Claim by Instagram posts: Wildfire
Recent wildfires put more carbon in the atmosphere than "the human race m—
has put out in the last 100 years."

Atmosphere
PolitiFact rating: False

Wildfires” carbon dioxide output exceeds century’s worth of human ...

PolitiFact

It Bs possible to filter results by EAIIl Languages
Google account (I.e. German, Greek, Spanish, and many more)

If you want to display only the results by a specific organisation, you can use the site

result functi R (egpe. i 9i Esidcerrectiv.org) after
results from this publisher only

If you want to browse through all recentfact -chec ks, <click on KERecent fact
homepage of Google Fact Check Explorer

Anti-Rumour Toolkit 9 CC-BY-SA
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Google Search

1. Type in your keywords in the Google Search bar
2. Pay attention to the results: if a result is an eligible fact check, Google will display a line
belowtheresult sayi ng EFa©Or gaméeckwbypyh XYrAting such as FE

trueg, E(mostly) falseg, Emisleadingg or Emissing
GO gle Wildfires released more carbon in three days than all humanity in 100 years X &) Q
News Images Books Videos Maps Flights Finance

About 15.000.000 results (0,57 seconds)

@ USA Today
https://www.usatoday.com > factcheck » 2023/06/24 }

Post exaggerates carbon emissions from Canadian wildfires
Claim: Wildfires released more carbon in three days than all humanity in 100 years
Claimed by: Social media

Fact check by USA Today: False

Feedback

Further information: Similar Tools:
About Google Fact Check Tools: AFP Fact Check
https://toolbox.google.com/factcheck/ab

out#fce -included Newtral

CORRECTIV.Faktencheck
Greece Fact Check

EU vs Disinfo

IFCN Chatbots on WhatsApp

Anti-Rumour Toolkit 10 CC-BY-SA
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UNewsGuard NewsGuard

Type of Tool:
Languages:
Age Group:

Organization:

Browser extension that rates the credibility of
news and information websites

Credibility Tool
English, German, French, Italian
13+ years

NewsGuard Technologies Inc.

.1, go to the tool

https://www.newsguardtech.com/edge/

| Description:

credibility, transparency and background of news websites in

N\ U / NewsGuard is a browser extension that provides information on

that account for 95% of engagement with news in the U.S., U.K.,

/7

\ credibility score next to search engine results and social media

posts and provides detailed information on the news source on
its website. The extension is f ree for Microsoft Edge. For other
browsers it has a monthly subscription fee.

O Canada, France, Germany, Austria and Italy. It displays a

Strengths :

9 Very transparent on its ratings and how they are created

91 Provides both a short evaluation and score for quick use,
as well as very detailed information on its  score based on
credibility, transparency and history

1 Reports on how often a site is proven to have published
false information

1 Helpful for everyday use to get fast information on a
source when coming across articles in search results or
social media feeds

f aUut GLj'Yg YGOl LjGuOou Ljyst Cdudl gcC’

1 By engaging with the detailed background information,

Anti-Rumour Toolkit

users can develop an understanding on a broader level
what makes news sources credible

11 CC-BY-SA
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Limitations :

1 Only free to use on Microsoft Edge

1 Only works for major news websites in the U.S., U.K,,
Canada, France, Germany, Austria and Italy; sometimes it
Gt FouYUgdzOYgFAYGFTtHI @gudt Fyi
websites

1 Does not help to distinguish which information is false,
only gives an idea whether a source is trustw orthy

— Context of Use:

NewsGuard is mainly helpful in everyday use when coming

across news articles in search engines or social media feeds.
However, it can also be incorporated in classroom or workshop
activities. Students could research NewsGuard ratings for news
websites they know and/or use frequently or check their social
BO0ndg YTOOnLjYut YTGUGFnYHGUYGTIt GuYU
that they find there.

How to Use :

Install:

1. Go to https://www.newsguardtech.com/edge/ on your Microsoft Edge browser (free);
NewsGuard for Google Chrome, Mozilla Firefox and Apple Safari can be found here
(subscription based): https://www.newsguardtech.com/how _ -it-works/
2. Onthe Microsoft Edge Add -Ons page, click on EGet¢g > EAdd exte
to your browser
3. To permanently display NewsGuard in your browser extensions, click on th e jigsaw icon
in the toolbar and click on the Eshow in toolbarg¢g

Use:

1. NewsGuard Ratings can be found in search engines in regular results or news results
next to a result from a news website with an existing rating

2% Microsoft Bing sachsen anhalt 0 Q Deutsch
Q AL © cHaT WORK TRAVEL IMAGES VIDEOS MAPS NEWS i MORE
& Artikel des Tages Any time ~ Bestmatch ~ 40 results
@ Welt wmdy - 15m

UEEA Hitze und Trockenheit Mehrere Feldbrande in Sachsen-Anhalt

In Sachsen-Anhalt haben in den vergangenen Tagen mehrere Felder bei Kothen, Zerbst
und Bitterfeld-Wolfen gebrannt

% Deutschland

@ Wirtschaft

& Unterhaitung
tagesshau . 32

UEEA Sachsen-Anhalt Unternehmen plant groBen Batteriespeicher

& Sport % f |
in Forderstedt o
@ SciTech Bei Stafifurt im Salzlandkreis soll einer der groften Energiespeicher Europas entstehen. |
2 Das bayrische Unternehmen "Eco Stor” ... | @

Anti-Rumour Toolkit 12 CC-BY-SA
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2. Ratings can also be found next to articles that are shared on social media platforms
whenever the source has an existing NewsGuard rating

@ tagesschau § @tagesschau - 49 Min.

Strompreise flr Neukunden fallen wieder auf Vorkrisenniveau
tagesschau.de/wirtschaft/ver... UESA #Energie #Strompreise
#Gaspreise

o “awromzahler | R

tagesschau.de JEEA

Strompreise fiir Neukunden fallen wieder auf Vorkrisenniveau

Strom ist fiir Neukunden derzeit so glinstig wie zuletzt vor Beginn der
Energiekrise. Auch die Gaspreise sind deutlich gesunken. Dabei sind ...

Q 39 0T 21 Q 89 il 20.989 o

3. Click on the rating icon to see a preview of the detailed information on the news website

tagesschau.de NewsGuard
B® Microsoft Bing sachsen anha g v Deutsch

The website of Tagesschau ("A Look at the Day"), the main TV news show for
QAL o the German public service broadcaster ARD.

B Attikel des Tages Anyt U

Generally Credible: This website mostly adheres to basic standards of
credibility and transparency.

# MORE

@ Welt e
UE CREDIBILITY TRANSPARENCY
% Deutschland jiita
Does not repeatedly publish false Website discloses ownership and
undE pedlecy R v P

content financing

@ Wirtschaft .p Gathers and presents information N/A Clearly labels advertising

responsibly

8-
SEE THE FULL NUTRITION LABEL
UEE

in Forderstedt

@ Unterhaltung

9  Sport

Bei Stalfurt im Salzlandkreis soll einer der gréBten Energiespeicher Europas entstehen.

# Sci-Tech . . .
. 2ok Das bayrische Unternehmen "Eco Stor” ...

Anti-Rumour Toolkit 13 CC-BY-SA
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4, Cl i ck on

ESee the full a NewsQuadrd weebsite lwahbcenmpléte t o

background information on credibility and transparency of the news website

UNewsGuard

tagesschau.de

The website of Tagesschau ("A Look at the Day"), the main TV
news show for the German public service broadcaster ARD.

Ownership and Financing

ARD, the website's owner, is a consortium of regional public service television broadcasters.
Founded in West Germany in 1950, ARD produces Das Erste (The First), the first public

television channel in Germany.

Public service broadcasting in Germany is primarily financed through broadcasting fees
(Rundfunkbeitrag), paid by private households, businesses, and public institutions. An
independent panel of experts periodically examines public broadcasters’ financial needs and
recommends an appropriate fee level. The 16 state (Linder) parliaments set the fee for a period
of usually four years. Income is shared among the regional member stations of ARD, ZDF, and
the national radio station Deutschlandradio. Since August 2021, the broadeasting fee per

German household has been 18.36 euros, of which 12.78 euros go to ARD, the site's owner.

Tagesschau de works closely together with ARD-aktuell, ARD's main television newsroom,

based in Hamburg.

Content

Tagesschau de publishes national and international news, primarily on politics and the

economy.

The site links to a recording of the latest Tagesschau news shows, broadcasts of the channel
tagesschau24, and a 100-second video summary of current events. Many text articles are

combined with audio and video excerpts of content that aired on public service television or

y/o5/100)

Generally Credible: This website
mostly adheres to basic standards of
credibility and transparency.

Does not repeatedly publish false
content zzpomnts

Gathers and presents information
responsibly 18

Regularly corrects or clarifies erors
25

Handles the difference between news
and opinion responsibly 125

' Avoids deceptive headlines 10

Website discloses ownership and
financing 75

H

Clearly labels advertising 7.5

Reveals who's in charge, including any
possible conflicts of interest s

The site provides names of content
creators, along with either centact or
biographical information 5

Further information:

More information on the NewsGuard rating

process and criteria:

Similar Tools:

https://www.newsguardtech.com/ratings/

rating -process -criteria/

FAQ on Newsguard:

https://www.newsguardtech.com/news qu

ard-faqg/

Anti-Rumour Toolkit
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%TinEye Tieye

Reverse image search engine that can help
verify image sources and context

Type of Tool: Other (Reverse Image Search)
Languages: English

Age Group: 13+ years

Organization: Idée Inc.

.1, go to the tool

https://tineye.com

Description:
N\

I
/ TinEye is a reverse image search engine that can be used for
fact-checking images. By uploading or inputting an image, it
— == helps verify its authenticity and track its usage across the web. It
O identifies modified images, detects manipulations, and thereby
I

/ \ aids in uncovering misinformation, verifying image sources and
context.

1 User-friendly interface with different options to upload
and quickly search for images

Limitations :

1 Advanced media literacy is necessary to proficiently use
TinEye for fact -checking; It's important to combine
TinEye with other fact -checking methods and reliable
sources to ensure accurate results

Strengths :

I TinEye uses advanced algorithms that can identify
alterations or manipulations in images, aiding in
debunking misinformation or identifying edited content

1 TinEye has a vast database, which makes it more likely to
find similar images and give detailed results

Anti-Rumour Toolkit 15 CC-BY-SA
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— Context of Use:

TinEye can be useful for daily usage, for example when coming
across pictures on social media that seem questionable or likely
to have been manipulated, Al -generated or when an image
could have been used in the wrong context. With TinEye, users
can find out if the pi cture is not the original and has been edited,
find fact -checking articles that cover the image in question or
find out the true context of a picture. TinEye can also be
incorporated in workshops or classroom activities where
students are tasked with resea rching a set of images and finding
out whether they are manipulated or whether if an image has
been used in the correct context.

How to Use :

1. Go to https://tineye.com/ _ on a browser of your choice
2. To search for an image, you have different options:
a. Upload an image from your device
b. Drag and drop an image from a different browser tab
c. Enter animage URL
d. Copy and paste a video from your clipboard

Search Technology Products About

Reverse Image Search

Find where images appear online. How to use TinEye,

3. EY UYELGF YLt I a'YUUOYI OLjl Cu Lj'YInAdsWHop@LOUG 08 i il OYep? “Ciyn &t
Pgoatrt oOLUYioagt Ow
4. You can also filter by websites, e.g. to only see results from a specific trustworthy
news website
5. Check the results:
a. In which contexts has the image been published online and by whom?
b. Can you find links to artic les from credible news sources that contain the
image? Read the article and see if they deem the image to be fake
(potentially check credibility of the news source with  NewsGuard for Edge
c. Check the date: If a questionable article or social media posts claims a
s Ut ot YLiUt GLj'YL Ul | OFU'YOdzOF U LjWYi GFGAOQOLjYGF Tt
UGFULYGTYGUOYGIagt OYULYuLOnYGFYuUOYGIt Ft YL
photo
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34 results
Searched over 61.1 billion images in 1.0 seconds for:

factcheck.afp.com/sites/default/files/styles/list_xs/public/medi...

Show only 6 results found in stock

Sort by oldest v Filter by website / collection

www.streetparade.com

de/multimedia/bildgalerie/ - First found on Jul 20, 2019
en/info/history/2018/ - First found on Oct 21, 2020
view all 3 matches

Filename: heli_2.jpg.1200x1200_q85.jpg (800 x 1200, 384.8 kB)

www.streetparade.com

de/multimedia/bildgalerie/ - First found on Jul 20, 2019
en/info/history/2018/ - First found on Oct 21, 2020
view all 3 matches

Filename: heli_2.jpg.400x400_q85_crop_upscale.jpg (400 x 400, 65.3 kB)

1 Alleged photo of a demonstration duritige COVIBL9 pardemic is in fact a photo from a strggarade in 2019

Further information: Similar Tools:

About TinEye: https://tineye.com/about IFCN chatbots on WhatsApp
InVID
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nVID

Type of Tool:

Languages:

Age Group:

Organization:

https://mwww.invid

InVID Verification Plugin

Browser extension with multiple features to help
verify social media content

Fact-Checking Tool
English, Spanish, Greek, and more
16+ years

InVID project (Ho rizon project with 9 consortium
partners)

.1, go to the tool

-project.eu/tools  -and-services/invid -verification -plugin/

Ve
O

o

Anti-Rumour Toolkit

Description:

InVID Verification Plugin is a multi -faceted research tool that can
be added to Google Chrome. It includes several tools for
analysing and researching information on videos from YouTube
and Facebook, as well as multiple tools for research on images.
The video tools allow users to find extensive metadata for

videos and perform reverse image searches on thumbnails as
well as single frames from any video.

Strengths :

1
1

1
1

Can facilitate the verification of online videos
Combines several tools and third -party services for a
comprehensive fact -checking toolkit

Simplifies reverse image searches on video content
Supports reverse image search with all major search
engines (such as Google, TinEye, Yandex)

9 Is continuously updated with new tools due to new
Horizon funding until 2025
Limitations :

1 Complex toolkit that may not be intuitive to use and to

interpret its results for inexperienced or younger users

Can give helpful information, but for the complete picture

and a reliable evaluation, users need to rely on further
research and/or their own judgement

Does not support research on Twitter videos anymore
ntOYut YLUGFt OLj'Yt TYi Gaduuol oLj
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— Conte xt of Use:

InVID verification plugin can be used by advanced fact -checkers
whenever they encounter videos or images on social media that

are likely to present false (visual) information. InVID also provides
suggested classroom activities that make use of the plugin.
KFECKkAODLYGOgLUGFt Yl OLjt G1 LOLjYLgF"
KP: CGLjLJI t t B YCYPi OJLUGFt wA £

How to Use :

Install:

1. Go to https://www.invid -project.eu/tools -and-services/invid -verification -
plugin/

WYl Guot FYUFnO!I 'Yy _OUYuUOYU!

o
O

}

Ce
[t

2. . CULbBYt FYU:

O Yaut | OWYLCGLBYH F'YP nn'Yut’

([@%

3. kFYuUOY: Ul't 80Y
4. Find the plugin in your Chrome extensions (puzzle piece icon in navigation )

ba)g Fn YLCULBbYH FYPrNGbOYFOGLI'YNOlI iFbOIl YI A'YkF¢ kA
to open the plug -in

Note: We describe the use of some of InVIDs video verification tools. The plug-in includes
many more tools, e.g. for image verification. Tutorials on all the diffe rent tools can be found
UdnNjt Nn€ é UNjug UGB N ArE NI NjUhudno UNjt UdnNjt Nn3BUS

Keyframes
1. : CliLbYt FYpceilinOt wYCYy| OATI g80Ljw
2. Insert a video link or upload a file from your device
3. Find a frame that you would like to perform a reverse image search on. You o
canswitch  OU GOOFYpaUt GYAOUGUGECOn YcGOGwYgFn'YpauUt C
the number of frames you can choose from
4. Right-L CGLbYt FYUUOYLUt LIOFYTI g80WYL Ut t LIOYY” § b (

COcOl GTAWYIFn YLUt t LiOYuUOYLOg!I LUYOFt GFOYAt Y
TinEye, Yandex)
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Q m =] W 6] Englsh R
TooLs w TUTORIAL DEMD CLASSROOM ABOUT
LY Tools https:/ivaww.youtube comiembed/VBadDIDEGNg rel=0
W Video
| ] Video Analysis
Results x
W Keyframes Y
©  Thumbnais SHOW SIMPLE VIEW Z00MOUT @ ZOOMIN @
©®  Videorights
B  Metadata
B  image '
¥  Dataanalysis 8ild in neuern Tab 6ffnen Open with assistant g
Bild speichem unter.. Open with OCR i
8iid kopieren e Msrite £
O sawak Bildadresse kopieren Image Forensic
QR-Code fur dieses Bild erstellen |mage Reverse Search - ALL
" Fake news debunkerby InVID Weverity B Mage Reverse Search - DBKF (beta)
Image Reverse Search - Google
Untersuchen Image Reverse Search - Google Lens
Image Reverse Search - Yandex °
Image Reverse Search - Bing
Image Reverse Search - Tineye
< HIDE Image Reverse Search - Baidu | ey

5. Continue your research with the search engine: Find out context
information, potential fact -checking articles etc. (check out our tutorial for
TinEye to find out more about how to use reverse image search engines)

Search Products About Login

Technology

@ Upload Paste or enter image URL Q

TinEye

We are hiring |

9 of 620 results
Searched over 61.1 billion images in 1.0 seconds for:
multimedia2.iti.gr/video_analysis/keyframe/67ff3d52b13c3358b...

Using TinEye is private
and we do not save your

search images.
Include 34 results not available

Show only 4 results found in stock

Similar images on

B Adobe Stock

g

Sort by bestmatch ~ ~ snopes.com X

www.snopes.com
lion-revenge-trophy-hunter-video/ - First found on Apr 18, 2017

Filename: video-shot-375x211.jpg (375 x 211, 21.1 kB)

Wwww.snopes.com
fact-check/lion-revenge-trophy-hunter... - First found on Apr 8, 2022

Filename: video-shot.jpg (1000 x 612, 78.4 kB)

1The searchresults were filtered by website to only display results from snopes.com, a fact -
checking website

Thumbnails
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1. : CliLbYt FYPclinOt wYCYpi Ulidl FgiCljw
2. Insert the URL of a YouTube video of which you would like to verify its

thumbnail image

3. Below the search_bar, choose one or multiple reverse image search i
OFt GFOLj'YOUUQgUYAL GYGt UCnYCUbOYUt YUuLjOBYnidLjgl CQ
manually choose the thumbnail you would like to verify

@ B
s

r ©® @8

4. Click on a thumbnail to open all selected reverse image search enginesi n
new tabs

5. Continue your research with the search engine: Find out context
information, potential fact -checking articles etc. (check out our tutorial for
TinEye to find out more about how to use Reverse Image search engines)

Further information: Similar Tools:

InVID project consortium: TinEye
https://www.invid  -project.eu/consortium/

More tutorials and teaching resources can
be found within the plug -in
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) Verschworungschecker
VERSCHWORUNGSCHECKER

Wahrheit oder Nonsense?
A set of questions helps to test the truth of any
conspiracy theory you come across

Type of Tool: Fact-Checking Tool

Languages: German

Age Group: 13+ years

Organization: Amadeu Antonio Stiftung & allcodesarebeautiful

(Berlin-based web agency), Germany

.1, go to the tool

https://verschwoerungschecker.org

Description:

VerschworungsChecker) is a quiz -like web -based application

== that guides you through a set of critical questions to help you
check any conspiracy narrative by yourself. The tool helps to

\ critically reflect on conspiracy narratives and shows how

conspiracy theories work. The ConspiracyChecker was created
as part of the Amadeu Antonio Foundation's project debunk -
countering conspiracy -theory antisemitism. After answering all
the questions a barometer shows ho w likely the narrative/claim
is to be nonsense or true.

N\ U / The ConspiracyChecker v Truth or Nonsense? (German:

Strengths :

I Easy to use and user -friendly

1 No preparation or installation necessary, you can start
straight away and can use it with any device with internet
connection

1 The tool teaches how to ask the right critical questions of
a message to check its truthfulness

1 For each question, the question mark icon provides
additional detailed explanation of why the question is
being asked and how it can help debunk the conspiracy
narrative

1 The background inf ormation gives an insight into the
psychology of conspiracy narratives and how they work

9 In addition to the question set, there are FAQs on the
most important questions about conspiracy narratives, a
glossary with explanations of terms and a list of  helpful
further links on the site.
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Limitations :

91 As the creators of the tool point out: The
ConspiracyChecker only shows probabilities and is no
guarantee for a correct result. You still have to think for
yourself.

— Context of Use:

VerschworungsChecker can be used individually as well as in a
class or course setting where groups of students can test
different conspiracy theories and thus train their critical thinking.
It can also be of use when someone in your personal
environment te lls you about a conspiracy theory he or she tends
to believe. Together you can go through the questionnaire and
step by step debunk the conspiracy theory.

How to Use :
1. Open https://verschwoerungschecker.org/ in your browser
2. :CliLbYt FYpzOUEUYLUOLBLOF W

3. Decide on a conspiracy theory that you want to check. With the selected

Lt FLisGl gLAYuUOH I AYHtFYAL Ul YSUGFnWYLCHLBYH FYp~t L
4. The test guides you through various questions. Read t hem carefully, take your

time thinking about your case and choose your answer by clicking on it. Click on

PCOGUOI wé

Haltst du es fiir wahrscheinlich, dass
irgendjemand iiber die Mittel verfiigt, um
eine solche Operation im Geheimen
durchzuziehen?

A

Ja, es ist wahrscheinlich, weil sie an der ,Quelle der
Macht” sitzen.

Ja, es ist wahrscheinlich, weil nicht viele Mittel
gebraucht werden.
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5. At the end you receive a barometer that shows you how likely your conspiracy
theory is nonsense or true. Careful: the result is only an estimation based on your
selected answers.

Geschafft!
Der VerschworungsChecker kam zu folgendem
Ergebnis:

ziemlich sicher méglicherweise
Nonsense wahr

Tips:

1 The blue progress bar on top of the site shows how many questions you have left

9 If you find it hard to answer some questions, use the question mark icon to
understand why this question is being asked

behind conspiracy theories.

to better understand the psychology

G

Warum fragen wir das?

Eine méachtige Verschwdrung unentdeckt im
Verborgenen durchzufiihren, ist gar nicht so
einfach, ohne dass Informationen nach auBen
gelangen.

Dabei ist es egal, ob die Treffen online oder
personlich stattfinden: Je mehr Personen beteiligt
sind und je langer eine mutmaBliche Verschwdrung
andauert, desto schwieriger ist es, die Absprachen
auch wirklich geheim zu halten!

Zuriuck

1 Use the glossary, FAQs and link selection to learn more about conspiracy theories

Anti-Rumour Toolkit
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Bitte denk selbst mit!

Der VerschworungsChecker zeigt Wahrscheinlichkeiten auf und ist keine

Was du jetzt tun kannst

Informiere dich und andere lber Verschworungserzahlungen, zum Beispiel in
unserem FAQ oder dem Glossar, in dem wir wichtige Begriffe erlautern.

Further information: Similar Tools:
Link selection: AFP Fact Check
https://verschwoerungschecker.org/links/ CORRECTIV.Faktencheck
Greece Fact Check
FAQ: IFCN chatbots on WhatsApp
https://verschwoerungschecker.org/faq/ BadNews
Glossary:
https://verschwoerungschecker.org/gloss
ar/
Anti-Rumour Toolkit 25
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Netral

Newtral

The most pressing issues of present events in
Spain and of international interest (i.e., politics,
elections, immigration).

Type of Tool: Libraries of Fact - Checking Articles
Languages: Spanish

Age Group: 16+ years

Organization: Newtral (media startup)

Anti-Rumour Toolkit

.1, go to the tool

https:/www.newtral.es/

Description:

Newtral is a fact -checking library run by journalists that checks
statements and claims that politicians make publicly, be it in
mass media and/or social media. Non -true statements that are
found are classified as:

Fake: false information

Half-truth: true information but mixed with untrue elements, or
pieces of other important information have been omitted

Deceptive: true information placed out of context . The classified
news is accompanied by a research article that contrasts the
claim with true data from official sources and gives explanations
why it is fake, half -true or deceptive.

Though mainly focusing on politics, the page offers other
pressing topics such as immigration, environmental issues,
economy, equality, war in Ukraine etc. By clicking these
categories readers can be informed of the latest news by
trustworthy sources.

Strengths :

1 Rigorous fact -checking process, knowledgeable experts,
extensive coverage, a solid reputation, and collaborative
efforts.

1 Being part of the International Fact -Checking Network
(IFCN), enhances Newtral's credibility and reputation as a
trusted fact -checking organization.

9 It screens and contrasts all government -official
declarations and decisions (be it in media/mass media or
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social networks). T he same happens for communications
of deputies or members of political parties.

1 It distinguishes between truths, half -truths and hoaxes,
thus offering a certain degree of "education” on being
more analytical and able to distinguish the way how
truthful inf ormation placed out of context may lean into
disinformation.

1 By creating innovative fact -checking formats (the
creation of a fact -checking game is on the way),
educational programs, partnerships with international
organizations, and integrating new technol ogies, Newtral
amplifies the impact in countering misinformation and
promoting accurate information. Being part of the
International Fact -Checking Network (IFCN), enhances
Newtral's credibility and reputation as a trusted fact -
checking organization.

Limitations :

1 The fact-check browser mainly focuses on politics and
other social topics screened through politics and how
they interact with it.

9 Other areas such as climate change, gender issues,
science etc., are addressed through daily articles and
analysis but do not appear in the fact -check browser.

Context of Use:

Newtral acts like a library that publishes every day the issues
that are in the center of attention and public debate as well as
fake and half fake claims made (or claimed to be made ) by
deputes and other actors of the Spanish political scene in their
official social media or in public declarations. The screened
news is classified as "fake", "half -truth", and "deceptive". Every
classified declaration is accompanied with an analysis th at
identifies the incorrect elements and how these mislead from
the truth and the context of the conversation or question asked
at the moment. Some of the analysis is complex and may be a
great exercise to use in workshops to illustrate how correct
narratives and official data can be twisted into "manufacturing”
untrue results. For instance, half -truths retrieved from Newtral
may be presented to workshop participants to analyze on their
own and in the end to be contrasted with the analysis done by
the page .
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How to Use :

1. Go to www.newtral.es

2. Click on "Verificacion" / Fact -checks.

Nev7tral X

& Verificacién

FACT-CHECKS  FAKES

NOS PREGUNTAIS POR...
METODOLOGIA Y TRANSPARENCIA
EQUIPO DE VERIFICACION

@) Comparador programas
electorales 23J

@  ProgramlA, tu chat asistente

3. By clicking on Fact Checks, the user is able to screen declarations from public
political figures that omit part of the truth, present the information in the wrong
context or are simply not true.

4. By clicking on the declaration, an explanatory article written by a member of
Newtral will analyze and explain why the declaration is false, half true or
deceptiv e.

5. In order to check other fake news related to other topics such as immigration,
environment etc., the user may click on the "Fakes" tab and scroll through the
news that have been debunked in the period of their choice.

6. The information can be filtered a ccording to a time period of choice.

7. The user may also check all the news that have been checked and the balance of
their truthfulness.
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8. Finally, during the fact -checking of political declarations, the user is asked
continuously to submit statements made by politicians for veracity checking.

Newtral Zona de verificacion jol Todos

FACT CHECKS

FAKES ARTiCULOS

¢Has visto/oido una frase
de un politico que te ha
sonado falsa o enganosa?

Escribe aqui y la verificamos

Participa
Further information: Similar Tools:
More information at the tool's website. EU vs Disinfo
AFP fact check
CORRECTIV.faktencheck

Greece Fact Check
European Digital Media Observatory
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Type of Tool:

Languages:
Age Group:

Organization:

EUvsDisinfo

European anti-disinformation project with fact -
checking articles and resources on
disinformation and information warfare

Libraries of Fact - Checking Articles
English, Spanish, German, and many more
15+ years

East StratCom Task Force by European External
Action Service (EEAS)

.1, go to the tool

https://euvsdisinfo.eu/

Description:

European External Action Service (EEAS). It focuses on

== debunking Russian propaganda and disinformation with regular

fact-check articles and provides various resources to learn

D /7 EUvsDisinfo is a project by the East StratCom Task Force of the
O \ about disinformation and information warfare in general.

Strengths :

T

1
1

Anti-Rumour Toolkit

In-depth analys is and fact-checks on Russian
disinformation

Disinformation database with useful search features

f OCsTUCYYP~0g!l FoYLOLUuGt FYGGU!
tactics of disinformation and propaganda

Provides strategies and checklists on how to spot and

deal with disinformation

extensive collection of studies and reports on pro -

Kremlin disinformation
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Limitations :

1 narrower coverage of currently circulating disinformation
due to focus on pro -Kremlin propaganda

f paulndOLYLUYDZOst |l ULijwYgFnYp~O
academic and therefore mainly suitable for older
students

— Context of Use:

EUvsDisinfo can be used like a news website: users can get daily
information on current circulating pro -Kremlin propaganda. It is
also suitable for research on pro -Kremlin disinformation thanks

Ut YQAGLIGFTH I 8gudt FYngugl gLiOwYgF
LitOnGOL'YgFn Yl Ost 1 GLj¢ Yi UOYYP~OglI F
autodidactic use to learn more about tactics and narratives of
propagand a. Parts of it (e.g. the disinformation quiz and
disinformation checklists) can also be incorporated in classroom
activities.

How to Use :

1 Go to https://euvsdisinfo.eu and choose your preferred language in the top right
corner
f Fact-L UOLBLYg!l UGLCOL'YIFn YFOGLIYLgFYI OYTt UFnYUFnOlI
o Find the most recent articles on the front page
o 91+ GLJOYI AYut sGLYI AYULjGFt Yo UOYnl tsnt GFYBOF

NEWS & ANALYSIS ~ DISINFO DATABASE STUDIES & REPORTS LEARN ABOUT GUEST CONTENT

EWS AND ANALYSIS

ARTICLES

'DISINFO REVIEV
THREAT REPORTS

UKRAINE

BELARUS.

LOOKING FOR DISTRACTIONS AND
DRIVING DIVISIONS

Kremlin disinformation outlets seek to distract from the
Ukrainian counter-offensive and the aftermath of Prigozhin's
rebellion, setting their sights on the NATO Summit in Vilnius and
the US decision to deliver cluster munitions to Ukraine. Their
aim is clear - divide Ukraine's allies and distract from the
trouble brewing at home.

EASTERN
PARTNERSHIP
CHINA
TLECTIONS

VIDED

13/07/2023

 Research! OLjt G LOLJ'YJFn'Ygl GG LCOLYGGUUYUUOYPAGLjGFTH
menu at the top)
1 Type in relevant keywords in the search bar
1 Use available options to search for resources in specific languages, from
specific timeframes, from specific regions, and  sort by date, relevance or
title
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NEWS & ANALYSIS ~ DISINFO DATABASE STUDIES & REPORTS LEARN ABOUT GUEST CONTENT

ukraine Q
Suoct istn s
| 01.03.2022 - 30.04.2022 s ‘ LANGUAGE . ‘ ‘ COUNTRY/REGION & ‘ SORTBYRELEVAN.. ¢ | (@ @)
115 results for "ukraine”
DATE © TITLE OUTLETS COUNTRY ©
03.03.2022 [TRETNY is not independent baltnews.It Ukraine, US
10.03.2022 Russia did not attack [TRELT] news.am, Russia,
vesti.ru, Ukraine
Interfax
30.03.2022 AT is a sadist state oroszhirek.hu Ukraine,
Russia, US
17.03.2022 Bioweapons were developed in [TREN T oroszhirek.hu Russia,
Ukraine, US

1 Read up on (academic) publications related to the spread of pro  -Kremlin
nGLGFTHI 8gudt FYGFYuUOYpaulundOLYLIYBOst | ULjwYs gt
top)
9 Find a topic you want to learn more about in the left colum n
9 Click on the corresponding box on the right to reveal a list of studies and
reports on this topic

NEWS & ANALYSIS ~ DISINFO DATABASE STUDIES & REPORTS LEARN ABOUT GUEST CONTENT

STUDIES AND REPORTS

In this section you will find a reading list encompassing a wide range of studies, articles and reports relating to the spread of pro-Kremlin

disinformation. Whether you want a general introduction, to learn about the Kremlin's attempts to influence elections or investigate how one
single false message gets spread via a wide network of websites — this is the place to start.

TUPIG INTRBDUETIUNS Start your research here. Texts in this section provide a general overview of the ke:

concepts and developments in the field of information warfare, with an emphasis on the o
anatomy and historical of the Kremlin's and
influence operations against the West.

DISARMING Russia has nperalinnalized the concept of perpelual adversa{rial competition inme
y ofa

DI SI N F['RMATIUN cleales and spreads false narratives to o
strategically e T Kremlms ﬁollcy ‘goals. Find out the latest fact sheets, report:
and counter disinformation dispatches prepared by the United States Global Engag:menl
Center.

DISINFBRMATIUN Tool-s & How does disinformation spread? Today's disinfo operations are increasingly

TAUT":S sophisticated: it’s no longer just about bots and trolls, but about hacking the attention
economy to achieve virality and laundering disinformation via bumer accounts to o
obscure its origins. This section covers the variety of different tools, mechanisms, and
tactics that disinformation actors use to plant, amplify, and ultimately legitimise false
stories in the mainstream.

RT! SPUTNIK: ANI] THE Russian state-funded outlets RT and Sputnik are notorious for being the official

RUSSIA“ MED IA EEUSYSTEM of the Kremlin's i disinformation campaign. RT has a network of
eight TV channels in six Iangua%es with over a billien views on YouTube, while Sputnik o
operates “news” websites in 3 uages. This section is devoted to research about the

role of these two outlets in the Kremlln disinformation strategy, and situates them in the
broader context of Russia’s media ecosystem and political agenda.
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T ~0gl FYgrtiauyvyndGLGFTtI ®&gudt FYOFnYsltsgtgFng Yt F”~
website menu at the top)
T "GFnYgl 0dLCOLjYGF YuUO Yy&dttopds refateg on w YLjOL G Gt F
nGLGFTHI @gudt FYLULUYgLYPOG! I guddzOLjYgFn'Y@U
i OLUFGpUOLYgFn YOl t LOnGl OLj¥Krém¥iMietjai F T+ | 9gu G
GLt LjALju OB w
1 Find helpful resources on spotting and dealing with disinformation in the
POLjst FnwYLjOLudGt F
 Testyourfact-L UOLBbGFt YLibG CCLI'YGGUUYUUOYAGLJjGFTH I 8gudt

nismﬁ NEWS & ANALYSIS - DISINFO DATABASE STUDIES & REPORTS LEARN ABOUT GUEST CONTENT 1A " Q

RESPOND

THINK BEFORE YOU SHARE

No one wants to be the person who contaminates their
friends’ social media feeds with conspiracy theories or
disinformation. Use this list to make sure you stay ahead of
disinformation!

21/10/2022

Disinformation is tricky. Test your resilience with our quiz to see if you can identify disinft
and falsified content and if you know how to think before sharing things online.

91 Alternatively, it is also possible to subscribe to the DISINFO REVIEW to receive a
weekly update on pro -Kremlin disinformation via mail

Further information: Similar Tools:
About EUvsDisinfo : Google Fact Check Explorer
https://euvsdisinfo.eu/about/ CORRECTIV.Faktencheck

Newtral
About the European External Action Service ~ Greece Fact Check
(EEAS)https://www.eeas.europa.eu/_en European Digital Media Observatory
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=DM

European Digital Media Observatory

Type of Tool:

Languages:

Age Group:

Organization:

European Digital Media
Observatory

European project with various publications on
disinformation and a map of European fact-
checking organisations

Libraries of Fact - Checking Articles

English

15+ years

EDMO projec'g (based at the European University
kFLGGuUGUOOLLjYaLUt t CYt TYil gFLFgudt
several European consortium partners)

w1, go to the tool

https://edmo.eu/

Anti-Rumour Toolkit

Description:

The European Digital Media Observatory (EDMO) is an EU -
TUGFnOnYslt BOLUYlIgLOnYguyYuUOYGUI
School of Transnational Governance with several European
consortium partners. It provides several publications on
disinformation such as fact -checking briefs with an overview of

the disinformation narratives with highest circulations and

reports on overarching topics, such as disinformation landscapes
of EU countries or fact -checking technology. It also collects
European fact -checking organisations in a comprehensive map.

Strengths :

1 Monthly fact -checking briefs debunk the highest

T

circulating disinformation narratives in Europe

Helpful for getting a broader, overarching picture and
strengthening general understanding of disinformation
and current trends

Map of European organisations helpful for researching
fact-checking resources in specific countries
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Limitations :

1 only available in English
1 many publications are quite academic and therefore only
suitable for older students (17+ years)

— Context of Use:

EDMO can be used to get a broader picture of current

disinformation trends in Europe. Users can find out which

narratives are circulating in different European countries and find
general resources on disinformation and strategies to fight it.

GA82 ULjYt I t gFGLjguUGt F'YDJ 5 Chegkpgyl O"
organisations in different countries for further research. Most of
these fact -checking organisations publish their own fact -checks
on their websites on specific topics.

How to Use :

f Findfact-L UOLBbYlI I GOTLjYUFnOl YUSOFUQOENDET TlildoTLjE iy
follow: https://fedmo.eu/fact  -checking -briefs/
0 Browse through the monthly issues to learn about disinformation
narratives with highest circulations each month in EU countries
0 Use the integrated PDF viewer to go through the slides of each brief

=DM’
Fact-checking Brief (July 2023)
=DMO
DURING THE PRIDE MONTH,
DISINFORMATION ABOUT LGBTQ+
COMMUNITIES GOES VIRAL IN THE EU
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f "GFnYGiFdzOLjadt gudt FLIYUFn Ol YP8OFUYCYOUlI CGLguUUGH ]
https://edmo.eu/investigations/
0 Browse through investigations to get insights on specific topics most
targeted by disinformation
0 Use the search bar on the right to search for keywords
o 0LOYuUOYY | LUGAZOLjw'Ynl t 5nt GFYBOFUYt FYuUOYI
from specific months

EDM"

Recent Posts

T "GFnYl Ost 1 GLjYGFnOl YPS8OFUYCYOUlIBK Lgudt FLi'YCYDO:
https://edmo.eu/reports/
0 Browse through reports to get analysis on overarching disinformation
topics
0 Use the search bar to search for keywords, filter by report type, author
and/or publication year

=DM

Search... Type v Publication year

Auiber =

The disinformation landscape in Belgium
Repe

EDMOHUB DOWNLOAD
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f  Find map of fact -checking organizatit FLj'YU Fn Ol Y8 OF UG YC¥@Os+t LjGut I ¢
LOOLBbAGFt YgLUGdzGU G OLjw'Yt | 'YT1 CGth&Rig thitiviitesZ i F b X YU U t
0 Use the map and table to find fact -checking organizations in specific
European countries
o 895 YOFU!l GOLj’Ynt YFt UYUGdzOYg YLClLbglI COYClUFbE
website find the organization in the table down below and click on its
name

Fact Checking Initiatives in the EU (and in the UK)

Further information: Similar Tools:

About EDMO: https://edmo.eu/edmo  -at- Google Fact Check Explorer

a-glance/ CORRECTIV.Faktencheck
Newtral
Greece Fact Check
EUvsDisinfo
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Greek Hoaxes Detector

Y Greek Hoaxes Detector

A Chrome plugin that warns users against
possibly untrustworthy news sources (for Greek

media only).
Type of Tool: Fact-Checking Tool
Languages: Greek
Age Group: 13+ years
Organization: Pt toydyeVWi tyi leydgcyehbt i

Anti-Rumour Toolkit

yat oL i vyeuyddttdatr oot vyd1 i Biwr g+ d+

.1, go to the tool

https://www.ellinikahoaxes.qr/

Description:

Greek Hoaxes Detector is a free add -on that provides warnings
about the credibility of websites. The application identifies
unreliable sources in categories such as satire, conspiracy
theories, pseudoscience, misinformation, clickbait, and hate
speech rhetoric. When visiting a website, users receive
indications at the top of their screens. The application works on
social media platforms like Facebook and can recognize both
posts and comments, as well as decipher shortened links. By
clicking on provided links, users are redirected to the
application's website, where articles from previously researched
sources are displayed. The application has been evaluated and
approved by Google and the Mozilla ¢ ommunity. It is currently
supported on Chrome, Opera, Avast Secure Browser, and Firefox
for both desktop and mobile devices (with limited  functionality
on social media) .

Strengths :

1 Easytouse

9 It provides instant information on different types of fake
news

Fast results; there is no reported impact on the browsing

It includes both an online web fact -checking library and a
plugin/add -on function

1
1
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Limitations :

1 Greek Hoaxes Detectors works onl y for Greek news

media
1 It does not provide fact -checking analysis for all social
media
— Context of Use:

1 OObYft gnOLYAQuUOLUt I YLGgFYIOYll
scroll the internet since it offers a plug -in fact-checking tool. In
addition, users can check the Greek Hoaxer Detector website to

find information on daily news updates and check whether the

news they read is true or if they include elements of fake news

and misinformation.

How to Use :

1. Go to the Chrome Web Store and search for the Greek Hoaxes Detector.

@ Greek Hosses Detector-Chvom: X |

C @ chromegoogle.com/webstore/detail/greek-hos tor/p cmddkpcgmohhbec oenalZhi=el 2

& chrome web store £ projects@ctizensinpowerorg v

Apxixi ceAiSa > Emexréoeig > Greek Hoaxes Detector

@ Greek Hoaxes Detector
KA KKK 28 O | Kowwv A BIKTOWO! N KOI ETUKOIVWVIO 1.000+ xprioTeg
Emoxénnon Npoxrikég aropprTov Kpimixé .2 IxeTikd

2. Click Add to Chrome.
3. Add the Greek Hoaxes Detector as a plugin on the Google Chrome Search Engine.

& Greek Hoaxes Detector - Chrom: X =

C @ chromegooglecom/webstore/detail/greek-h detector/pmbnnghficmddkpca mmacenalZhi=el

@ Add "Greek Hoaxes Detector'?

& chrome web store @ projects@citizensinpower.org v

It can:

Apxikf GeAiGa > Emexraoeic > Greek h  Read and change allyour data on all websites

Add extension Cancel

@ CrockHomesD___

Fodr ot 28 (D | Kowwvik Sikrowon kai erukovwvia | 1000+ xprioTeg

ErtiokéTtRon MpaKTIkEG ATTOPPATOL KpiTikée EXeTIKG

KpITIKEG XpnoTWV Ipapre pia afioAdynon EAMANVIKG - Mpéoparec -

4. The Greek Hoaxes Detector will provide a rating, indicating untrustworthy Greek
online sources.
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Further information: Similar Tools:

About Greek Hoaxes Detector: Google Fact Checker
https://www.ellinikahoaxes.gr/about  -us/ . CORRECTIV.Faktencheck
Greece Fact Check
EU vs Disinfo
IFCN chatbots on WhatsApp
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AFP Fact Check

AFP @ Fact Check
News websites for a variety of languages and
countries by Agence France-Presse (AFP)
Type of Tool: Libraries of Fact -Checking Articles
Languages: English, Spanish, German, Greek, and more
Age Group: 15+ years
Organization: Agence France -Presse (Private organization with

special status, operating under commercial rules)

.1, go to the tool

https://factcheck.afp.com/

Description:
N\

I
/ The Agence France -Press (AFP) provides several news websites
with fact -check articles for different languages and countries.
== The website can be browsed by most recent articles or filtered
O by topics and regions. Users can also search for keywords and
I

/ \ topics.

Strengths :
1 High-quality journalism by award -winning news agency
9 Available for a variety of languages and countries
9 Each sub-site focuses on disinformation circulating in the
corresponding countries
1 Browsing articles by region can be a helpful feature

Limitations :

9 Limited features for browsing topics and searching for
keywords
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— Context of Use:

AFP Fact Check can be used like a news website: users can get
daily information on current topics and circulating disinformation.

It is a good resource to stay up to date on fake news and to be
informed on a wide variety of topics that users might encounte r
in their daily use of (social) media. AFP Fact Check can also be
used to search for specific articles. However, using overarching
fact-check search engines such as Google Fact Check Explorer
(which includes articles from AFP) would be the preferable

option for specific search queries.

How to Use :

1 Find the AFP sub-page for your language/country:
0 Greek: https://factcheckgreek.afp.com
o0 German: https://faktencheck.afp.com
0 Spanish: https://factual.afp.com
o English: https://factcheck.afp.com
T §t1 OYCgFtUugt OLiYLGFYI OYTt UFnYUFnOl YP§OFU'YCY~(§F
Find most recent fact -check articles on the front page
1 Browse fact -check articles by region, topics or top news by using the menu on
the top of the page
1 Search for specific keywords and topics by clicking on the search icon in the top
right corner

=

— AFP @ Fact Check X Q

TOP NEWS REGIONS TOPICS

Video shows wax statue of Pope John Paul Il, not his exhumed body

Published on 18/07/2023 at 11:49
A video of a body inside a glass case being paraded around a church has been shared alongside captions falsely claiming that it
shows the undecomposed body of Pope John Paul II "exhumed 12 years after his death". Although the late-pontiff’s coffin was
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Further information: Similar Tools:

About AFP: IFCN chatbots on WhatsApp
https://factcheck.afp.com/about _ -afp Google Fact Check Explorer

CORRECTIV.Faktencheck
AQOLjYOndGut 1l GgCYJFn YO Newtral
https://factcheck.afp.com/afps  -editorial - Greece Fact Check
and-ethical -standards EU vs Disinfo
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CORRECTIV.Faktencheck

m CORRECTIV
German news website with large catalogue of

fact-check articles

Type of Tool: Libraries of Fact -Checking Articles
Languages: German

Age Group: 15+ years

Organization: CORRECTIV gGmbH (non-profit company)

.1, go to the tool

https://correctiv.org/faktencheck

Description:

N\ CORRECTIV.Faktencheck is a news website by the non -profit

I
/
investigative journalism company CORRECTIV that publishes
— == daily fact -check articles on current circulating misinformation.
O The website can be browsed by most recent articles or filtered

/ \ by topics such as climate, Russia/Ukraine, Covid -19 and more.

| CORRECTIV also publishes background articles on the
mechanisms, trends and actors of disinformation as well as

regular fact -checking tips for everyday use.

Strengths :

1 High-quality, independent journalism

1 Covers a wide variety of current fake news and
conspiracy theories

9 Background articles provide a wider context for current
disinformation trends

I Users can send in misinformation for CORRECTIV to
research and potentially include in their fact -checks

Limitations :

1 Only available in German and focus on disinformation
circulating in German public sphere
9 Limited features for browsing and searching for articles

Anti-Rumour Toolkit 44 CC-BY-SA


https://creativecommons.org/licenses/by-sa/4.0/
https://correctiv.org/faktencheck
https://correctiv.org/faktencheck

— Context of Use:

CORRECTIV.Faktencheck can be used like a news website: users
can get daily information on current topics and circulating

disinformation. It is a good resource for German speakers to stay
up to date on fake news and to be informed on a wide variety of
topics that they might encounter in their daily use of (social)

media. CORRECTIV.Faktencheck can also be used to search for

specific articles. However, using overarching fact

-check se arch

engines such as Google Fact Check Explorer (which includes
articles from CORRECTIV) would be the preferable option for
specific search queries. CORRECTIV also offers a WhatsApp
chatbot to fact -check claims, images and videos or send in false
claims for CORRECTIV to potentially cover in a fact -check article.

How to Use :

il
il

T

Go to https://correctiv.org/faktencheck

ANGFnYat LigYI OLOFuYgl adLCOLYUFnOl Yy bUliOCCOY | I

CORRECTIV
Recherchen fic gie

Gosallschatt

Covid-19 Klima FAQ Weitere Themen ~

Aktuelle Artikel Mehr Faktenchecks

Russland/Ukraine

Balkenkreuz auf
ukrainischen Panzern? Das
steckt dahinter

Online zeigen Bilder vereinzel

Startseite Themen Faktencheck Projekte Uberuns Newsletter Unterstiitzen a

AGFn Yot Lig'Yl OLOFUYI gLbt I+ GFnYgl

~

u

GLCOLjYUFnOI Yyf

1 Findfact-L UOLbBGFt YU ds Lj'Yi F-h Ob ¥yjoybid OF L UOL b
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m Sgﬁﬁfﬁﬂy Startseite Themen Faktencheck Projekte Uberuns Newsletter Unterstiitzen a
Geselischoft

Suche

Suchergebnisse

1 Browse by topics by using the topics menu below the cover picture

1 Search for keywords and topics by clicking on the search icon in the top right
corner

{1 Alternatively, users can subscribe to one of the CORRECTIV newsletters v they
can choose between the Daily and Weekly option, or receive topic  -specific
newsletters, such as fact checks on climate, the New Right or economics and

lobbying.

Further information: Similar Tools:

About CORRECTIV: IFCN chatbots on WhatsApp

https://correctiv.org/ueber  -uns/ Google Fact Check Explorer
AFP Fact Check

CORRECTIV WhatsApp chatbot: Newtral

https://api.whatsapp.com/send/?phone=4 Greece Fact Check

915117535184&text&type=phone_number&a EU vs Disinfo

pp_absent=0
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Greece Fact Check

GREECE @ An independent fact -checking blog for Greek
FACT CHECK online news media
Type o1 100l Libraries of Fact -Checking Articles
Languages: Greek
Age Group: 15+ years

Organization:

Ve
O

Ok

Anti-Rumour Toolkit

ot toydlyeVi t yi teydcyebt i
yat oL i vyeuytddtdatr oot vyd1 i Biwr g+ d+

.1, go to the tool

https://www.factchecker.gr/

Description:

Greece Fact Check is independent blog that researches and
fact-checks news circulating on social media and mainstream
media. It was founded in 2017. The main goal of the Greece Fact
Check is to fight against misinformation. It also targets to provide
readers with information on how they can develop critical

thinking skills, eval uate, and distinguish fake news .

Strengths :

1 Easytouse

9 It provides instant information on different types of fake
news

f ItincludesFact- UOLBbGFt YCGI I gl GOLjYl
i §84LJICOgnGFt YGFTHI ©@gudt FOoWYi :
i UOt I GOLJOYgFnYi 80nidLgCYl OCgI

9 Iltincludes an online web fact -checking librar y and it is
also connected with a WhatsApp Fact Check chatbot

Limitations :

It does not explain to users how to fact -check an online
source on their own
9 Fact-checking reports are only in Greek

a7 CC-BY-SA
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— Context of Use:

Greece Fact Check is an online tool that can be used to
investigate and identify fake news, misinformation and

conspiracy theories in Greek and Cypriot news media and social
media channels. Greece Fact Check publishes fact -checking
articles on daily basis on their website, on a variety of topics, and
information about the team that works on these fact -checks can
also be found on their website .

How to Use :
Greece Fact Check

1. Enter the Greece Fact Check website: https://www.factchecker.gr/

2. Explore the fact -checking library and read about the most recent fake
news and misinformation that were spread online

3. Type in one or several keywords to read about specific news

4. Greece Fact Check provides a list of matching claims and corresponding
fact-checking articles

5. GgLUYLt Gl LOYLgguOLjYGTYGuoLYul GOYt! YTgbOYy
misinformation and fake news included in the online sources.

f KUuoLjYst LjLja I cOYut YLiOg! L UYLjs OL TaL Yt FCGFOYF
previously spread fake news and mis leading information
1 The WhatsApp account that is linked to Greece Fact Check is the same as
the Greek account of the IFCN chatbots on WhatsApp
9 Although the Greece Fact Check provides fact -checking reports in Greek,
they analyse and identify misleading inf ormation that relates to both local
and worldwide news

https:/www.ieidiseis.gr Q
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Greece Fact Check WhatsApp

1. Ol OLjLjYt FYuUOYi CUguLj
application)

550 YN Guut FYGFn Yt s OF YiUOY(

& GREECE(Y)
® " FACT CHECK

Apxwrp  FactCheck v  Media Literacy

& oeece
X - FACT CHECK

VEYAEX

B07-94203 ©0737 G ENKAIPOTHTA EMBOAIA

B
Nekpoieg: «74% twv Bavatwv

owpeilovrat oE epPoAta COVID» -
KatéBaoav tnv peAétn! XAMOZ!
(video)

Aev “katépnke” peAén mov 61Bev deixvet 6TL 74% Twv Bavdtwy opeilovtal oe eppoa COVID

Emukowvwvia / Mpotdoeig

IXETIKA pE epdc n

Greece Fact Check

WESFACT CHECK

[ Follow Page

| 1otopiko

EmuAé€Te priva

1 AnpogiAn ApBpa & Zehibeg

= OpBopoptaki dtatpopn kat vyeia:
AEN mpoketTat yia pa dtatpoikn

- eseuneunkn TIPOOEYYLON

don

o
——

2. Greece Fact Check WhatsApp is connected to the

IFCN chatbots on WhatsApp

3. Type in a message or copy -paste an online news website to get a response on its

validity

Greek Hoaxes
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Further information:

About Google Fact Check Tools:
https://www.factchecker.gr/about

-us/

Anti-Rumour Toolkit
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Similar Tools:

Google Fact Checker
CORRECTIV.Faktencheck
Greek Hoaxes Detector
IFCN chatbots on WhatsApp
Newtral
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BADIE Bad News
ENER

- ws A digital role -playing game in which you
deliberately spread fake news in order to learn

common manipulation techniques

Type of Tool: Serious Game

Languages: English, German, Greek, and more

Age Group: 14+ years

Organization: Tilt & Cambridge Social Decision -Making Lab,
Netherlands

Anti-Rumour Toolkit

.1, go to the tool

https://www.getbadnews.com

Description:

gft GYI gnyYgl OYAt (i Hasédisgrions ghdeBad + GL
News you take on the role of a person who deliberately wants to
spread false news in order to gain as much reach and as many
followers as possible. The aim of the digital role playing game is
to expose the tactics and manipulation techniques that are used

Ut Y8GLCOgnYs Ot 5 CO¢'YKkU'YGt | bLj'Yg L™
disinformation: playing it builds cognitive resistance against

common forms of manipulation that you may encounter onli  ne.

Strengths :

1 No preparation or installation necessary, you can use it in
any browser with internet connection

I Easy to use v the virtual guide guides you through
questions and tasks, you only have to decide and chose
what action you want to perform

9 Innovative and entertaining approach v playing the bad
guy is very fascinating to youngsters

1 Changing perspective he Ips to better understand the
psychology of spreading fake news

1 Gaining badges fosters motivation and at the same time
easily explains the basic tactics of manipulation
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Limitations :

9 It takes time to complete the game, cannot be done in
between

— Context of Use:

Since it takes a bit of time to finish the game, it can be used well

in classroom or non -formal course settings, where two or more
people play together and try to reach as many followers and
credibility as possible. More information on how to use the game
in a classroom setting can be fou Fn Yd F YU UOYn OdzOCt

How to Use :

1. Open https://www.getbadnews.com in your browser
2. : ClLbYt FYPaug!l lw
3. Communicate with your digital guide by choosing an answer that suits you

a real parrage o1 concenc ac oudr
opponents.

RESEARCHERS DISCOVER NEW SPECIES OF

STARFISH WITH EVEN MORE LEGS

BRACE YOURSELF!

Awesome! ! Not this one

4. By choosing answers and deciding on the next steps (scandalous tweets or
headlines, using a bot army etc.), you can earn up to six badges
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NEW TECHNIQUE MASTERED!

POLARIZATION

You've amplified an isolategd twget into a full-
blown Twitter scandal and are driving left and
«right apart.

- -

CONTINUE «

Tips:

1 The left columns shows the status of your followers and credibility

f Test your knowledge by answering the quick quiz in the beginning and the end of
the game

What makes you think this headline
is misleading?

That's right! This headline is
misleading. It tries to override
vour sepnse of accuracv bv evoking

Further information: Similar Tools:

99gn YOOGLjYkFultnlULUGt F Verschworungschecker
https://www.getbadnews.com/en/intro EscapeFake

No More Haters
Fact Finders
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Fact Finders

m Finders
Serious Game that teaches research skills and

critical thinking regarding historical events

Type of Tool: Serious Game

Languages: English, Spanish, Greek, German, and more

Age Group: 14+ years

Organization: RePAST, a Horizon EU-project with a consortium of 9

Anti-Rumour Toolkit

Universities, 2 SMEs and an NGO from 12 EU Member
States

.1, go to the tool

https://factfinders.seriousgames.net/

Description:

Fact Finders is a serious game (available on Android, iOS and as
a browser game) aiming at teaching students about researching
complex historical narratives. The game immerses students in
scenarios where they explore and analyse different perspectives
and sources of information. By engaging in critical research,
students develop their own understanding of historical events
and their multifaceted nature. The game is designed for
secondary school stud ents, fostering critical thinking, historical
analysis, and an appreciation for diverse perspectives on
historical events.

Strengths :

I Teaches the importance of in -depth research and
comparison of different perspectives to get the full
picture

 TeachesOdzg ClUgudFt Y§g YLt G LOOLjYL
for answering a specific research question

1 Engaging game mechanics make students stay
interested for game duration of 30 minutes

9 Fictional scenario of Borduria is helpful for teaching
general, overarching ski lls while the scenario of Cyprus
after 1974 is helpful for practicing research with a real
historical event

1 Available as an app on mobile devices (Android, iOS) and
as a browser game
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Limitations :

9 teaches general critical thinking and research skills,
which is linked to media literacy, but does not explicitly
focus on media literacy regarding disinformation

9 only two scenarios available

— Context of Use:

Fact Finders can be played individually or in a classroom setting.
The timer of 30 minutes per scenario makes it easy to
implement the game as an activity in workshops or classroom
settings. Each player can download a final report of their findings
after playing. These reports and the overall game experience as
well as what students learned (e.g. wh at makes a source
credible? How to decide whether a piece of information is
relevant or not) can be discussed as a group.

How to Use :

=

CiLbYt FYpPOCgA YOt GuYt FYUUOYt §800Lj'YGO! LjGguO
Chooseyourin-t g 80 YCgFt gt OYJFn YLCGLBbYPOCHA YOt Gw
3. Choose one of the available cases v real-world scenario of Cyprus after 1974 or

fictional scenario of Borduria
4. A short tutorial gives you an overview of the player interface
5. Click on a source you would like to investigate. Some sources only become
available, if you have already investigates other sources

N

How is the civil war
remembered and
represented in Bord!

| |

Old-believer's early
childhood reminiscence

R

Q old-believer's sarly chidhosd reminiscence (person)

Q "Modern History of Borduria” (book)

memoirs of o mew believer,

Excerpt from the published Q"mmk" by Priestess Divinia (pe|
Hasdrubal. From 1960.

Q “Once upon a time in Borduria" (book) Youranswer

6. : 1+t 85 COUOYYYI gLt I+t GFnYLUOLBWYI AYLCULBGFTt Yt FYt
four pieces of information on the source.
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7. Once you have all four pieces of information, evaluate the sources credibility at
the bottom of the screen. You will receive points based on how accurate your

evaluation was.

. P ktos
How is the civil war st

remembered and
represented in Borduria?

"Modern History of Borduria” (book)

Check background Check background

Check background Check background

Credibility

Undecided High Very high

8. Tull YaUOYIgLbt It UFnYLUOOLBLWYAL GYLGF YLiug! U 'Yl Fc
receive facts, opinions about the subject matter. For each piece of information,
youwillhavett Yn OL Gn OYGUOUUO!I YGuoLjYl OCOdzgFu YTt | YAt
Drag the information card to the left to discard the information (irrelevant) or to
the right to keep the information (relevant)

How is the civil war
remembered and
represented in Borduria?

Keep information

9. Continue your research by clicking on further sources on the  source map,
checking their background and investigate their information.
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10.2 FLOYuUOYuGoaol
TH1 YAt Ul

YOG LYl GFYnt GFEYH I
Y1 OLjOg! LUOYpUOLuGt FYYLCGLbYH FYWEL Ul

YAL U YTOOCYClUbBO"

Y J

information you gath ered in your research. Choose up to three primary clues that
you find most relevant for your research question. You can then click on

P: 1 FLCUnOYUFdzOLjudt gudt FwYut Yl

research.

How is the civil war remembered and represented in

Borduria?

x Your answer

Primary clues

Q 93whe| call from my childhood is the effort o progress and heal the
d fort

d heal th;
he New B d a, not for the

re
N 'h ch South, to Hbygonesb bygon

# Jj\prpxwldhngoh.Mglhb
';/ nnnnnnnn d prosperity most g ly.

supporting our

nnnnnnn

i%/ &a The Civ|| War tested our relations

@y Qe

@ P2 supporting our tradi

inyour

e place except Megalia where o
e It Pl ater during the Civil War.

tion is important, yet it doe:

with Megalia, yet we made it

ur lawful Queen

sn't justify crimes.

OLOGdzOYAL U1

YT U F

Leave game

Further information:

Similar Tools:

AngLGaCGugut 1 0OLjY_Gdn OYT NoMore Haters

https://factfinders.seriousgames.net/wp -

Escape Fake

content/uploads/2021/02/FactFinders fa

cilitators -quide 20210215.pdf

Fact Finders on Android:

Bad News
Verschwdrungschecker

https://play.google.com/store/apps/detai

Is?id=com.SeriousGamesinteractive.FactFin

ders

Fact Finders on iOS:
https://apps.apple.com/dk/app/fact

finders/id1538147667

Project website of RePAST:
https://www.repast.eu/
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No More Haters

NO MORE
m Serious Game with three game modes
surrounding disinformation and hate speech
Type of Tool: Serious Game
Languages: English, Spanish
Age Group: 14+ years
Organization: fad (non-profit private institution) and maldita.es (non -

profit news organisation)

.1, go to the tool

https://www.nomorehaters.es

Description:

supported by Google.org that researches the impact of hate
== speech and disinformation and provides three game modes

aiming to educate young people on these issues. In the Game

\ §t nOYYXUGEEEwWYULOI LjYg!l OYgLbON"
speech and disinformation and find an adequate wa y of
| OLjst FndFt € YKFYWPil GOYt!l YTgCLOwV
LCgadaayYaLyYal 6§OYt 1 YTgCLjO& YKFYPf gt
that describe different aspects of hate speech. The application is
accessible via browser everywhere or as an Android and iO S app
(only available when located in Spain).

N\ U / No More Haters is a project by two non -profit organisations

Strengths :

1 Very easy to use; simple, yet fun game mechanics

f UXxUGEEEwYLt &I GFOLj'YUgU O'YLjs OOI
shows how they are often interconnected

T il GOYHI Y*gCLOwYGL'Yg YLjiids CO’
circulating misinformation

i UOYF guOYCUOOCWwYUOgLUOLjYLt |
sourrounding hate speech

 Y: CYLLiYE§t nOw'YgCCt GLjYTt | YuUO’
settings
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Limitations :

1 Not exclusively fo r tackling disinformation, focus is on
hate speech, even though there are interconnections

1 Mobile app (Android, iOS) only available in Spain, browser
app accessible everywhere

1 Many questions and scenarios refer to Spanish politics
and societal issues

T i aoOYHI YTgCLIOwYLGFYI OYg Yl du’
that have some knowledge on disinformation already

— Context of Use:

Due to its short game mechanics, NoMoreHaters can be played
individually on the go. It can also be used in classroom or

workshop settings where students are given some time to play

the different game modes. Insights and learnings can then be
sharedinthe t | + s é¢Y CuOlOl FguddzOCAWYY:
play the game together, divided by teams, in a group setting. A
guide on how to use the application in classroom settings can be
found here.

How to Use :

1. Go to https://play.nomorehaters.es/

2.aGGuLU0YUt YGFtCGLUYI AYLCULBbGFt Yt FYuUOYsIt TGCO
GFt CiLjUw

3. (optional for solo play, required for class mode): Set up an account by clicking on
the profile icon in the top right corner C YY-ktFtYG G 0 U'YU LjOl FgoOw

4. ML YP: CYLILIYSt nOwXY: CliLbYt FYuUOYsI+ TGCOYULYt FYi
§t nOwé Yf Ol OYAt UGYLGFYOGuUOI YBt GFYGFYOnGLjuGFTt
room

5. At 1 YaldFt COYOCGAXY: Ut t LjOYg Yt g80Yat nOYgFn'YLCUGLt
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The Hate Wheel

1.

w N

Read the definition and try to find the correct term that is described. Type in your
gFLGOI YGFYUuUOYI CIFbYLjsgLOL'YJFnYLCGLbBYY
KTYALOYJlI OYLGUGULBWYLCOLBY FYP: CiOwYldF Yu
If you cannot Ljt CdzO'Yg YGt | nWYLCGLBLYH FYPLbil35 w
Finish the whole wheel with 26 words to check your end result in the top right
corner

Starts with D

Treating someone differently for
their race, gender, age or their

physical or mental condition, as
. well as their religious or political

beliefs.

True or False

1. Read the claim and decide whether it is true or false. Give your answer by clicking

on the buttons on the bottom of the scre en.

2. After each claim, you will get a notification whether your answer was correct or not.
3. Finish 10 claims to get your end result

40

To receive unemployment benefits you must
have a foreign nationality, not Spanish.

U0

uoyY
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Quizzz
1. @0gnYuUOYt GdzOF YLILOFg!l Gt YgFn YLCULBYI FYpOONU w
2. Choose one of the three given options on how to best deal with this  situation

3. You will see whether your chosen option was the best option. On the bottom, you
can see which types of hate speech are described here

In a conversation a friend complains about

How illegal immigrants keep all public benefits
and take them away from Spaniards.

You
Correct!

That's not true. Associating immigrants with that
falsehood is a case of hate speech.

Some will and some won't.

It's true, it is something that we keep reading in
several news outlets.

What type of hate speech is it? Racism, prejudices.

Further information: Similar Tools:
Results of the NoMoreHaters research Fact Finders

project: Escape Fake
https://www.nomorehaters.es/investigatio Bad News

n-en.html Verschworungschecker

Resources and Guides on hate speech:

https://www.nomorehaters.es/resources -
en.html

NoMoreHaters Teaching Guide (incl.
classroom activities with the application):
https://nomorehaters.es/docs/ TEACHING
GUIDE_NMH.pdf
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Escape Fake

ESCape 'ﬁ%&
FEkE ‘;E_, Escape Fake is a free-to-play augmented reality

game, which takes players through a digital
escape room to fix the future by debunking fake

news
Type of Tool: Serious Game
Languages: English, German, Italian, Hungarian, Romanian
Age Group: 12+ years

Organization

Anti-Rumour Toolkit

: Polycular GmbH, Austria

.1, go to the tool

https://escapefake.org/

Description:

Escape Fake is a free-to-play augmented reality game, which
takes players through a digital escape room to fix the future by
debunking fake news. By playing the game you learn a lot about
fake news, deep fakes, phishing and many more. There are two
virtual rooms with various puzzles and quizzes to solve. The
game puts the player in a n ot-too-distant future where humanity
is living in a post -truth world. It starts with a friend request on
social media from Hannah, a quantum reality hacker. By
scanning the printed markers, combining 3D objects and
answering quizzes, players have to uncove r the truth in order to
POLLgsOYuUOYTgbOwE

Strengths :

91 Innovative approach of using Augmented Reality
technology within an escape room setting to learn
something about fake news

I Using an imaginative dystopian future, the game shows
where the spread of fake news can lead and why it is
important to protect yourself from it. You learn what to
look out for when consuming news, what makes good
journalism and how you can expose fake news.

63 CC-BY-SA


https://creativecommons.org/licenses/by-sa/4.0/
https://escapefake.org/
https://escapefake.org/

1 The game deals with the topic of fake news in a playful
way and offer s many points for implementation in
practice.

1 Inthe interactive approach, the player must become
active and solve puzzles, uncover fakes and thus
experiences self -efficacy.

Limitations :

9 adevice is needed that supports Augmented Reality

9 Ittakes time to prepare (you need to print the markers
and place them in the room) and to play the game (the
game consists of two escape rooms; each room takes
about 30 min to play)

— Context of Use:

Escape Fake is a good tool for workshops and school classes to
strengthen media literacy and fake news education. It can also
be played in non -formal education contexts, as family or alone.
The creators recommend using the game ina 1,5to0 2 -hour
workshop format and pairing 2 -3 players as a team, using one
device. You can introduce the topic with a short input on fake
news and then continue with the game. Alternatively, you can
start directly with the game, after giving a basic briefing, and
follow -up with theory at the end.

How to Use :

1 Download & install the app Esca pe Fake on your mobile device:

o0 i0S:https://itunes.apple.com/at/app/escape -fake/id1462271723?mt=8
o Android:
https://play.google.com/store/apps/details?id=com.polycular.escapefak
e

1 Download the Marker -Set (here) or Marker -Set NEW and print it on A4 or A3.
These markers are images that need to be scanned with your mobile device for
the augmented reality experience.

9 Place the prints in th e room on the ground or on the wall like itis noted on the
printed documents. Stay at least 50 cm away from the markers in order to them to
functional properly.

9 First of all, allow the app to access the camera.

1 Play the game: Start chatting with Hannah an d select answers to communicate
with her.
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1 The app uses Augmented Reality technologies. By scanning the Markers, 3D
virtual rooms and objects will appear on your camera view, which you can interact
with, collect and get hints from Hannah. Some items ha ve to be combined with
other objects from the inventory by dragging and dropping them. Let Hannah
help you and guide you through the different rooms to debunk fake news.

i
== &

2

INSPECT AN OBJECT BY OBJECTS THAT CAN BE YOU CAN COMBINE OBJECTS
TAPPING IT ONCE. COLLECTED WILL BE ADDED TO USING DRAG AND DROP.
YOUR INVENTORY.

® & o

Hannah

| need your help.
Sure, | can help. -

am a Reverse History You're the perfect partner
Hacker from the future. at this "tipping point® to

Hello. My name is Hannah. |

change the future for the
better!

1257
Well, apassible future,
from your perspective. -

Are you the one who

recently passed the ITALY: PEOPLE SMUGGER
Reverse History Hacker =
exam? -

I need your help. 5.5

You see this article?
Sure, | can help.
No, I don't care.
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Tips

9 Please note that there is a limited time period for the rooms.

1 Ineach room there are other objects on the Markers. If objects are too small, use your
smartphone or tablet to move closer to the Marker.

1 By achieving goals, a quiz will start to challenge your knowledge. It can only be

nswers with unlimited chances to repeat

completed when the player gives the right a

the quiz.

9 If you need a more detailed introduction on how to play the game, you can watch

the video tutorial on YouTube: How to play Escapefake - Walkthrough

Further information:

1 Trailer:
https://www.youtube.com/watch?v=

wmnF1 xoFP4
1 Video Tutorial (ENG):
https://www.youtube.com/watch?v=n

WQFtEFggPU
9 Video Tutorial (GER):
https://www.youtube.com/watch?v=>5i

XKTii0g5E
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Fact Finders
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DeepFake-O-Meter

Type of Tool:
Languages:
Age Group:

Organization:

DeepFake -o-Meter

Tool for detecting Al-generated videos, audio
and images

Al recognition tool
English
16+ years

Media Forensic Lab (MDF L) at University at
Buffalo, USA

w1, go to the tool

https://zinc.cse.buffalo.edu/ubmdfl/deep -0-meter

Description:

N\

DeepFake -o-Meter helps users detect deepfake content in

videos, audio and images. After signing up, users can upload

files and choose from different detector models. The tool then

shows the likelihood of the content being Al generated. Users

the uploaded data with the tool creators or not.

T

I
/
/ O \ can check their submission history and choose whether to share
I

Free to use; open, non -commercial platform
integrates many different detectors and models from
different universities and institutes

data privacy: users can choose not to share uploaded
data with MDFL

works for images, videos and audio in one single tool /
interface

Limitations :

Anti-Rumour Toolkit

Strengths :
T
T
T

Setting up a (free) account is required

Files can only be uploaded, pasting links is not supported
Ul is not fully intuitive; descriptions and info texts are
quite technical

Results should be treated with caution, since it is only a
probability
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— Context of Use:

The DeepFake -0-Meter can be u sed when encountering videos,
audio, or images that appear to have been generated with the
help of Al. The tool can give users an idea of whether a piece of
media was created by a human or by artificial intelligence (Al).
While the DeepFake -0-Meter does no t evaluate the truthfulness
of the content, recognizing Al -generated media is important, as
Al can be used to produce disinformation on a large scale.

The DeepFake -0-Meter is also valuable in workshop or
classroom settings. Participants or students can cre ate their own
Al generated media, such as Al generated text -to-speech audio
or Al generated images, and use the detector to analyze their
creations. They can experiment with different edits to see how
changes impact the detection results. This tool is help  ful for
illustrating the current state of Al recognition, showing that while
detection can be quite reliable, especially for certain types of
media, the effectiveness may vary depending on the content

and the methods used to generate it.

How to Use:
1. Go to https://zinc.cse.buffalo.edu/ubmdfl/deep -0-meter
2. Create a free account, verify your e -mail-address and log -in
3. Upload a file (image, video or audio) by clicking on the box on the left
4. Depending on your file type, the tool will give you a couple of detector models to

choose from. Hovering over a model will show you a short description. You can
sort by Alphabet, Year, Performance or Running Time. Choose a detector by
clicking on it.
5. Below the submit button, you can choose whether to share data with the
OFGdzOl LiGuAYgu YIUuTTGgCt Yt I YRt UéY: ClLbYpall 900G U wé
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DEEPFAKE-O-METER

An Open Platform Integrating State-Of-The-Art Algorithms for DeepFake
Image, Video, and Audio Detection

03 MB

ElevenLabs_2024-07-01T10_08_34_Rachel_p..

o Yes e No

Detector Selection
Alphabet Year Running time

LFCC-LCNN - NATIONAL INSTITUTE OF INFORMATICS (2021)

RAWNET3 - NAVER CORPORATION (2023)

WHISPER - WROCLAW UNIVERSITY OF SCIENCE AND TECHNOLOGY
(2023)

RAWNET2-VOCODER - UNIV. BUFFALO (2023)

RAWNET2 - EURECOM (2021)

SUBMIT

Do you want to share data with us?

6. A couple of seconds after submitting, you will get a probability percentage in the

PBOLGCUWYLt CiOFWYYUFnilL

o~

gu

itent iSYAl ge6eha@d. b O CA Yl U Y Lj

this score should not be considered as providing deterministic result.

Upload Another File | Check Submission History

The likelihood score derived from the method indicates the probability of the input being fake. This score reflects
the extent to which the input shares characteristics with the real or fake data labeled in the training set of the

method, as reported in the original study, supported by correlation statistics. However, it is important to note that

Detector Result Details
LFCC-LCNN - -— -

National Institute - c leted
of Informatics 100.0% omplete
{2021 ] Al-Generated Likelihood

7. ChLbYy: UOLbYalUl 8GLjLjGt FYf GLjUt | AwYut YLOOYs | Odx
W6sCHgnY FHUUOI YAGCOwYUt YLUOLBLYgF! tUOI Ydzii n O
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Further information: Similar Tools:

Academic paper by the creators describing GPTZero Al Detector

the design and function of DeepFake -0-

meter: g P Content at Scale Al Detector
https://www.researchgate.net/publication

/353107171 DeepFake-o-

meter An Open Platform for DeepFake

Detection
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©, GPTZero

Type of Tool:
Languages:
Age Group:

Organization:

GPTZero

Tool for detecting Al-generated text

Al recognition tool
English
16+ years

GPTZero Inc.

.1, go to the tool

www.gptzero.me

Description:

N\

I
/ GPTZero is an easy to use text scanner evaluating the probability
that a text is created by artificial intelligence (Al). With a free

- gLLtUGFOUWYYg§gYPnOOs YLjL g F-FySsentencejUt GL
O evaluation. The Detector is quite reliable when checking English

/ \ texts. In other languages, the rating should be treated with

| caution.

Strengths :

with sentence -by-sentence evaluation

Limitations :

1 Not very reliable for languages other than English (Free
version; paid plan offers a multilanguage scanner for
French and Spanish)

Clearly a commercial product

an account and sign up for a paid plan

Anti-Rumour Toolkit

9 Free to use without signing up for 7 scans per day
9 (Paid) account unlocks more features such as deep scan
1 Quite reliable for English texts

72
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— Context of Use:

GPTZero can be used when coming across articles, posts or
other texts that seem to be created with the help of Al.
Especially with English texts, GPTZero can give you an ide a
whether or not a text was written by a human. With regards to
disinformation, any Al detection tool will not help with evaluating
the truthfulness of the content, of course. However, it can be
helpful to be aware of Al generated content, since Al can be
used to generate disinformation at scale.

GPTZero can be used in a workshop or classroom setting.
Participants/students can create their own Al -generated
content and check their creations with the Al Detector. They can
test out how editing the text themse Ives changes the rating.
GPTZero can be helpful for highlighting the current status of Al -
recognition: There are quite reliable options for English, but not
for other languages.

How to Use :

=

Go to gptzero.me

Paste the text you would like to checkinto G UOYuOnult "' YGFn YLCULbBYY
3. Consult the result. On the right, you can see an overall rating and probability

whether the content was Al -generated or written by a human.

N

B RresuLT il DEEP SCAM @ sources

Classification

We are highly confident this text was

Probability Al generated @ highly confident

Probability Breakdown

The probability this text has been entirely written by a human, Al or a mix of the two.

human mixed
5% 0% 95%
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Further information: Similar Tools:

GPTZero FAQs:https://gptzero.me/faq Content at Scale Al Detector

Other Al detectors for text that work DeepFake -o-Meter
similarly and share the same strength and

weaknesses:

https://undetectable.ai

https://co ntentatscale.ai/ai -content -

detector
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Content at Scale Al Image Detector

= Contentat Scale

Tool for detecting Al-generated images

Type of Tool: Al recognition tool
Languages: English

Age Group: 16+years
Organization: Workado LLC, USA

.1, go to the tool

https://contentatscale.ai/ali -image -detector/

N\

/7 N\

®
S

I
/
- -
I

Anti-Rumour Toolkit

Description:

Content at Scale offers a simple Al check tool for images. The

tool predicts whether an image was photographed / designed

by a human or if it is Al generated by programs such as DALL -E,
Midjourney or StableDiffusion. It analyzes pixel details,
smoothness, and various patterns associated with Al generated
images to identify whether an image has been created by Al.

Strengths :

1 Freeto use
1 Very easy to use with simple Ul design
1 Quite reliable for images with high resolution

Limitations :

1 No further context or info on why the image appears to
be Al generated (or not) besides a probability score

1 Clearly a commercial product v pushing the user to get
an account and sign up for a paid plan

1 Results should be treated with caution v 4 U 0 Lj'Yt F C/
probability
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Context of Use:

Content at Scale's Al image detector can be a useful tool when
you suspect an image might have been generated by Al. The
detector examines various aspects of the image, such as pixel
details, smoothness, and patterns, to det ermine if Al was
involved in its creation. While it's important to understand that

this tool cannot assess the accuracy or truthfulness of the

image's content, identifying Al -generated images can be cru cial
in day-to-day media usage.

In educational setting s like workshops or classrooms, Content at
aLgCOuLY kYGiagt OyYnOuoLut | YLGFYI
Participants or students can create Al -generated images and

use the detector to analyze their work. By experimenting with
different image modifications, they can learn how these changes
impact the detection results, gaining a better understanding of

the current capabilities and limitations of Al recognition

technology..

-image -detector/

Paste the image URL into the text field or choose image from your files

How to Use :
1. Go to https://contentatscale.ai/ai
2.
3. i CliLbYy: UOLBYTHI Y kw
4.

Consult the result. On the left you can see a probability of how likely it is that this

image is Al generated or huma nly crafted

Human: 22%
=

Human vs Al Probability

Al: 78%

Image Preview:

Enter the Image URL

Content Marketing Toolkit

Join leading content marketers
who use Content at Scale to
dramatically increase their brand
awareness and search traffic.

Utilize the power of Al to create
rank-worthy blog posts at the click
of a button, backed with in-depth
and real-time information.

It's the highest quality content
output on the market.

Request an Invite ]

Choose Image

No file chosen.

or drag and drop files here
(supports document - jpg, .png, webp)

Anti-Rumour Toolkit
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Further information: Similar Tools:

Content at Scale also offers an Al Text GPTZero Al Detector
Checker, similar to GPTZero that is
described in this toolkit. The same DeepFake -O-Meter

strengths and limitations apply:
https://c__ontentatscale.ai/ai -content -
detector/
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