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Youth Protection Roundtable Principles
Preamble

Taking part in the Information Society is essential for citizens of all age groups. The Internet provides huge opportunities to improve life for all users. It has positive effects on education, the working world and economic growth. Especially children and young people are well acquainted with its appliances and can benefit from its use tremendously, but they are also vulnerable. Risks and threats are coming along with this positive development, often parallel to those already existing in the offline world. 

In order to solve the problem, technological measures can help. But however good they might get, it is never recommended to rely on technical tools completely. The best way to help children staying safe is to empower and educate them to avoid or deal with the risks. In delivering this objective, technologies can play a useful and supportive role, especially where younger children are concerned.

At the Youth Protection Roundtable technical specialists and children's welfare experts conducted a collaborative and cross-sector dialogue focusing on the optimal mix of effective technology-enhanced strategies on the one hand and education-based strategies on the other hand to enable youths – and responsible adults in the case of minors – for a safe and secure use of the Internet.

The Youth Protection Roundtable members acknowledge the need for shared responsibility for youth protection online. They hereby declare their intent to co-operate continuously in this field and to bring the following eight principles to the attention of all relevant private and public sector stakeholders, in particular

· to those who design, provide, use and monitor Internet appliances and supportive technologies and

· to those who counsel parents and responsible adults in regard to the education of children and young people
1
Improvement of supportive technologies and infrastructures

Supportive technologies and infrastructures, f. e. filter software, databases, and systems of identification and verification, available so far do not always unfold their full potential for youth protection. It is therefore necessary to enhance their value technically, but also by co-operation between the various stakeholders involved in the process, like service providers, hardware manufacturers and software developers, research units and regulatory authorities.

The Youth Protection Roundtable encourages exploiting the potential of supportive technologies and also of infrastructures by technically enhancing single solutions and by the optimisation of collaboration of different supportive technologies. The Youth Protection Roundtable also encourages establishing procedures for co-operation and sharing of resources between the stakeholders involved.

2
Improvement of usability of filter software

The effectiveness of filter software is largely affected by the ability of the users to install, configure and adapt the system to their own needs and social environment. The Youth Protection Roundtable suggests improving the usability of filter software by examination of the technical pre-conditions and settings of their usage and also by explicitly taking into account comprehensibility and transparency of the filtering process and decision.

3
Improvement of Internet appliances

Media literacy is the key to ensure the safe use of Internet appliances. Nevertheless the educational efforts can be supported by technology, thus ensuring that codes of practice for the users are continuously kept in mind and especially unsafe or inappropriate action is avoided. In consideration of technical feasibility the Youth Protection Roundtable proposes to improve the safety of Internet appliances through the implementation of supportive widgets to help users to protect themselves. 

4
Agreement on policies for providers and operators

The Youth Protection Roundtable motivates content providers and operators to consider the implementation of policies to ensure the safe use by children and young people. These policies should be developed subject to their services and implemented in accordance with their financial, technical and organisational capabilities.

5
Digital literacy

The Youth Protection Roundtable supports the improvement of digital literacy of children and youths themselves and also of parents and persons in charge of minors. Digital literacy means knowledge about digital media and supportive technologies for youth protection and the ability to benefit from both. Empowerment is deemed the number one protection shield for children and youths in the Information Age. The Youth Protection Roundtable encourages supporting educational measures for the improvement of digital literacy with regard to all technical devices for Internet access and all supportive technologies.

6
Awareness raising

For the empowerment of citizens in the information age awareness raising is crucial. Sensitising for the risks and threats but also for the opportunities the Internet provides for shall come as a matter of course. The Youth Protection Roundtable members place special emphasis on positive impact of Internet usage on young peoples’ development and commit themselves to strong efforts for a broader awareness in all groups of society regardless of age, gender and ethnicity. 

7
Research

Research builds the basis for the development of technical tools and educational strategies. Therefore the Youth Protection Roundtable encourages supporting, promoting and taking into consideration current research for all Internet safety activities.

8
Legal regulation 

Based on already existing law and taking into account the differences in national law and cultural environments the Youth Protection Roundtable proposes to harmonise and concretise existing law and regulations regarding the definition of illegal content and content harmful to children, data protection or rather in regard to regulation for the right to delete user generated content and profiles generated by the user.
Commitment

The Youth Protection Roundtable members agree to work towards the implementation of these principles.

They commit themselves to shared responsibility for the task of Youth Protection online and agree to co-operate continuously in compliance with their particular capabilities.

They emphasise the need to adapt these principles regularly to the current technical developments and recent findings on changes in Internet usage and users' online habits.

Support for the Implementation

The Youth Protection Roundtable members have developed a Toolkit compiling a catalogue of ideas and suggestions for the improvement of youth protection online to support all stakeholders involved in the process of implementation of these principles.
YPRT members committed to the above-mentioned principles
	ADICONSUM – Associazione italiana difesa consumatori e ambiente, Italy

	AOL Medien GmbH, Germany

	AOL, Europe

	Arbeitskreis Neue Erziehung e. V., Germany

	BAGFW – Bundesarbeitsgemeinschaft der Freien Wohlfahrtspflege, Germany

	Citizens Online, UK

	Comenius Foundation for Child Development, Poland

	D.O.M. Datenverarbeitung GmbH, Germany

	Deutscher Kinderschutzbund – Bundesverband e.V., Germany

	eco-Verband, for ICRAdeutschland.de GbR, Germany

	Extreme Media Solutions Ltd., Greece

	Family Online Safety Institute, UK

	Forum des droits sur l’internet, France

	F-Secure GmbH, Finland

	Freiwillige Selbstkontrolle Multimedia-Diensteanbieter e. V. – FSM, Germany

	Fundacja Dzieci Niczyje, Poland

	ISFE – Interactive Software Federation of Europe, Belgium

	Internet-ABC e.V., Germany

	Johannisches Sozialwerk e. V., Germany

	Jugendschutz.net, Germany

	Landeszentrale für Medien und Kommunikation Rheinland-Pfalz – klicksafe.de, Germany

	Mannerheim League for Child Welfare, Finland

	NCH, UK

	Nederlands Instituut voor de Classificatie van Audiovisual Media – NICAM, Netherlands

	Österreichisches Institut für Angewandte Telekommunikation – ÖIAT, Austria

	Pegasus GmbH, Germany

	Protégeles, Spain

	Safer Internet Institute, z.s.p.o, Czech Republic

	Save the Children, Italy

	University of Ljubljana, Slovenia
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