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Preface

Artificial intelligence (Al), automation, machine learning, mobile computing and much more have
long since ceased to be futuristic concepts thanks to the latest technological developments, but
have become reality and an integral part of our everyday lives (Forni et al, 2016). With the
invention of the internet and social media, which have established themselves as a central means
of communication in our society in recent years, knowledge about the use of new media as well
as learning how to deal with them critically in daily life have become much more important. The
need for media literacy is great, especially for the younger generations. What is needed is an open,
receptive, reflective and, where necessary, critical attitude towards new technologies in order to

be able to make the best possible use of their opportunities and potentials in the future.

Media messages are omnipresent: the influence of digital media, especially on young people, is a
central issue that not only concerns and challenges educators, but also policy makers, social
workers and families. Young people use digital media to communicate, exchange ideas and
participate in social life. They post, like, link and share content on various social media platforms

such as Facebook, Instagram, Snapchat, TikTok, Twitter and many more.

In the Erasmus+ project AMEDY (short for: Active Media Education for Disabled Youth), media

literacy is understood as defined in the mandate of the EU Expert Group on Media Literacy:
“Medlia literacy refers to all the technical, cognitive, social, civic and creative capacities that
allow us to access and have a critical understanding of and interact with media. These
capacities allow us to exercise critical thinking while participating in the economic, social,
and cultural aspects of society and playing an active role in the democratic process’

(Naposledy Aktualizovane, 2018) [1].

The critical, safe and responsible use of digital media is and remains a topical issue - for all social
groups. Depending on the target group, a tailor-made approach is needed both in the form and in
content of media literacy education. Especially in the case of people with disabilities, the
pedagogical specialist plays a central role, as he or she is supposed to accompany his or her

clients on their way into the digital world. This requires not only adapted materials and methods,

1 Naposledy Aktualizovane, “media literacy expert group”,
https.//ec.europa.eu/transparency/regexpert/index.cfm?do=groupDetail.groupDetaildgrouplD=2541&l ang=sk
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but also specific training on how to best support people with disabilities in navigating the virtual

environment.

Against the background that it is often difficult for young people with intellectual disabilities in
particular to make full use of the possibilities offered by digital media, the project consortium of the
EU project AMEDY has defined them as a target group. The Erasmus+ project aims to support
young people with intellectual disabilities in overcoming risks of cyberbullying and victimisation
through social media and to show them the potentials of digital media for active participation in
society. For this purpose, on the one hand, an online learning platform and a training for
educational professionals were developed, and on the other hand, the present paper with
strategies for action and support. In addition, a toolbox for awareness-raising activities was
compiled as part of the project, which is intended to help raise social awareness of the situation of

people with disabilities in the context of digitalisation.

The aim of this paper is to get a better overview of the needs of young people with intellectual
disabilities. What do they need to navigate safely through the online world? What support can or
must caregivers provide? For this, it is necessary to understand what is actually meant by the term
media literacy and which competences are concretely needed to make the best use of the
opportunities of digital media and to react appropriately to potential online risks. Finally, the
method of design thinking is presented, which can be a useful means - beyond the topic context
presented here - to develop one's own strategies for action and support. Using two examples, the
method is shown in its application and it is demonstrated how support strategies can be derived

fromit.
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1 Media literacy to support the needs of young

people with intellectual disabilities
1.1 Young people with intellectual disabilities: Who are they?

There is no clear definition of what constitutes an intellectual disability and what the
consequences are for the media use and needs of these young people. Furthermore, there are
several gradations of an intellectual disability. The project consortium focuses on the target group
of young people with a mild intellectual disability (ID). This is defined by the American Association
on Intellectual and Developmental Disabilities (AAIDD) as “a disability characterised by significant
limitations in both intellectual functioning and adaptive behaviour that includes many daily
social and practical skills”. In this context, this type of disability usually occurs before the age of 22.
[2]

Intellectual function refers to mental abilities such as learning, reasoning, problem solving, etc.
An 1Q between 70 and 75 indicates a limitation of these intellectual functions. The following 1Q
gradations can be used to specify the severity and type of intellectual disability: Profound
intellectual impairment 1Q < 20; Severe intellectual impairment IQ 20-34;, Moderate intellectual
impairment 1Q 35-49; Mild intellectual impairment IQ 50-69; Borderline intellectual function 1Q 70-
84.

Adaptive behaviour is the collection of conceptual, social and practical skills that people learn
and perform in their daily lives (e.g. using language, reading and writing, interpersonal skills and
performing activities of daily living). However, when defining and classifying intellectual disability,
AAIDD emphasises additional factors must be taken into account, such as a person's cultural and
social environment. Attention must always be paid to linguistic diversity as well as cultural

differences in the way people communicate, move and behave.

2 American Association on Intellectual and Developmental Disabilities, “Definition of Intellectual
Disability”, https.//www.aaidd.org/intellectual-disability/definition.

4

>
>


https://www.aaidd.org/intellectual-disability/definition

AMEDY

Active Media Education for Disabled Youth.

The trend is towards an approach or way of thinking about disability according to which the
identification of deficits should be an integral part of identifying the necessary support people
need to overcome challenges they encounter in everyday life (support needs). However, the
focus should not only be on the deficits, rather the strengths of the persons should also be taken

into account when developing adequate support strategies (Schalock et al, 2010).

The concept of 'supports' refers to all resources and strategies aimed at enhancing a person's
development, education, interests and personal well-being and improving their intellectual

abilities (Luckasson et al, 2002, p. 151). Supports can be people, but also technology or methods.

The following figure (taken from the 11th edition of the AAIDD Definition Manual for Intellectual
Disability) illustrates this way of thinking. It starts with a discrepancy between what a person can
(not) do and what is required for full participation in society. With additional support, this
participation can be made possible and thus intellectual abilities can be improved.

In order for young people with intellectual disabilities to fully participate in an online environment
and take advantage of digital media opportunities, they need additional supports. These supports
specifically on the topic of media use (and thus media literacy) are the subject of this paper. The
support strategies are primarily aimed at educational professionals as well as caregivers of
adolescents and young adults with intellectual disabilities as well as their family environment, as it
is usually they who support and accompany the young people in their everyday lives, of which

digital media have long been a part (Palmer et al, 2012).
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Figure 1: Concept of support, 11th edition of the
AAIDD Definition Manual for Intellectual Disability

1.2 Being online - a special challenge for young people with
intellectual disabilities

Young people with intellectual disabilities are full citizens - as such they need to be supported to
participate fully in society and to take advantage of opportunities. The same paradigm applies
online: inclusive digital citizenship is needed. In recent years, the use of the internet by people with
intellectual disabilities has increased tremendously (Feng, Lazar, Kumin, & Ozok, 2008) and many
positive effects are evident, e.g. on learning, social interaction and social participation. However,
of all people with disabilities, people with intellectual disabilities are still the ones who experience
the greatest digital exclusion (Valero, Vadillo, Herradon, Bermejo, & Conde, 2011). A survey
conducted with people without intellectual disabilities shows that, with only a few exceptions,
both the risks and benefits of being online were perceived to be greater for people with intellectual

disabilities compared to people without intellectual disabilities (Chadwick, Quinn, & Fullwood,

2017).
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The use of digital media can be more challenging for young people with intellectual disabilities for
two reasons (Nikken, Berns, & van Beethoven, 2018): Firstly, young people with intellectual
disabilities need to learn how to use technology in a way that avoids negative effects and
enhances positive experiences. Potential risks in the use of the internet by people with intellectual
disabilities have been identified in the areas of contact with others, content and behaviour
(Livingstone & Haddon, 2009; Chadwick & Wesson, 2016). Due to their difficulties in
understanding and remembering things, combined with their socio-emotional behaviour, people
with intellectual disabilities are perceived as particularly vulnerable online (Chadwick et al, 2017).
A second challenge is rooted in the fact that young people with intellectual disabilities need more
support from parents and carers in general, but also specifically in terms of media literacy. This can

be an additional challenge for the person's social environment.

Other literature also confirms the widely held view that people with intellectual disabilities are
more gullible and uncritical (Greenspan, Loughlin, & Black, 2001; Lussier-Desrochers et al, 2017),
which makes them particularly vulnerable to fraud as well as to accepting untrustworthy

information (Salmeron, Gomez, & Fajardo, 2016).

1.3 Support needs of young people with mild intellectual disabilities

In the literature, there is a concrete description of young people with mild intellectual disabilities

in terms of their media use:
“Children with a mild ID are often the first to have more trouble interpreting images as used
in films, series, the news, or games, and texts and symbols as used in social media in a
good and timely manner. Abstract concepts are more difficult for them to understand than
concrete concepts (Chadwick, Wesson, & Fullwood, 2013). Concepts that have multiple
meanings (such as ‘menu. file, 'map'and 'window') or emoticons, for example, can cause
problems for people with mild ID. In addition, children with mild ID often have more trouble

empathizing with others.” (Chadwick, Wesson, & Fullwood, 2013)
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As a result of these limitations, children with mild intellectual disabilities have problems especially
in the following two areas: 1) contacting and communicating with others and 2) self-

expression on the internet.

1) The manners and unwritten rules that apply in the digital space can be a minefield for
young people with intellectual disabilities. They find it more difficult to correctly assess and
interpret contacts and messages on the internet. Online, communication cannot be
supported by facial expressions and gestures - a pure text message often does not reveal
exactly what the other person means. Irony or jokes do not always come across as such.
Also, what is said or written online can seem very direct: context and nuances are missing
in the written text, so a remark can hit and hurt much harder than it was originally intended.
As a result, young people with mild intellectual disabilities tend to have more difficulty
connecting and communicating with others online.

2) Young people with mild intellectual disabilities find it difficult to understand that social
media and digital platforms have an enormous reach, so that a message can reach many
people and once published can remain on the internet for a very long time. It is also
particularly difficult for them to assess how their own behaviour is received by others via
such media. As in “analogue” life, children with mild mental disabilities often have more
difficulty understanding what they are allowed to say and do in the digital space and what

they are not.

Despite these challenges, social media offer diverse and valuable opportunities for young people
with mild intellectual disabilities to develop their personality, build their identity, maintain
relationships and develop their own sexuality. Young people can use social media to share with
others, talk about their lives and can also gain more recognition, self-affirmation and visibility (see

for example a young person who entertains his fans from his wheelchair on TikTok) [3].

8 see (in Dutch): https://www.hln.be/buitenland/tiener-entertaint-vanuit-zijn-rolstoel-duizenden-fans-op-tiktok-ik-heb-
met-mijn-beperking-leren-leven~a1974466/ or https.//www.tiktok.com/@wheelchair_man
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1.4 Online risks for young people with intellectual disabilities

For young people with intellectual disabilities, internet use comes with risks that cannot be
neglected. These risks include excessive media consumption (Jenaro et al, 2018), bullying and
threats on social media platforms or accessing websites with undesirable (sexual, violent or other)
content (Chadwick, Quinn, & Fullwood, 2017; Chiner et al, 2017; Sallafranque-St-Louis &
Normand, 2017). Of course, young people without disabilities are also exposed to these risks
online - but young people with intellectual disabilities are even more susceptible to them and
need support to find an adequate measure for their internet use, to classify content online correctly
and to approach strangers with a certain caution.

Caregivers and family members therefore have the task of pointing out potential dangers on the
net and protecting them from them with tips, assistance and appropriate support. For those
responsible and carers, this can lead to a conflict of interests if “the promotion of independence

conflicts with their parental or professional role” (Seale 2007, p. 182).

In a survey conducted in Spain among parents and caregivers of people with intellectual
disabilities, all respondents considered the internet to be not very or not at all safe for minors with
intellectual disabilities and were concerned about the dangers that may lurk for young people on
the internet (Chiner, Gomez, & Cardona, 2017). Respondents' concerns included the use of the
individual's personal information without their consent (66%, n = 29) or the individual's own
thoughtless sharing of private information or photos (64%, n = 28). They also expressed concern
that people with intellectual disabilities would unwillingly see sexual content (61%, n = 27), that
they would be threatened (59%, n = 26) or that lies would be spread about them online (50%, n =
22). A slightly smaller but still significant proportion of respondents were also concerned about
losing money online (48%, n = 21), about strangers wanting to meet them against their will (45%,
n = 20) and about other people pretending to be them (43%, n = 19). On the other hand, being
blocked on a platform (80%, n = 35) or being flirted with against their will (63%, n = 28) were not
perceived as a danger. The results of the survey are consistent with the findings of previous
research (Chadwick et al, 2017; Molin et al, 2015). Family members' and carers' concerns and
high levels of scepticism about the internet may mean that they are not prepared to adequately
accompany and support young people with intellectual disabilities as they move through the

online world (Seale, 2007).

10
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1.5 Caregivers as gatekeepers for the safe use of digital media

Parents and caregivers can play an extremely positive role in promoting good, safe and
competent media use by young people with intellectual disabilities. However, the pessimistic view
of the internet and digital media, focused on risks and dangers, can negatively influence not only
access (Chadwick & Wesson, 2016; Parsons, Daniels, Porter, & Robertson, 2008) but also the
support strategies used (Seale, Nind, & Simmons, 2013). Online risks should not be a barrier, but
should be recognised and specifically addressed so that young people with intellectual
disabilities can participate in the digital world and benefit from the opportunities it offers them. In
this way, not only can their well-being be enhanced, but also their self-confidence and sense of
belonging. A review conducted by Caton and Chapman (2016), which examined and compared
different findings on the use of social media by people with intellectual disabilities, concluded that
eight out of ten publications expressed concerns about the potential risks related to the use of
social media or discussed different views on safety and security online. In addition to caregivers'
attitudes towards digital media, their media literacy also plays an important role. According to
Anno (2020), a large proportion of caregivers do not feel sufficiently prepared to deal with

problems that people with intellectual disabilities might encounter in the digital space.

They do not see themselves in a position to provide persons with intellectual disabilities with the
necessary strategies and methods to recognise, prevent and manage potential dangers on the
internet. What is missing is an understanding of the benefits and opportunities of modern
technologies for people with intellectual disabilities and the promotion of responsible internet use
(Chiner, Gdmez, & Cardona, 2017; Nikken, Berns, & van Beethoven, 2018).

The majority (84%) of respondents to a survey by Palmer et al. (2012) identified the need for
‘training' or 'education’ as a barrier to use. An additional challenge is that young people with
intellectual disabilities often live in different educational and learning environments at the same
time (at home with parents, at school with special needs teachers and in care settings with carers).
Agreements on what media may be used and when, as well as instructions and recommendations
on the use of (social) media can vary from place to place and person to person, are not very
coherent and sometimes even contradict each other, which causes more confusion than

clarification.

11
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1.6 Strategies of caregivers

Chiner, Gomez, & Cardona (2017) found that caregivers try to protect people with intellectual
disabilities from online risks by educating them about safe internet use and providing warnings.
Sometimes access to certain sites is also banned or monitored by family members (Lofgren-
Martenson, 2008; Seale, 2007). The exercise of control or total prohibition of internet use to protect
clients is usually refrained from (e.g. only 8% of respondents prohibit persons with intellectual
disabilities from using social networks). Holmes and O'Loughlin (2014), for example, established
a group for people with intellectual disabilities that takes a psycho-educational approach to

internet safety.
However, there is still a lack of research on these issues - further research is needed to learn more

about the strategies currently used by professionals and parents to support the internet use of

young people with intellectual disabilities, without ignoring their safety.
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2 Media literacy for educational professionals

It has become clear: professionals and caregivers urgently need more media literacy in order to
be able to adequately support and accompany their clients as they navigate the online world. But
which concrete competences actually fall under “media literacy”? The project consortium was
inspired by various existing competence profiles and selected and compiled essential

competences for the AMEDY project.

2.1 EMELS European Media Literacy Standard for Youth Workers

EMELS is an Erasmus+ project that was implemented by a total of seven partner organisations
(Ariel Trust from the UK, Evens Foundation from Belgium, Modern Poland Foundation from
Poland, IMEC from Belgium, JFF from Germany, Karpos from Greece, Zaffiria from Italy) between

January 2017 and June 2018.

The main objective of the project was to develop a useful tool for youth workers to promote media
and digital literacy. Media literacy is one of the ways to promote the development of basic and
cross-cutting skills necessary to build a society of active citizens who use media with confidence.
The project consortium hoped to contribute to a better understanding of media, information and

digital competences in the field of youth work. [4]

For this purpose, European standards for the promotion of media literacy in youth work were
developed, which define what it means to be media literate in an increasingly digital world.
Teaching materials and best practice projects complemented these standards/guidelines. The
tool aims to help identify skills and qualifications, strengthen the quality of media literacy
promotion in youth work, improve media education training and promote access to open

educational resources.

4 see https://emels.eu/de/ueberdasprojekt/ or https://www.jff. de/kompetenzbereiche/projekidetail/emels-
europaeischer-standard-fuer-die-medienkompetenzfoerderung/
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In the EMELS standard, media literacy is described as a process that helps young people to use
and understand digital media. Media literacy is divided into five areas of digital competences.

These five areas are in turn subdivided into a total of 16 competences: [5]

1. Information and data: to search, analyse, compare, and critically evaluate
information in digital environments
2. Media creation and communication
a. To be able to create and critically view media texts (film, photo, video art, posters,
etc)
b. To use different media tools, equipment, and applications
c. Toexperiment with new technology and innovative media usage
3. Resistance and empowerment
a. Tounderstand different risks associated with media use and develop appropriate
strategies to stay safe
b. To know that different laws and rights apply to online content (e.g., copyright,
personal rights)
c. To understand different business models of the media, including the role of
advertising and user’s tracking
To communicate ethically and follow the rules of netiquette
To be able to protect privacy online
To be aware of youth protection laws
To participate in society through media
4. Understandlng the media use of children and young people
a. Toknow how young people use media and what can affect their choice (e.g., age,
gender, socio-cultural background)
b. To know where to look for information and resources on media literacy provided
by practitioners or researchers
c. To be able to respond constructively to concerns of teachers/parents related to
media
5. Creating training and personal development
a. To be able to design an educational activity (e.g, a workshop, a festival) on a step-
by-step basis
b. To update knowledge and develop skills in lifelong learning

@ ™o a

® The entire guide, including examples and further materials, is available on the project website https://emels.eu/de/ or
as handout for download https:/emels.eu/wp-content/uploads/2018/07/emels-handout.pdf.
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2.2 The Mediawijs Competence Model (Belgium)

As important as the term “media literacy” is, it is unclear and difficult to grasp. After all, media
literacy is actually much more than just a skill. In Dutch, the term “mediawijsheid”, i.e. media

wisdom, is therefore often preferred to “mediageletterdheid” (= media literacy).

The Flemish government defines media literacy as “(..) having (as an individual) the necessary
knowledge, skills and attitudes to act appropriately in a given situation. In this case: to move
actively, creatively, critically and consciously in a media-based society with a view to one's own
participation in society”. As can be seen from the definition, media literacy thus encompasses a
whole range of different required knowledge, skills and attitudes - it is not so easy to keep track of
them all.
The conceptual vagueness can lead to the following problems, among others:

e ltiseasy to lose sight of the bigger picture, the why of what we are actually doing.

e People oftenfocus too much on what someone can't do instead of on their motivation and

talents.
e People often narrow media literacy to very specific skills or knowledge, such as knowing

which buttons to push or basic digital skills.

The Mediawijs competence model is intended to eliminate the conceptual vagueness and the
associated difficulties. For this purpose, the focus is on answering the following questions: Which
goals in the area of media literacy do we want to achieve? Which clusters of competences and
partial competences of media literacy are needed? By focusing on what knowledge, skills and
attitudes are used in a particular context, the model provides a starting point for the development,

implementation or evaluation of media literacy strategies, research, and practice.[6]

In Mediawijs competence model, media competence was divided into two “clusters” of partial
competences: “using media” and “understanding media”.

“Using media” is understood as the active, technical and creative use of media. The sub-area in
turn consists of four sub-competences: Operating (pressing the right buttons), Navigating (finding

your way), Organising (applying a structure) and Producing (creating media yourself).

6 see also the Mediawijs Competence Model website: https://en.mediawijs.be/node/5567
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Under “understanding media”, the model understands a conscious and critical use of media. The
four sub-competences fall under this cluster. Observing (recognising possibilities), Analysing

(investigating what lies behind), Evaluating (assessing the value) and Reflecting (applying to one's

own behaviour).

G
v~o°°°\“
®

USING MED/4

Wediowijs
Competence model

Figure 2: Mediawijs competence model, Vanwynsberghe, 2021
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2.3 Medialiteracy in the AMEDY project

With the development of an online training and the elaboration of action and support strategies,
the AMEDY project aims to achieve the following goals:
e Supporting young people with mild intellectual disabilities in the use of media by focusing
on a strengths-based approach
e Empowering professionals to accompany and support these young people in the use of

digital media

The project benefits from the work and results of previous EU projects. For example, the AMEDY
online training is largely based on the qualification offer “Getting Digitally Smart”, which was

developed in the Erasmus+ project “Digital Skills for You(th)” by Stiftung Digitale Chancen in

cooperation with the Fundacion Esplai (Spain) and the Narodni Centrum Bezpecnejsiho Internetu
(Czech Republic) and addresses professionals who work with socially disadvantaged young
people. The content and structure of the blended learning course formed the basis for further
development and adaptation to the needs of educational professionals working with young
people with intellectual disabilities.

The competences developed in the Erasmus+ project EMELS (European Media Literacy Standard
for Youth Workers) presented above were also useful for the purposes of the AMEDY project -
they were modified by the project consortium and tailored to the target group (professionals

working with young people with intellectual disabilities):

Social care workers understand different risks associated with media use and develop
appropriate strategies to stay safe
e Social care workers can understand that social media can be used to exclude, bully,
sexually harass, and exploit. They can encourage young people to ask for help and
support.
e Social care workers are aware of youth protection laws.
e They know the media-related legal youth protection obligations in their country.
e They can choose a game appropriate for their target group using PEGI labels.
e They can install filter software for minimizing the risk of accessing harmful or dangerous

content.
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Social care workers know how young people use media and what can affect their choice
(e.g., age, gender, socio-cultural background)
« They know where to find research and sources of frequently collected data on the media
usage of young people.
« They observe children and young people using their smartphones in different situations,
for example spending time with friends, studying, in a workshop.
« They talk with youngsters about how they use the media and ask about their favourite

websites, which YouTubers they follow, what they use their smartphones for etc.

Social care workers can respond constructively to concerns of teachers/parents related
to media
o They can define the term ‘addiction’ and identify sources of advice and support
concerning addiction.
« Social care workers can design an educational activity (e.g., a workshop, a campaign) on
a step-by-step basis.
« They can recognize existing media-related abilities and competencies of their target
group.
« They can choose adequate activities for their objectives.
» They can use tools and strategies for participation and engagement.
e They can prepare simple tools for monitoring and evaluation.
« They can find innovative ways to use media tools.

« They can use inspiration from other fields to develop media activities.

Nowadays, many pedagogical questions arise about the responsible use of media by children and
young people and how one can adequately support them as a parent or professional. Although
many children and young people use media regularly from an early age, this does not necessarily
mean that they can also adequately assess the associated risks and use the opportunities for
themselves. It is precisely these aspects that the AMEDY project aims to address, using the Dutch

framework of the MediaDiamond (Netwerk Mediawijsheid, 2019).
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3 The MediaDiamond as a model for active media
education
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Figure 3: Media education with the MediaDiamond, MediaDiamant 2017
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Children and young people are surrounded by media from an early age: from reading books and
watching films to listening to music and playing games. Media are fun and, on top of that, children
and young people can learn a lot from them. At the same time, however, media use also brings
risks and, as already mentioned, children need to be empowered to use media safely. Therefore,
an important task of parents and professionals is to guide children and young people in their
media use. However, this is often difficult for them because they themselves lack the knowledge,
the tools as well as the right methods. With the emergence of more and more new social media
platforms, the excessive demands on caregivers grow even more.

The MediaDiamond is a model of the Dutch Network for Media Literacy and offers good
orientation and a guide with tips for parents or professionals to help children and young people

aged 0-18 years to grow up in the digital world. [7]

7 More about the MediaDiamond (in Dutch): https://www.mediawijsheid.nl/mediadiamant/
(in English): hitps://www.mediagesprek.nl/english/
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The MediaDiamond consists of five sides, which together depict the most important aspects of
media education:

1. Fun - Enjoy the possibilities

2. Safe - Avoid risks

3. Together - Accompany the child

4. Content - Know which media are suitable for which specific age

5

Balance - moments with and without

For all five sides, the MediaDiamond gives practical tips, support strategies and websites with
further information. In this way, adults can encourage young people to develop healthy media

behaviour (from an early age).

The MediaDiamond was developed by experts and scientists. It is intended to stimulate
discussion about the different aspects of media education. It is also customisable. Each caregiver
can apply the tips as he or she sees fit, depending on his or her parenting style, family situation or
professional relationship with children and young people. Thus, it is also applicable for
accompanying the target group of young people with mild intellectual disabilities. The five sides

of the MediaDiamond are explained in more detail below.

3.1. Fun - Enjoy the possibilities

Children and young people use media because they enjoy them. Digital media offer a wide range
of entertainment. However, the fact that children and young people use digital media primarily for

fun does not mean that they cannot learn something in the process:

Social behaviour: Young people use media primarily to get in touch with each other, for
example in games and via social media. Existing friendships, contacts and relationships

are maintained and often new friendships are made.

Personality development: Digital media also have the potential to help children and
young people develop their personalities; social media, websites, vlogs, blogs and videos
are means through which children and young people can express themselves. By
experimenting with digital forms of expression, they can stimulate their imagination, build

self-confidence and find their own identity.
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Education: The many learning and teaching videos on the internet are also very popular.
This way, children not only learn for school, but can discover new interests, acquire new
hobbies and develop their talents. They can learn an instrument, learn the latest make-up

trends with the help of make-up tutorials or edit videos professionally with the help of apps.

One suggestion for educational professionals can be to find out how social media can further
stimulate young people's creativity. For example, a (video) blog on a specific topic can be created
together or new skills can be learned through an online game. Together with the educator, young
people can discover how to express themselves through social media and explore the many
possibilities of social networks. The fun factor for the young people's motivation should not be

neglected - it should be entertaining and exciting to work with media.

Tips and tricks for pedagogical practice:

» Letchildren and young people use media for pleasure. This is fun and helps children and
young people to relax.

» Use digital media to keep in touch with each other, for example via Signal or Discord.

« Encourage children and young people to develop creativity, musicality or other talents
using media, for example YouTube or Pinterest.

» Forfunny, special, and/or creative apps, check out Media smarties or Cinekid AppLab.

« With applications (Apps) such as Stop Motion or Animoto, you can create a stop-motion
animated film together. Fun for all ages, learning or training both online and offline skills

(craftsmanship, technical skills, storytelling, teamwork, etc.).

3.2 Safe - Avoid risks

Through media, children and young people sometimes get to see things that are not suitable for
their age (e.g. sexual content or videos glorifying violence). Or they are confronted with
cyberbullying or the theft of their digital identity. Clear agreements, good supervision and youth

protection filters can ensure that children are safer online.
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Younger children often use their parents' smartphones or tablets. Therefore, it is important to think
about what is installed on them. From primary school onwards, children increasingly use media
independently and with their peers, for example for schoolwork and games. From this point on, it
is important to talk regularly about what the children are seeing online and whether they are
experiencing any disturbing things.

From middle school onwards, parents and/or professionals are particularly concerned about
cyberbullying [8], the influence of media on academic performance, health (physical and mental)

and the risk of addiction. As various studies show, teenagers urgently need support in this regard.

For young people, parents or teachers are their main source of information when it comes to
online risks. Adults serve as role models and therefore need to have the necessary knowledge and
information to help young people navigate the online world. Websites such as opvoeden.n|,
mediaopedings.nl, https:.//www.gutes-aufwachsen-mit-medien.de/, https://www.klicksafe.de/,
https://www.schau-hin.info/ and https://www.sicher-im-netz.de/ are a good starting point. When
young people feel supported and understood by adults in their use of media, this has been shown

to reduce risk.

By making arrangements and agreements on safe media use behaviour with the young people in
advance, a lot of trouble can be avoided. Such agreements can be, for example, to keep data and
photos private and to be critical when accepting friend requests. With younger children, security
settings and internet filters can help. It is helpful if adults have insight and knowledge about what
children and young people use the internet for. This insight can be achieved by talking to them
about it. Only when adults have an insight into what is happening digitally can they intervene if
something threatens to go wrong. Besides intervening, it is of course also important to teach

children and young people what they can do themselves in such cases.

Professionals should try to take up the topic regularly in conversations. The young people should
also become active themselves, speak up and tell about situations or conflicts they have
experienced on the net. A possible way to start would be to reflect on the conflict (“Why do you
think he/she reacted to you like that?”). In the case of fears and insecurity, it is also important to
reassure the person concerned and give him/her a feeling of security (“Just because the person

doesn't answer immediately doesn't mean he/she is angry with you”). The young people should

8 see https://www.teachtoday.de/Informieren/Verantwortung/2017 _Ab_wann _ist_es_Cybermobbing.html
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be educated by the adult chaperones about the different types of media, platforms, etc. and
associated risks. It is advisable to take an approach based on insight and self-image.

Analysing and reflecting with children and young people becomes more possible as they get
older ("Why do you think you are arguing with this person?”, “What went wrong?”). Attention can
also be drawn to reflecting on negatively experienced situations (“Do you think this person did it
on purpose?”). In group discussions, online risks and ways to protect oneself from them can be
thought about and discussed together. In this way, children and young people learn that the

opinion of others is also legitimate and valuable.

Tips and tricks for pedagogical practice:

« Make good agreements with each other. For example, choose together which videos and
games you think are suitable and discuss how you behave online.

« Understand if something is not going well and dare - where necessary - to seek advice
from parents and/or professionals.

» On pegi.info you can read up to what age a game can be harmful to children.

o« Yet something annoying happens on the internet? On meldknop.nl,
https://www.juuuport.de/beratung or https://www.nummergegenkummer.de/ they will

help you further.

3.3 Together - Accompany children and youngsters

Children and young people should not be left alone in the digital world, but should be
accompanied. Shared, accompanied media use not only ensures more safety, but can also make
for enjoyable time together. Parents or professionals can witness what a child is doing online and
how it experience this. This provides good opportunities for discussion. It is also important to set
a good example and explain how to use media sensibly and safely. The children will be guided by
this and will consequently find it normal to talk to adults about what they experience in the online
world. The adult guides should always be accessible and available as a contact person in case
things go wrong (e.g. if a child receives unwanted messages). The art of accompaniment is to
keep an eye on the children's or young people's media use without sitting next to them all the time.
A goaod relationship based on trust is built by not leaving them alone when they have problems. It
is important to be present regularly, to give positive reinforcement (e.g. praise) and to help the

person when needed.
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Various studies have shown that talking about media has a demonstrable risk-reducing effect,
provided it is done in the right way. Experts point out that as a parent or professional it is important
to be open to the perspective of the children or young people. Imposing rules and preaching work
less well. Negotiation and talking at eye level are key. Part of the responsibility can be transferred
to the young people in order to find solutions to problems together. Young people need to be
supported in developing their “selves”. Therefore, it is good not to simply impose agreements on
them, but to find compromises together. In this way, young people can learn to act independently,
on their own responsibility and in a self-determined way on the net. It is important that they can
still always come back to the help, support and advice of their adult companions, especially in
case of failures. Experiences of success are important; it is equally important that the young people
learn to deal with failures. Giving (partial) responsibility is central to satisfying the need for
autonomy - however, if this is too challenging for the young person, as may well be the case with
children and young people with mild intellectual disabilities, the responsibility can be taken over

by parents or professionals.

MediaNest developed conversation starters (Medianest 2019). These are questions and facts

about media for different age groups. The conversation starters make you, as an adult, think about
the content of media children and youngsters meets, the way they use media, where and with
whom. To make it easier for children and young people to talk about their media use, German
initiative Schau Hin! organises the campaign #MedienLieberMiteinander. This is aimed at parents
and provides various facts as well as answers to questions about media for different age groups.
These encourage people to think about what media content children and young people are

confronted with, how they use media, where and with whom.

Tips and tricks for pedagogical practice:
e Watch and talk together about media use.
e How you, as an adult, use media is the best example for children and youngsters, for
example, no mobile phones while eating.
e Stay curious about what children and youngsters do with media. Ask questions such as
“What is your favourite video on YouTube? What is your most beautiful place in

Minecraft?”
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3.4 Content - Know which media are suitable

Children and young people should only use media that are appropriate to their age and stage of
development. If they are confronted with images, content or language for which they are too
young, this can lead to insecurity, fear, confusion or a distorted view of reality. For example,
consuming the wrong content might make a child feel that war could break out at any moment.

When media are connected to a child's world of experience, it has a positive effect on
development. Children and young people can learn a lot from using such media. A good app or
online tool can stimulate children's imagination, make them curious and encourage them to play

and repeat.

Younger children often have a preference for apps and games with lots of movement, colour and
sound. Itis nice when these make a connection to everyday things so that children recognise what
they see. From primary school age, children are more interested in the world around them. They
enjoy learning about other cultures, animals and times through apps and games. Playful practice
of school skills such as language and arithmetic also suits this age.

Towards the end of primary school and the beginning of puberty, children use media to learn

about friendships, falling in love and sexuality. They also use media for homework and exercises.

In order to be able to judge the content of media as a parent or professional, they need to inform
themselves and also try things out themselves once in a while. This can also be done together.
Parents and professionals can let the children and young people show them how something
works, and why they like it or why they find it stimulating. The caregiver always has a role model

function - positive feedback is therefore very important.

Exploratory learning is important for children and young people to learn to stand on their own two
feet. This means that the focus here is clearly on the child or young person to discover the world
around them, to understand connections and to make deductions for their own behaviour. First,
children need to understand how a behaviour plays out in the analogue world in order to
understand it in the virtual world, but also to understand that things can often work differently in
the analogue world than in the digital space (e.g. certain movements can be “learned” via the Wii,
but the child understands that this movement may not be possible in the real world). Activities

where greater responsibilities are assigned (“You can create your own profile page”’) are
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recommended. In addition, the right conditions can be created to practice competitiveness,

productivity and creativity (e.g. online gaming).

Tips and tricks for pedagogical practice:

« Stayinformed and try out all (social) media. Become a member yourself to discover how it
works, even if only for one day.

e Always test apps on these important criteria: suitability, attractiveness, reliability, and user-
friendliness.

e Use reliable websites with tips on good media.

e Tips on more good apps and games can be found on Mediasmarties.nl, the Cinekid
AppLab page or gutes-aufwachsen-mit-medien.de/db_kindermedien/

e Guide students who go online independently to recognize fake news, a handy checklist

can be found on the AMEDY Virtual Learning Environment [9].

3.5 Balance - Moments with and without

Parents or professionals often worry about the appropriate duration of media use by children and
young people and ask about screen time apps. In addition to the risk of addiction from excessive
media consumption, health or physical risks of excessive screen use also play a role, such as too
little exercise, obesity, sleep problems or back and neck problems because children sit hunched

over a tablet or smartphone too much.

Media should not be the only activity for children and young people. Drawing, crafts, reading,
games and physical activities such as climbing, running and cycling are also important and should
be encouraged.

Here, too, the role model function of the adult companions is important. Agreements on when
media are “on” and “off” as well as alternatives to digital offers that are fun are also helpful. Young
people gain security from a clear and transparent structure. Commitment and routine play a
central role (e.g. surfing on the computer at a fixed time). Regularity and clarity are also important,
as are clear limits (e.g. time limit, visually with a clock or a sound signal). By defining and agreeing
on online opportunities, children and young people are given freedom in this limited space. If a

team of adults is supervising children and young people, it is important that the agreements are

9 https://moodle.project-amedy.eu/
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consistent and apply to all. More difficult behaviour makes it necessary to set clear and consistent
boundaries. Negotiation and discreet guidance are key. The supervisor must be open to second
chances.

The professional should always leave room for negotiation. When setting rules, one should always
explain to the children and young people why certain rules are set. This also helps them interact

with their peers and learn from each other (e.g. negotiate in play or learn to solve conflicts).

Tips and tricks for pedagogical practice:

e Make sure students are not only busy with media. Contact with others, playing outside,
playing sports, sleeping, and discovering things in 'real life' are important for their
development.

e Make good agreements about when and when not to use media for a while. For example,
when doing homework, in the bedroom, or at the dining table.

e Do not let children use digital media just before going to bed. This will give them too many
stimuli and impressions to process, and the blue light on the screen may contribute to
difficulty falling asleep.

e Apps or computer programs to monitor screen time include Screen Time (Android), Kids
Place (Android), Screen Time Media Time Manager (i0S), or Qustodio.

« With activities such as a GPS treasure hunt or geocaching (e.g. with Actionbound), you
can make nature experiences exciting again; you can combine a forest walk with a screen.

e Change children’s posture regularly behind a screen, lying on its stomach or sitting upright
at a table with its feet on the ground.

¢ An'inflated digital feeling? Try out a digital detox, for example with the Data Detox Kit:
datadetoxkit.org/de/home
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4 Design thinking as a method for developing

support strategies
4.1 Design Thinking

A fundamental aim of the AMEDY project and the subject of this paper is to develop action and
support strategies for accompanying and supporting young people with intellectual disabilities in
their use of digital media. Of course, these strategies should not be developed in a vacuum, but in
close cooperation with pedagogical professionals and parents, or even the young people
themselves, who are the experts for their needs. Therefore, so-called co-design workshops were
held in all three partner countries of the project consortium - Belgium, Greece and Germany - in
order to develop support strategies from different perspectives (young people, parents and
professionals) in a joint, open, creative process and with reference to the five sides of the
MediaDiamond. Participants included educational professionals as well as decision-makers, who

were faced with the special challenge of experiencing this workshop digitally.

The underlying method of the co-design workshops is called design thinking. Design thinking can
be defined as a way of “understanding human needs and creating new solutions by using the
tools and thinking of design creators” (Kelley & Kelley, 2013). Tim Brown of the California-based
design and innovation consultancy IDEO launched the design thinking approach in the early
1990s. The methodology consists of an intuitive and iterative process and is based on close
observation and a high degree of user-centricity. It is therefore very similar to the way designers
work and owes its name to them. Nevertheless, design thinking is also a very fruitful and creative

approach for developing new ideas and solutions in many other fields.

Design thinking methods can be used to solve open and complex challenges that people are
confronted with. New ideas or innovations should emerge by taking different perspectives and
positions to look at a specific problem. Characteristic for this method is that the human being is in
the centre by defining problems that result from human needs. For these kinds of problems, there
is not one best solution, but possibly several, though not equally desirable, answers. The different

possible solutions are identified in a joint brainstorming session. A prototype is then created to test
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the selected solution in practice. The key to success is always a creative and open mind-set,

according to which anything is possible at first. [10]

The design thinking process classically consists of five steps to develop useful and practical ideas

that solve real problems for a specific group of people. The steps are summarised in the following

figure.
A2

DEFIZ\\IE

pR.OTOTYPE

Figure 1: Design thinking process, The Argonauts, 2019

Step 1: Empathize

In the first step, it is important to get a good understanding of the situation or problem you want to
solve. Try to look at the situation from different (relevant) perspectives and leave pre-existing
assumptions and prejudices behind. Through empathy you can lay the foundation for a solution
that puts people at the centre - that is why this first step is also called the “empathy phase”.

In this first step, it is important to gather enough information about the problem, the people
affected and their needs. Talk to those affected, ask questions or simply be with the people who

are experiencing and observing the problem.

The overarching and guiding question of the co-design workshops in the AMEDY project was:
What strategies are there to accompany young people with mild intellectual disabilities in the use

of digital media in order to minimise the risks of use and increase opportunities for use?

0 The following links provide a comprehensive insight into the methodology of design thinking {in German):
https://digitaleneuordnung.de/blog/design-thinking-methode/
https:.//www.designerinaction.de/design-wissen/design-thinking/
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In order to make this abstract question more concrete, different personas were used, i.e.
prototypical cases of young people who face different challenges and risks in dealing with digital
media (e.g. Clara, who would like to be popular and accepts all friend requests on Facebook,
sends revealing pictures, but has also fallen victim to hate speech). Since the personas and their
problems were to be captured from different perspectives and angles, the participants took on
different roles (that of the parents, that of the educational professional and that of the young

victims themselves).

Step 2: Define

In the second step, you analyse the information you have collected before. To do this, go through
all the information together and discuss it. This way you will be able to define and sharpen the
problem you want to solve - starting from an empathic perspective and a human need (definition
phase).

Explicitly express the problem to be solved or your goals from different perspectives. Describe the

problem in the following way:

[Target group] has a special need for ...
[Target group] experiences a lack of ...
From the large number of problems found and formulated, select at least one that you want to

work on further.

Step 3: Ideate

The next step is to brainstorm as many ideas and solutions as possible for the defined problem.
Have the courage to think big. For the time being, disregard possible obstacles that might await
you in reality when implementing the solution and assume that all the necessary means and
prerequisites for implementing the solution are already in place (so-called out-of-the-box
solutions). It is important to first generate as many potential solutions as possible in this phase

before discussing and evaluating them in the next step and selecting a final solution.
To guide the brainstorming process, the AMEDY project consortium used the MediaDiamond

frame of reference. It served as a kind of guide for the brainstorming and possible solutions were

defined or classified according to the five sides of the MediaDiamond.
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youngsters

see what and
contact me

don't stay alone with
it

Perspective Fun Safe Together Content Balance
Pay more attention Block access to Look over the child's | Arrange media Create a balance,
to the child, pursue certain websites shoulder while times: do not offer arrange computer
a hobby with him or gaming, get 24h/7 availability time
Parents her involved, play
togetherto gain
insight
Write arap along the | Workshop with peer | Familiarise with a Exchange about Reflect on media
Juuuportrap about | group on the topic person of trust who mechanisms of use behaviour, e.g.
living togetherinthe | "Whatto doin case is the contact social with media diary
Pedagogical | digital world of cyberbullying” person for such networks/games
professionals experiences. that force
cyberbullying
Find other Checking profile Talk about hate Deliberately not Only play online
activities/hobbies settings in games comments with a consume certain with people you
online and offline and social media trusted person, content know in real life and
that are fun platforms: who can confide in others, who belong to your

circle of friends

Step 4: Prototype

This phase aims to identify the most appropriate solution out of all the proposed solutions. As in
the previous phases, intuition, emotion and imagination play an important role in determining the
final solution. You should choose the solution that gives you a positive, secure feeling - also with

regard to possible limits or open ends of the solution as well as in imagining how the stakeholders

Figure 2: Example for the classification of solution approaches in the MediaDiamond

would react (in feeling, behaviour and reasoning) if the solution were implemented.

Step b: Test

In this final step, you try out your chosen solution and evaluate its effectiveness. In the five steps
of Design Thinking, thisis the last and final step. It should be noted, however, that Design Thinking

must be understood more as an iterative process: thus, trying out a solution approach can trigger

a new Design Thinking process again.
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4.2 Preparing support strategies for active media education with
intellectually disabled young people

After the needs of the target group, essential characteristics of media education and media
literacy, as well as the methodology of the MediaDiamond and Design Thinking have been
explained, it now comes to the concrete application of all this and thus to the development of
concrete support strategies.

This paper is not only intended to present ready-made solutions, but to provide you with a tool
that you can use yourself to develop action and support strategies for practice in your

organisation.

In order to approach the issues involved in supporting young people with mild intellectual
disabilities, two so-called personas were developed. Personas are fictitious representatives of your
target group with real needs and abilities. They provide all participants with a uniform
understanding of the target group. The personas “Clara” and “Bart” were used in the AMEDY co-

design workshops (Source: Stanford d.school’s Design Thinking Bootleg).

Case 1:Clara

Clara has two brothers and two sisters. Her parents are described as
very involved, but they have limited pedagogicalinsights. The parents
receive budget support from the CPAS. The parents found it difficult
to take care of Clara with the other children, so she goes on vacation
to a boarding school. Clarais a girl with a mild intellectual disability, 17
years old. She is described by colleagues as a ‘sticker’. She demands
a lot of attention from educators in the group and constantly asks for
confirmation. Clara needs a lot of closeness and when the supervisors
are around she follows the rules. Clara is mostly active on Facebook
and does not block unknown friend proposals. She spends a lot of
hours on social media, she wants to increase the number of friends in
Facebook and wants to be popular. Recently, she also had Snapchat
-at the instigation of one of her sisters. Clara is looking for her
sexuality. A counsellor found that she shares nude photos and videos
via Snapchat with adult men who motivate her. She say she likes the
compliments. But one time Clara got negative comments, this had a
greatimpact on her self-image.

Figure 3: Clara (fictitious persona),
picture by Maura Barbulescu, Pixabay

Based on the MediaDiamond, what support strategies can be helpful in this situation? Before we
look at this, it is important to map Clara's needs correctly. We can define Clara's needs from
different perspectives: from the perspective of Clara herself, from the perspective of the caregiver
and from the perspective of her parents. Looking at these perspectives, we can define the

following needs that support strategies should address:
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» Clara's perspective: Clara needs closeness to people, she needs social contact, she wants
to be seen.

» The professionals' perspective: Clara needs attention and affirmation, but also online
security.

» Parents' perspective: Clara needs to learn to set boundaries, but also needs information
and a framework to learn how to set boundaries. She needs support on how to behave

properly online.

According to these needs, the following support strategies can be used. Please note that the five
sides of the MediaDiamond are not always completely separable - so some support strategies

overlap and can also fit into several categories at the same time.

Fun - Enjoy the possibilities

Parents or professionals can take time together to see and be explained what Clara is doing online.
Try to focus on things that are fun. Research and discover together alternative, safer entertainment
or creative apps where Clara can live out her sense of aesthetics and express herself. This can shift

Clara's focus away from Facebook and social media and into other areas.

Safe - Avoid risks

As parents or professionals, you can look for positive role models for Clara and together look at
how he/she stays safe online and takes care of privacy, e.g. with social media apps.

As parents, take time together with Clara to look at the privacy settings of her most used social

media apps and talk about the importance of privacy.

Together - Accompany your child

Clara and her parents or caregivers can explore certain apps together so that parents and
professionals also become more familiar with these apps and tools. As a professional, look at her
internet contacts together with Clara and discuss: who are her real friends and who are not? The
next step is to set rules: What do you share with whom, and what is better not to share? It is better
than chatting with complete strangers, for example, to keep in touch with existing (analogue)

friends online and to exchange information about common hobbies or similar.
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Content - Know which media are suitable

In order to understand or reflect which behaviour is appropriate on the internet and which is not,
it is helpful to establish a reference to the analogue world. Because one's own behaviour and
actions in the digital world are also real and can therefore have real, tangible consequences. For
example, together with Clara, ask yourself the question, “Would you also post a naked photo of
yourself on the noticeboard at school?”. Such a mental game, in which online behaviour is
transferred to the analogue world, can help to get a feeling or an assessment of how to behave
appropriately in the digital space.

Clara can also get appreciation and confirmation in other ways (online but also offline) than by
sending revealing pictures. Discover apps and digital offers with her that focus on and promote

her own interests and talents.

Balance - Moments with and without

Self-confidence is important and can be strengthened through social media. But one's self-image
should not only depend on positive or negative comments from strangers on the internet. Look
for and encourage activities that additionally help Clara to strengthen her self-confidence and
provide a balance or healthy balance between activities online and offline. For example,
volunteering can give Clara affirmation and appreciation and support her in discovering new
interests and talents.

Itis helpful if organisations set uniform guidelines for media use that can be followed (e.g. set fixed
media times or moments when digital devices are not used). As a professional, you can refer to
this framework. However, you can also approach the topic playfully in the form of a group action,
for example by calling a “challenge” to reduce screen time. The competitive nature can motivate

young people to participate and avoid them feeling attacked for their screen use.
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Case 2: Bart

Bartis 16 years old and goes through residential treatment in youth care. He
is the son of a single mom. There’s no contact with his dad. He has a stepsister
of 7 from another (already ended) relationship with mom. He attaches a lot of
importance to mom, but she is vulnerable because of her psychiatric
problems. School doesn'tinterest Bart. He does attach greatimportance to the
opinion of his friends. These are rather superficial contacts. he has a tough
image at school. He has a smartphone that he uses a lot when he's allowed.
His most used apps are Snapchat and Facebook Messenger, so he can have
contact with his peers. He also plays various games on his smartphone and
on the computer at home. Bart has great gaming skills and has recently
become a participant in a gaming team competing at international level
However, Bart has ambivalent experience with this situation. he sometimes
receives a threat form other teams’ members (on Facebook and in online chat
forum) saying “if you win this match I will look you up and kill you”. He
sometimes gets both hate and cheering comments, but mostly hate he thinks.
Figure 4: Bart (fictitious persona),  Besides, Bart had a YouTube-channel, but he took it down. He had three very
picture by Erik Lucatero, Pixabay — popular music videos with many views. While he was walking in the streets
downtown, everybody was saying, “Oh, it's you! Please, make us another
song!” Because of spending too much time on games, Bart has not enough
time to make new songs, but he misses music so much.

First, we should also gather Bart's needs from the different perspectives.

o Bart's perspective: Bart has a great need to experience affection from his mother. He uses
the internet to get recognition and to belong, be it through his music on YouTube or
through gaming groups.

o The professionals' perspective: Bart experiences a lack of attention. He spends a lot of
time in front of the computer.

» Mother's perspective: Bart needs to learn to confide in others. Furthermore, we should

also promote his musical abilities outside of YouTube and show them to others.

Fun - Enjoy the possibilities

Bart's mother could suggest joint activities in which the whole family can participate (e.g. board
games). She should encourage Bart to pursue “offline activities” that match his interests and
preferences besides gaming (e.g. he could devote more time to music again).

Professionals should also show Bart that there are entertaining activities away from the computer
and motivate him to take part in other leisure activities (e.g. sports, music, art, theatre, excursions,
cooking, etc.). You can support him in finding new hobbies and making friends in analogue life.
In addition, you could show Bart other apps or digital offers that are also based on a playful
approach and are fun, but through which one can also learn something new (keyword:

gamification).
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Safe - Avoid risks

Bart's mother should determine which websites she thinks her child is (not) allowed to visit. She
caninstall parental control apps that block access to certain, dangerous websites. She should also
make sure to involve the police and inform them about the threats Bart has received online.

The professionals could also encourage Bart to contact the police if he receives new threats.
Together you can talk to him about which websites are safe and which are not, and why (not). In
addition, you can initiate (group) discussions in which you talk about online risks and show how
to recognise dangers on the net and protect oneself from them (for example, in a workshop for
young people on how to use digital media responsibly). However, this also requires training for
the professionals themselves, so that they are well versed in topics such as privacy and data
protection and can pass on their knowledge to the young people in an appropriately prepared
form.

Bart can also take action himself by blocking unknown people online or trying to engage in other
playful activities instead of gaming. He needs support and needs to learn how to block contacts,

how to report people to the admin of a platform or how to react to hate speech online.

Together - Accompany your child

Bart's mother can supervise him while he is surfing the internet. By moving the computer from
Bart's room to the living room, you as a parent could, for example, more easily control how long he
uses it and make an agreement about the times of use. You should verbalise your concerns and
fears to Bart and try to have an eye-to-eye conversation with him. You could suggest surfing the
internet with him (forexample, join agame he is playing) and show interest in the things he is doing
online.

The professional should also get to know Bart's needs. Why is he so internet-savvy? How can |
help him? Discuss these questions with him. Make him feel that you stand by him and want to help
him. Really try to understand him and his needs. Create a safe space so he feels he can share his
thoughts and feelings and trust you. You can play games together, go to external facilities for
specific issues and offer professional support for problems with cyber-bullying.

Bart needs to learn to ask for help when he feels threatened by someone in the game. He needs a

confidant for digital issues, e.g. siblings or peers.
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Content - Know which media are suitable

Bart's mother should determine content that she considers appropriate for Bart. However, as a
parent you should not simply decide this over his head, but accompany him in his media use and
discuss with him which websites he can and cannot visit - and why. Bart must be given the
opportunity to understand why he should not access some content - because only if he can
understand the reasons can he accept this and agree to the agreement. Together you can then
also look for alternatives to problematic content.

The professionals can set up rules for surfing the net together with Bart. However, they should also
empower Bart to recognise and deal with a dangerous site, problematic behaviour or threatening
content on his own. They need to agree together on what content is safe. They can also make
their own suggestions for interesting and safe websites. However, it should be taken into account
that young people also have their own opinions: Listen to them and take them seriously. The
young people themselves ultimately decide what interests them.

Bart himself should avoid playing games that require interaction with strangers. He also needs to
learn to judge for himself when enough is enough and he needs to stop playing. In addition, he

can make his own suggestions about alternative, safe online video games.

Balance - Moments with and without

As already mentioned under pleasure, Bart needs to learn that not only gaming on the computer
can bring pleasure. He needs balance and therefore should look for other, physical or creative,
activities. Bart's mother can encourage him to do this and suggest different alternatives, e.g. ateam
sport.

Professionals can help Bart find a balance. They can arrange fixed computer times, create a
schedule and establish a relaxing, media-free routine before bedtime. They can help Bart discover
new hobbies for himself where he can socialise with other young people to boost his self-
confidence. They can also show him digital communication channels made especially for
teenagers.

Bart must of course also try to reduce his online time himself and alternatively do outdoor
activities with his friends, such as going for a walk, doing sports in the park or playing music
together in a band. Before going to bed, he could read more often or listen to an audio book

instead of sitting in front of the computer.
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Support strategies for active media education with intellectually
disabled young people

With the help of the personas, the identification of individual needs and problematic behaviours

in dealing with digital media, a series of solution approaches for different actors were proposed.

From this, general support offers or action strategies can be derived for the individual level of the

young people, those of the pedagogical professionals, but also for relatives. These had to be

discussed and jointly agreed on those that come into question for minimising risks in the use of

digital media for all those involved. The following strategies were formulated during the co-design

workshops in the AMEDY project:

Individual strategies of the young people

Reflect on their own media use and recognise problematic behaviour

Be open to suggestions for alternative (digital) leisure activities or actively seek such
activities on theirown

Develop an understanding of the reasons for age restrictions on digital offerings

Get to know and actively use the reporting function on social networks

Support offers and action strategies of the pedagogical professionals

Actively accompany young people in their pursuit of alternative leisure activities

Establish offline routines

Create positive encounters with peers and strengthen self-confidence

Show them alternative digital applications and actively support them in trying them out
Establish common rules for internet use: with the young people but also in the support
team, “pull together”

Respecting the young people's opinions when dealing with their media use

Acquire background knowledge about age restrictions for digital offers, digital tools for
communication and entertainment, data protection and privacy.

Have conversations at eye level: Verbalise fears and concerns

Stimulate thought games: verbally transfer problematic behaviour from the digital world to
the analogue space, thus highlighting the explosive nature of the issue

Find appealing “role models” for the young people
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Support offers and action strategies of relatives (here parents)
e Show interest in their own children's engagement in the digital space
e Beopen tothe excitement that the digital world exerts on young people
e Suggest alternative leisure activities that address the child's needs/interests
» Install measures to reduce online time (e.g. media use contract)
e Bearole model
e Make joint decisions on healthy and responsible media use

e Temporarily supervise the child's media use or use parental control software

With the collection of support offers and action strategies, a prototype was created that now needs
to be tested in practice. Unfortunately, this was not possible within the framework of the AMEDY
project. However, the project consortium is very interested in your experiences. Feel free to write
to amedy@digitale-chancen.de and let us know if the strategies have worked in your case, if

you would add more or change the existing ones.
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